intel)

Intel® Integrated
Performance Primitives for Intel®
Architecture

Reference Manual

Volume 4: Cryptography

September 2007

Document Number: 303881-08US

World Wide Web: http://developer.intel.com



http://developer.intel.com/software/products/perflib/index.htm

intel.

Version Version Information Date
-01 Documents Intel® Integrated Performance Primitives (Intel® IPP) 4.0 beta 05/ 2003
release.

-02 Documents Intel® IPP 4.0 gold release. 10/2003
-03 Documents Intel® IPP 5.0 release with ECC and DL-based functionalities. 03/2005
-04 Documents Intel® IPP 5.0 gold release. 08/2005
-05 Documents Intel® IPP 5.1 gold release. 02/2006
-06 Documents Intel® IPP 5.2 beta release. 09/2006
-07 Documents Intel® IPP 5.2 gold release. 01/2007
-08 Documents Intel® IPP 5.3 release. Appendix describing Fortran-90 inter- 09/2007

face to Intel IPP for cryptography has been added.

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL® PRODUCTS. NO LICENSE, EXPRESS OR
IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT
AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY
WHATSOEVER, AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL
PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY,
OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

UNLESS OTHERWISE AGREED IN WRITING BY INTEL, THE INTEL PRODUCTS ARE NOT DESIGNED NOR INTENDED FOR ANY
APPLICATION IN WHICH THE FAILURE OF THE INTEL PRODUCT COULD CREATE A SITUATION WHERE PERSONAL INJURY OR
DEATH MAY OCCUR.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the
absence or characteristics of any features or instructions marked "reserved" or "undefined." Intel reserves these for future
definition and shall have no responsibility whatsoever for conflicts or incompatibilities arising from future changes to them. The
information here is subject to change without notice. Do not finalize a design with this information.

The products described in this document may contain design defects or errors known as errata which may cause the product to
deviate from published specifications. Current characterized errata are available on request.
Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your product order.

Copies of documents which have an order number and are referenced in this document, or other Intel literature, may be
obtained by calling 1-800-548-4725, or by visiting Intel's Web Site.

Intel processor numbers are not a measure of performance. Processor numbers differentiate features within each processor
family, not across different processor families. See http://www.intel.com/products/processor_number for details.

BunnyPeople, Celeron, Celeron Inside, Centrino, Centrino logo, Core Inside, FlashFile, i960, InstantlP, Intel, Intel logo,
Intel386, Intel486, Intel740, IntelDX2, IntelDX4, IntelSX2, Intel Core, Intel Inside, Intel Inside logo, Intel. Leap ahead., Intel.
Leap ahead. logo, Intel NetBurst, Intel NetMerge, Intel NetStructure, Intel SingleDriver, Intel SpeedStep, Intel StrataFlash,
Intel Viiv, Intel vPro, Intel XScale, IPLink, Itanium, Itanium Inside, MCS, MMX, Oplus, OverDrive, PDCharm, Pentium, Pentium
Inside, skoool, Sound Mark, The Journey Inside, VTune, Xeon, and Xeon Inside are trademarks of Intel Corporation in the U.S.
and other countries.

* Other names and brands may be claimed as the property of others.

Copyright © 2001 - 2007, Intel Corporation. All rights reserved


http://www.intel.com/

Contents

Chapter 1

Chapter 2

Overview

BaSIC FEAtUIES ..ot e 1-1

ADOUL ThiS SOTtWAre .. ... 1-2
Hardware and Software Requirements ...........ccoiieiiiiiiiiiiiininn... 1-2
Platforms SUppOrted ... 1-3
Cross-Architecture AlIgNMENTt ... 1-3
APl Changes in Version 5.0 .....ooiiiiiiiiiiiiii e e 1-4
Technical SUPPOIT ... e 1-4

About This Manual ... e 1-5
Manual Organization ..........coooeiiiiiii e 1-5
FUNCLION DeSCIIPtIONS 1ottt et e e e eaaannnes 1-6
Audience for This Manual .........cooiiiiiiiiiii e 1-6
Notational CoNVENTIONS.......oi e eeaas 1-7
L0 0] 1T g T I L= =T o 1-7

Symmetric Cryptography Primitive Functions

Block Cipher Modes of Operation.........cooii e eccciieeeeen 2-1
DES/TDES FUNCHIONS . ...ttt e e e ettt e e e e e eeaaneeeens 2-3
DE S GOESIZE. .. 2-5
] T 2-6
DESENCIYPEEC ...ttt 2-6
DESDECIYPEECB . ...ttt 2-7
DESENCIYPECBC ...ttt 2-8
DESDECIYPECBC. . ..ttt ettt et e e et 2-9
DESENCIYPEICEB ...t 2-10



Intel Integrated Performance Primitives Reference Manual: Volume 4

DESDECIrYPECEB. ..t 2-11
] ] g ot Y/ o 1 (0 ] 2-12
DESDECrYPEOFB ...t e 2-13
DESENCIYPECT R ..t 2-14
]S 1= od V4 01 (O I 2-15
TDESENCIYPEECB .. e e e e 2-16
TDESDECIYPIECB ... e e 2-17
TDESENCIYPECBC ..ttt et et ee e eas 2-18
TDESDECIYPECBC. .t ees 2-19
TDESENCIYPECEB ..t e e eeee e 2-20
TDESDECIYPICFB ... e 2-21
TDESENCIYPLOFB ... e eaee e e 2-23
TDESDECIYPEOFB. ... e 2-24
TDESENCIYPECTR .ot et e e e 2-25
TDESDECIYPECTR ..ttt et e e 2-26
Rijndael FUNCHIONS ...t eeeees 2-29
RiJNdaell28GetSize. ... 2-32
RIiJNAAEIL28INIT ...t e 2-33
Rijndaell28ENCryptECB ... 2-33
Rijndaell28DecryptECB ... .o 2-34
Rijndaell128ENCryptCBC ... .. e 2-35
Rijndaell28DecrypPtCBC. .. .o i 2-36
Rijndaell28ENCryptCFB .......eie e e 2-37
Rijndaell28DecrypPtCRB ... 2-38
Rijndaell28ENCryptOFB ........eei e 2-39
Rijndaell28DecryptOFB. ... ..t 2-40
Rijndaell28ENCrypPtCTR ... e 2-41
RijNndaell28DecryPtCTR ... 2-42
Rijndaell28ENCryptCCM .....eeiiii e e 2-43
Rijndaell28DecrypPtCCM ...t 2-44
Rijndaell28ENCryptCCM_U8 ....ciiiiiiiii it eeeeeaes 2-45
Rijndaell28DecryptCCM_US ....c..uiieiiiii i eeaes 2-47
RiJNdaell02GetSize. ..o 2-48
RIiJNAAEILO2INIT .o 2-49



Contents

Rijndaell92ENCryptECB ....cooiiii e 2-49
Rijndaell92DecryptECB ... ... 2-50
Rijndaell92ENCryptCBC ... .ccoi i 2-51
RijNdaell92DecrypPtCBC. ... ...t 2-52
Rijndaell92ENCryptCFB ....coeiiii it eeee e 2-53
RijNdaell92DecrypPtCRB ... e 2-54
Rijndaell92ENCryptOFB ....cceeiii i e e 2-55
RijNndaell92DecryptOFB. ... 2-56
Rijndaell92ENCryptCTR ..o e ceeeee e 2-57
RijNdaell92DecryPtCTR ... e 2-58
RiJNdael256GetSizZe. ... e 2-59
RIiJNA@EI256INIT ... 2-60
Rijndael256ENCryptECB ....cooiiii e 2-60
Rijndael256DecryptECB ... ... 2-61
Rijndael256ENCryptCBC ... .cciiii i 2-62
RijNndael256DecrypPtCBC. ... 2-63
Rijndael256ENCryptCFB ....cooiiii it 2-64
RijNdael256DeCryPtCFB ... e 2-65
Rijndael256ENCryptOFB ....ccoiiii it e e 2-66
Rijndael256DecryptOFB.........i i 2-67
Rijndael256ENCrypPtCTR ...t eeee e 2-68
RijNdael256DecryPtCTR ... 2-69
BloWTiSh FUNCHIONS . ... e e 2-73
BIOWFISNGETSIZE ... e 2-74
BIOWTISNINIT ... 2-75
BIOWTISNENCIYPTECB ... e e 2-75
BlOWTiShDECIYPLECB. ... e e e e 2-76
BIOWTIShENCIYPEICBC ... e 2-77
BlowfishDeCryptCBC ..ottt ee e 2-78
BIOWTIShENCIYPICFB ... e 2-79
BlowfishDeCryptCFB ... e e 2-80
BIOWTIShENCIYPLOFB ... e 2-81
BlowfishDeCryptOFB.......cooeiii e e 2-82
BIOWTIShENCIYPICTR .. e e 2-83



Intel Integrated Performance Primitives Reference Manual: Volume 4

BloWTiShDeCrypPtCTR ... e e e e 2-84
TWOTiISh FUNCLIONS ... e 2-87
TWOTISNGETLSIZE . ... e 2-88
TWOTIShINIT. .o e 2-89
TWOFISHENCIYPIECB ... et e e e 2-89
TWOTISNDECIYPLECB ...t 2-90
TWOTIShENCIrYPICBC ..o et e e 2-91
TWOTIShDECIYPEICBC ... 2-92
TWOTIShENCIYPICFB ... e e e e 2-93
TWOTISNDECIYPLCFB ...t e 2-94
TWOFIShENCIrYPLOFB ... e e 2-95
TWOTIShDECIYPLOFB ... e 2-96
TWOTIShENCIrYPICTR oo e e 2-97
TWOTIShDECIYPEICTR .. e 2-98
(@4 Sl o | o [0 I PP 2-102
RC5* Algorithm Functions for 64-bit Block Size........................ 2-104
ARCFIVEBAGELSIZE ..niii i e 2-104
ARCFIVEBAINIT . 2-105
ARCFIVEBAENCIYPIECB. ...t 2-106
ARCFIvEBADECIYPIECB ... 2-107
ARCFIVEBAENCIYPICBC ... 2-108
ARCFiveB4DecryptCBC ... e 2-109
ARCFIVEBAENCIYPICFB ... e 2-110
ARCFiveB4DecryptCFB. ... oo 2-111
ARCFIVEBAENCIYPLOFB. ... 2-112
ARCFiveB64DecryptOFB ... 2-113
ARCFIVEBAENCIYPICTR ...t e 2-114
ARCFiveB4DecrypPtCTR ... 2-115
RC5* Algorithm Functions for 128-bit Block Size...................... 2-116
ARCFIVE128GETSIZE ..ottt 2-116
ARCFIVEL28INIT ... e 2-116
ARCFivel28ENCIYPLECB ... e 2-117
ARCFivel128DeCrypPtECB. ...ttt eaas 2-118
ARCFivel28ENCryptCBC..... et 2-119

vi



Contents

ARCFivel28DecryptCBC ......oieiii i e 2-120
ARCFivel28ENCryptCRFB ......eiiiii e 2-121
ARCFivel28DecCryptCFB.......ooiiiii e e 2-122
ARCFivel28ENCryptOFB ...t 2-123
ARCFivel28DecCryptOFB ......coiiiiiiiii i e 2-124
ARCFivel28ENCryPtCTR .. 2-125
ARCFivel28DecCryptCTR . ..ot e e e 2-126
ARCFOUI FUNCHIONS ...ttt e 2-127
ARCFOUIGETSIZE ..ot e e 2-128
ARCFOUIChECKKEY ... e 2-128
Y O o 18 1 | o 1 1 2-129
ARCFOUIENCIY P .. et eeee e 2-130
YN 2 (@4 o T8 [ I 7T o3 7/ o 1 S 2-131
ARCFOUIRESET . ...t e e 2-132

Chapter 3 One-Way Hash Primitives

Hash FUNCLIONS ... e e 3-4
Y LY =Y 15 . = 3-4
71515 1 g T 3-5
MDSDUPHICATE . ... 3-6
102 U o o - o = 3-6
MDSFINGL . .. e et 3-7
SHALGEESIZE .. eeeie e 3-8
SHA LNt oo 3-8
] Nt 3 1B o o7 X = 3-9
Y 1N LU o T = 3-10
SHALFINGAI ..o e 3-11
SHA 224Gt SIZE o s 3-11
SHAZ2AINIT. .o e 3-12
SHA224DUPHICALE ..ot 3-12
SHA224UPAAate. ... 3-13
SHAZ224FINal ..o e 3-14
SHA 2B GEESIZE . et 3-15
SHA 2SNt . ..o e 3-15

vii



Intel Integrated Performance Primitives Reference Manual: Volume 4

SHAZ256DUPIICAtE. ..ot e 3-16
SHA256UPAAtE. ... 3-17
SHAZEBFINAl ...t 3-18
SHABBA G SIZE . i ittt 3-18
SHABBAINIT. ..ot e 3-19
SHA3BADUPHCALE. . ...t 3-19
SHABBAUPAAtE. ... e 3-20
SHASBBAFINGL ... e 3-21
] o NN D2 1= 5] .= 3-22
SHAS L2 NIt . e 3-22
SHAB12DUPlCAtE. .. 3-23
SHABL2UPAAte. ..o 3-24
SHABL2FINAl ... 3-25
Generalized Hash Functions for Non-Streaming Messages .............. 3-25
General Definition of a Hash Function................oocooiiiiaea. 3-26
MD5MESSagEDIgEST . ...t 3-26
SHALMeESSAgEDIQeST .. 3-27
SHA224MeSSageDigest. ... 3-29
SHA256MessageDigest ... ..o 3-30
SHA384MeSSageDIigest. ...t 3-31
SHAB12MessageDigest ... ..o 3-32
Mask Generation FUNCHIONS ......oiiiii it eeaaeees 3-32
User’s Implementation of a Mask Generation Function ........... 3-33
MGF_IMD5.. .ot 3-34
MG SHA L Lo et 3-34
MG _SHA224 ... e 3-35
L] ST 02T 3-36
MG _SHABBA .. .. 3-37
L] ST 1 P 3-37
Chapter 4 Data Authentication Primitive Functions
Message Authentication FUNCLIONS. ........oviiiiiii i 4-1
HMACSHALGETSIZE it et aeea 4-4
HMACSHA LNt .o e aeeeaas 4-5

viii



Contents

HMACSHALDUPIICALE ... 4-5
HMACSHALUPAALE . ... e 4-6
HMACSHALFINGL ..t 4-7
HMACSHALMESSageDIgest ... 4-8
HMACSHAZ224GEESIZE ... it 4-9
HMACSHAZ224INIT ... e 4-9
HMACSHA224DUPlICAte ... 4-10
HMACSHAZ224UPAte ... e 4-11
HMACSHA224FINAL. ... e 4-12
HMACSHA224MessageDigest. ... .o 4-12
HMACSHA256GELSIZE ... ettt ee 4-13
HMACSHAZ256INIT .. ..o 4-14
HMACSHA256DUPIICAtE ......eeeiiieeiie e 4-15
HMACSHA256UPALE ... e 4-15
HMACSHA256FINGL. ... e e 4-16
HMACSHA256MessageDigest. .....oouiviiii i 4-17
HMACSHASBAGELSIZE ...t aee 4-20
HMACSHASSBAINIT ... e 4-20
HMACSHAS84DUPIICALE ...c.eeiiieeiie e 4-21
HMACSHASB4UPALE ... 4-22
HMACSHASSBAFINGL. ... e 4-23
HMACSHA384MessageDigest. ..o 4-23
HMACSHASL12GEtSIZE ..o ettt ee 4-24
HMACSHASL2INI .o 4-25
HMACSHAS12DUPIICAtE ..o e 4-26
HMACSHASL2UPAtE ... e 4-26
HMACSHASLI2FINAL. ...t 4-27
HMACSHAS12MessageDigest. ..o 4-28
HMACMDSGETSIZE ...ttt et 4-29
HMACMDSINIT ..t 4-29
HMACMDSDUPIICALE ... e e 4-30
HMACMDSUPAALE .. ..ot e 4-31
HMACMDSFINGL. .. .. e e 4-32
HMACMDS5MeSSageDigest . ....oiui i 4-32



Intel Integrated Performance Primitives Reference Manual: Volume 4

CMACRIJNAAEl128GetSIZE. ..o ittt 4-34
CMACRIJNA@ElL28INit ... 4-35
CMACRIjndaell28Update .....cccoveii e e a e 4-36
CMACRIJNdaell28Final.......cooouiiiiiiii e 4-37
CMACRIjndaell28MessageDigest......ccceevviiiiiiiiiiiiiiieeaann 4-37
Data Authentication FUNCLIONS .......ccoiiiiiiiii e 4-39
DAADESGELSIZE . .ueiiiiie it e 4-41
DAADESINIT . oo e 4-41
DAADESUPAALE . ..ot 4-42
DAADESFINAl ...t e 4-43
DAADESMeSSagebDigest ....covuiiiiiiiiiiii i 4-44
DA AT DES GO SIZE . e itttt ittt e et 4-44
DAATDESINIL. e e 4-45
DAATDESUPAAL. .. e eeeiiie ettt 4-46
DAATDESFINGL ... e 4-47
DAATDESMeESSageDigest . ......vuiiiii e 4-47
DAARIJNAael128GetSize.. ..o 4-48
DAARIJNAAEIL28INit. ..o 4-49
DAARIJNdaell28Update .......ccoviiiiiiiiiiii e 4-50
DAARIJNdael128Final ... ..ccovueii e 4-51
DAARIijndaell28MessagebDigest.....ccouviiiiiiiii i 4-51
DAARIJNAAEl192GEetSIzZe ...t 4-52
DAARIJNAAEILO2INIt. ... 4-53
DAARIJNdaell92Update .......ccoviiiiiiii i 4-54
DAARIJNdaellO2Final ......covveeiiiiiiii e 4-55
DAARIijndaell92MessageDigest. ... .ovveiiiiiiii i 4-55
DAARIJNAael256GetSize....cvee e 4-56
DAARIJNA@El256INit. . ..o e 4-57
DAARIjndael256Update .......ccovviiiiiiiiiii e 4-58
DAARIjNdael256Final ... ...coveii e 4-59
DAARIijndael256MessagebDigest.....ccoviiiiiiiiii e 4-59
DAABIOWTISNGELSIZE. ... 4-60
DAABIOWTISHINIT ... e 4-61

DAABIlowfishUpdate .........ooiiiii e 4-61



Contents

DAABIowTfishFINal. ... e
DAABIlowfishMessageDigest.......coiiiiiiii i
DAATWOTISNGELSIZE . ... e
DAATWOTIShINIt. ... e
DAATWOfishUpdate.......cooiiiiiiiiiii e e e e
DAATWOTIShFINGl ... e
DAATwofishMessageDigest......cccoiiiiiiiii e

Chapter 5 Public Key Cryptography Functions

Big Number Arithmetic ... ..o

SUD BNU o e
10 1 o 7= = L
MACONE_BNU I ..t ees
MU L BNUZ L e
MUIL BNUS ..ttt ettt et et et eaanes
LY 7 L .
Yo | GG 2 U 1C 7 X U
SN _BNUZ et
SOr_BNUS s
SetOCtStriNg. BNU ... e
GetOCtString. BNU ... e
BIgNUMGETSIZE ...t et aaaneee

SetOCtStrNG. BN ... e
LT 5] 4= =

Xi



Intel Integrated Performance Primitives Reference Manual: Volume 4

X @ =1 N 5-26

[0 Y = 5-27

1/ o Yo I =7 5-28

1o o 1 = 5-29

/o o 1 g 1Y/ = 5-30
Montgomery Reduction Scheme Functions ........c.c.cooeiiiiiiiiniiannnn.. 5-31
o ] 1 (7= 0] .4 5-33
1Yo T 1 o 1 T oS 5-34
MONE S BT .. e 5-35
MONEG BT ... et s 5-36

1, 0T 1 0T g 5-36
MONEMUL ... ettt 5-37

1, 0T 1 1= 5-40
Pseudorandom Number Generation Functions...........cc.coveeviiiaan.... 5-41
User’s Implementation of a Pseudorandom Number Generator 5-42
PRN G GEISIZE oo e 5-43

o LN [ o T 5-43
PRNGSELSEEA ..o e 5-44
PRNGSEtAUGMENT . .o e 5-45
PRNGSEtMOAUIUS ... e 5-46
PRNGSETHO ... e et aas 5-47
PRIN G N L. s 5-47
PRNGEN BN ...t e et e e eaas 5-48
Prime Number Generation FUNCLIONS .......ccooiiiiiiiiiiiiiiiiiii e 5-51
PriMEGELSIZE ..o s 5-52
PrimeElNit. .. e, 5-53

g 1 1= = o 5-54

o T 1= 1T oS 5-55

g 1153 5-56
PrimeSet._ BN ... s 5-56

g 1 1= = 5-57
PrimeGet BN ... s 5-58

RSA AIgorithm FUNCLIONS ... e 5-61
Functions for Building RSA SyStem.......ccoiiiiiiiiiiiii it 5-61

Xii



Contents

RS AGETSIZE .. 5-62
RS AN L 5-63
RS ASEEKEY ... 5-64
RS AGETIKEY ..ttt 5-65
RSAGENEIALE ... 5-66
RSAVAlIAtE ... e 5-67
RSA PrimitiVES ... e e e e e 5-68
LY Y = o 17/ 0 1 o 5-69
ST A DT o Y/ 1 5-70
RSA-OAEP Scheme FUNCLIONS ... .ot 5-74
RSAOAEPENCIYPT . .ttt e e eaees 5-75
RSAOAEPENCIYPE._MD5 ... e 5-76
RSAOAEPENCIYPE. _SHAL. ... e 5-77
RSAOAEPENCIYPt_SHAZ224 ... 5-78
RSAOAEPENCIYPE._SHA256 ... e e 5-79
RSAOAEPENCIYPt_SHAS84 ... e 5-80
RSAOAEPENCIYPt._SHASL2 ... e e 5-81
RSAOAEPDECIYPT. . . ettt et 5-82
RSAOAEPDECIYPt._MD5 ... e 5-83
RSAOAEPDECIYPt._SHAL ..o 5-84
RSAOAEPDeECrypt._SHA224 .. .. 5-84
RSAOAEPDeCrypt._SHAZ256 ... .o 5-85
RSAOAEPDeCrypt._SHASB84 ... 5-86
RSAOAEPDecrypt._SHASL2 ... 5-87
RSA-SSA Scheme FUNCHIONS ... e 5-87
RS AS S A SN ..ttt et e 5-88
RSASSASIGN_MD5 ... e 5-90
RSASSASIGN_SHAL ... e 5-91
RSASSASIGN_SHA224 ... 5-92
RSASSASIGN_SHA256 ... 5-93
RSASSASIGN_SHASB84 ... 5-94
RSASSASIGN_SHABL2 ... 5-95
RS AS S AV Y e e e 5-96
RSASSAVETITY_MD5 .. 5-97

Xiii



Intel Integrated Performance Primitives Reference Manual: Volume 4

RSASSAVErify SHAL ..o e 5-98
RSASSAVerify SHA224. ...t 5-98
RSASSAVerify _SHA256. .. .ot 5-99
RSASSAVerify SHAS384........c.oieiieiee e 5-100
RSASSAVerify SHASBL2. ... 5-100
Discrete-Logarithm-Based Cryptography Functions....................... 5-101
DL P GO SIZE ettt et et 5-103
[ I T 5-103
3 ST 5-104
DI = e 5-105
DLP SEEDP ...ttt 5-106
DLPGEIDP. ... e s 5-107
DLPGENKEYPAIN ...ttt et a e anaaees 5-108
DLPPUBHCKEY ...ttt e 5-109
DLPValidateKeyPair .......ccoueeiiiiiiiiii it eeeeiiaeees 5-110
DLPSEKEYPAIN ...ttt ettt eas 5-111
DLPGENErateDSA . ... s 5-112
DLPValidateDSA ...t 5-113
DLP SIgND S A e 5-114
DL PV Y D S A e 5-115
DLPGeNerateDH ... s 5-120
DLPValidateDH .......un et 5-121
DLPSharedSecretDH ... e 5-122
Elliptic Curve Cryptography FUNCLONS........coiiiiiiiiiiiiiiiiiieaeeas 5-123
Functions Based 0N GF(D) ..ceeeiiiiiiiiiiiii et iceeeeeea 5-126
O @ = 1= 5] .4 5-127
L0 1 o T 5-128
L0 ST 5-128
L0 ST =Y 57 o 5-130
EC C P G .. s 5-131
ECCPGetOrderBitSizZe ... 5-132
ECCPVAldate ...cooiiii it 5-133
EC CPPOINTGEESIZE ..ttt 5-135
ECCPPOINTINIT. .. eaas 5-135

Xiv



Contents

EC CPSEtPOINT. ..ttt e 5-136
ECCPSetPointAtINfiNitY ....ooiei s 5-137
ECCPGEIPOINT ..ttt eee s 5-138
ECCPChECKPOINT ... e 5-139
ECCPCOMPArePOINt ... ..ottt eaeeens 5-140
ECCPNegativePOINT ... e 5-141
ECCPAAAPOINT ...t 5-142
ECCPMUIPOINtSCAlar ... i e 5-143
ECCPGENKEYPAIN ...ttt et e ceaaeeeas 5-144
ECCPPUDIICKEY ... e 5-145
ECCPValidateKeyPair .......ccueeiiiiiiiiii it aeeea 5-146
ECCPSEtKEYPAIN ...t 5-147
ECCPSharedSecretDH .......ooiiiiii i 5-148
ECCPSharedSecretDHC .....coiiiiii i 5-150
EC CP SIgND S A et 5-151
EC C PV Y DS A ..t 5-153
ECCPSIGNNR ..t 5-154
ECCPVEIIfYNR ..t e 5-156
Functions Based on GF(2M) ... 5-157
EC CBGEESIZE it 5-158
L0 = 1 o T 5-158
L O 0 = 3] = 5-159
1101 2357 157 o 5-161
L@ @32 = 5-162
ECCBGEetOrderBitSize ... ...couii i 5-163
ECCBValidate ..o 5-164
ECCBPOINTGEESIZE ..o it e 5-166
ECCBPOINTINIT ... e 5-166
ECCBSEtPOINT. ..ttt e 5-167
ECCBSetPoiNtAtINfiNItY ....coi e 5-168
1101 21 CT= 1 20 o | 5-169
ECCBChECKPOINT. ...t 5-170
ECCBCOMPArePOINt. .....eeiii ettt eeeeeeas 5-171
ECCBNegativePOINT ..o e 5-172

XV



Intel Integrated Performance Primitives Reference Manual: Volume 4

ECCBAAAPOINT ...ttt e 5-173
ECCBMUIPOINtSCAlar. ... 5-174
ECCBGENKEYPAIN ...ttt ettt eeeeaaaas 5-175
ECCBPUDIICKEY ...t e 5-176
ECCBValidateKeyPair..... ..o 5-177
ECCBSetKeYPair ... e 5-178
ECCBSharedSecretDH .......cooiiiiii i 5-179
ECCBSharedSecretDHC ... 5-181
EC CBSIgND S A .o, 5-182
ECCBVEII YD SA .ttt 5-184
ECCBSIGNNR ...ttt et ettt 5-185
ECCBVEIITYNR ..ttt e aaaes 5-186

Appendix A Functions Removed from Intel® Integrated Performance
Primitives 5.0

Appendix B Support Functions and Classes

Version Information FUNCLION ... B-1
GetLIDVEISION .. e B-1
Classes and Functions Used in Examples.......cooooiiiiiiiiiiiiiiiiiiieeenn, B-3
BIigNUMDber Class ..o e B-3
Functions for Creation of Cryptographic Contexts...................... B-15

Appendix C Calling the Cryptography Functions from Fortran-90
Bibliography

Index

List of Examples

Example 2-1 DES/TDES Encryption and Decryption...................... 2-27
Example 2-2 AES Encryption and Decryption.........cccvviiiiiviiinnn... 2-71
Example 2-3 Blowfish Encryption and Decryption......................... 2-85
Example 2-4 Twofish Encryption and Decryption ...........c.c.coo...... 2-100
Example 3-1 MD5 Digest of a M@SSage ....uveiiniiiieiiiiiiiiiieaiaenns 3-27

XVi



Contents

Example 3-2 SHAL Digest of aMessage.........coeiiiiiiiiiiiiennniinnannn.. 3-28
Example 4-1 SHA256 HMACSs of a MeSSage ....ccvveviiiriiiennniannannnns 4-18
Example 4-2 MD5 HMAC of a MeSSage....couiiiiiiiiiii i 4-34
Example 5-1 Create a Big NuUmMber.........coooiiiiiiiiiiiiiie e 5-15
Example 5-2 Create a Big Number from a String .........ccccovveiine.... 5-17
Example 5-3 Type a Big Number........ ., 5-20
Example 5-4 Add Big NUMDbBErS ... 5-23
Example 5-5 Montgomery Multiplication ...............oooiiiiiiiiiiin... 5-38
Example 5-6 Find Pseudorandom Co-primes.........cccevviiiieiiiinannn.. 5-49
Example 5-7 Check Primality ......cccoiiiiiiiiiii e 5-59
Example 5-8 The Use of RSA Primitives .........c.oooiiiiiiiiiiiiiiiiinneen 5-71
Example 5-9 The Use of DLPSignDSA and DLPVerifyDSA.............. 5-117
Example B-1 Using the ippcpGetLibVersion Function....................... B-2

Example C-1 Fortran-90 Implementation of DES Encryption and
[ X< od 177 o) 1 [ o 1 Cc-2

XVii



Overview

This manual describes the structure, operation, and functions of Intel® Integrated
Performance Primitives (Intel® IPP) for cryptography. This is the fourth volume of the Intel
IPP Reference Manual, which also comprises descriptions of Intel IPP for signal processing
(volume 1), Intel IPP for image and video processing (volume 2), and Intel IPP for small
matrices and realistic rendering (volume 3).

The Intel IPP software package supports many functions whose performance can be
significantly enhanced on the Intel® Architecture (1A), particularly using the MMX™
technology and Streaming SIMD Extensions.

Intel IPP for cryptography is a cross-platform software layer optimized for 1A-32, Intel® 64,
and 1A-64 architectures as well as for Intel® I1XP4XX product line of network

processors and running on Microsoft* Windows*, Linux*, and Mac OS* X operating systems.

This manual provides detailed descriptions of Intel IPP functions developed for
cryptographic operations.

This chapter introduces the Intel IPP cryptography software and explains the organization
of this manual.

Basic Features

Like other members of Intel® Performance Libraries, Intel Integrated Performance
Primitives is a collection of high-performance code that performs domain-specific
operations. It is distinguished by providing a low-level, stateless interface.

Based on experience in developing and using Intel Performance Libraries, Intel IPP has the
following major distinctive features:

= Intel IPP provides basic low-level functions for creating applications in several different
domains, such as signal processing, image and video processing, operations on small
matrices, and cryptography applications.
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= Intel IPP functions follow the same interface conventions, including uniform naming
conventions and similar composition of prototypes for primitives that refer to different
application domains.

= Intel IPP functions use an abstraction level which is best suited to achieve superior
performance figures by the application programs.

To speed up the performance, Intel IPP functions are optimized to use all benefits of Intel®
architecture processors. Besides this, most of Intel IPP functions do not use complicated
data structures, which helps reduce overall execution overhead.

Intel IPP is well-suited for cross-platform applications. For example, the functions
developed for 1A-32 architecture-based platform can be readily ported to Intel® 64, 1A-64
architecture-based platforms and systems with Intel® XScale™ technology. For more
information on platform compatibility, see Cross-Architecture Alignment. In addition, each
Intel IPP function has its reference code written in ANSI C, which clearly presents the
algorithm used and provides for compatibility with different operating systems.

About This Software

The Intel IPP software enables to take advantage of the single-instruction, multiple data
(SIMD) instructions that comprise the core of the MMX technology and Streaming SIMD
Extensions.

The Intel Integrated Performance Primitives for cryptography provide a broad set of
cryptographic primitive functions optimized for maximum performance on Intel® platforms,
including 1A-32, Intel® 64, 1A-64 architectures and Intel® IXP4XX product line. The set of
cryptography primitive functions can be thought of as a set of “building blocks” that enable
independent software vendors to build their own FIPS-conformant security solutions.

The package of Intel IPP cryptography functions offers developers cross-platform and cross
operating system API for routines commonly used for cryptographic operations. Use of
Intel IPP primitive functions can help to drastically reduce development costs and
accelerate time-to market by eliminating the need of writing processor-specific code for
computation intensive routines.

Hardware and Software Requirements
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Intel IPP for Intel architecture software runs on personal computers that are based on
processors using 1A-32, Intel® 64 or 1A-64 architecture and running Microsoft Windows*,
Linux*, or Mac OS* X. Intel IPP integrates into the customer’s application or library written in
C or C++.
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Platforms Supported

Intel IPP for Intel architecture software runs on Windows*, Linux*, and Mac OS* X platforms.
The code and syntax used in this manual for function and variable declarations are written
in the ANSI C style. However, versions of Intel IPP for different processors or operating
systems may, of necessity, vary slightly.

Cross-Architecture Alignment

Cross Architecture Overview

Intel IPP has been designed to support application development on various Intel®
architectures.

By providing a single cross-architecture API, Intel IPP allows software application
repurposing and enables developers to port to unique features across

Intel® processor-based desktop, server, mobile, and handheld platforms. Developers can
write their code once in order to realize the application performance over many processor
generations.

The Table 1-1 summarizes the functionality covered in each Intel IPP implementation. Only
integer flavors of the most functions described in this manual are supported for Intel®
IXP4XX product line of network processors. Please refer to the corresponding header files.

For additional information on API additions and changes from previous versions, please
refer to the product release notes and the document Migration Guide for Intel® IPP Cross
Architecture API Alignment available at at http://www.intel.com/software/products/ipp.

The following table summarizes the functionality covered in each Intel IPP implementation.

Table 1-1 Function Coverage in Intel IPP
Intel® Xeon™

Intel® processors Intel®

Pentium® 4 using Intel® 64 | Itanium® 2 Intel® IXP4XX
Function Group processors architecture processors Product Line
Signal Processing available available available available?!
Image Processing available available available available!
JPEG available available available available?!
Speech Recognition available available available available!
Speech Coding available available available available?!
Audio Codecs available available available available!
Video Codecs available available available available?!
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Table 1-1 Function Coverage in Intel IPP (continued)
Intel® Xeon™

Intel® processors Intel®

Pentium® 4 using Intel® 64 | Itanium® 2 Intel® IXP4XX
Function Group processors architecture processors Product Line
Matrix available available available n/a
Vector Math available available available n/a
Computer Vision available available available available!
Cryptography available available available available!
Data Compression available available available available?!
Color Conversion available available available available!
String Processing available available available available!
Realistic Rendering available available available n/a

1. Only a subset of these functions is supported, please refer to the corresponding header file.

API Changes in Version 5.0

As Intel IPP evolved and the functions got aligned for the Intel Pentium, Xeon and Itanium
processors and the Intel PCA processors, the libraries accumulated numerous changes,
which, in particular, caused quite a few functions grow obsolete. So, in Intel IPP 5.0,
compatibility in APl with previous versions had to be compromised to achieve the following
library improvements:

= A number of functions were replaced by newer functions with extended functionality.
= Some other functions were changed to make the APl more consistent.
= 0Odd and unusable functions were removed.

Several modifications of Intel IPP, and especially those that improve directory structure,
also break binary backward compatibility of version 5.0. So, to migrate to Intel IPP 5.0,
you have at least to rebuild your applications. If an application calls a function missing from
Intel IPP 5.0, you have also to modify the source code. To help you migrate to Intel IPP 5.0,
Appendix A lists functions removed from Intel IPP 5.0 for cryptography and specifies Intel
IPP 5.0 function(s) to substitute for the missing ones. Higher versions of Intel IPP, starting
from 5.1, will be fully backward compatible with version 5.0.

Technical Support

Intel IPP provides a product web site that offers timely and comprehensive product
information, including product features, white papers, and technical articles. For the latest
information, see http://developer.intel.com/software/products/.
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Intel also provides a support web site that contains a rich repository of self-help
information, including getting started tips, known product issues, product errata, license
information, and more (visit http://support.intel.com/support/).

Registering your product entitles you to one-year technical support and product updates
through Intel® Premier Support. Intel Premier Support is an interactive issue management
and communication web site providing the following services:

e Submit issues and review their status.
= Download product updates anytime of the day.

To register your product, or contact Intel, or seek product support, please visit
http://www.intel.com/software/products/support .

About This Manual

This manual provides a background for cryptography concepts used in the Intel IPP
software as well as detailed description of the respective Intel IPP functions. The Intel IPP
functions are combined in groups by their functionality. Each group of functions is
described in a separate chapter.

Manual Organization

This manual contains the following chapters and appendices:

Chapter 1 Overview. Introduces Intel IPP for cryptography operations, provides
information on manual organization, and explains notational conventions.

Chapter 2 Symmetric Cryptography Primitive Functions. Explains basic concepts
underlying the Intel IPP functions used for symmetric cryptography algorithm
operations and describes the supported data layout and operation modes.

Chapter 3 One-Way Hash Primitives. Describes functions used for hash cryptography
operations and data authentication.

Chapter 4 Data Authentication Primitive Functions. Describes functions for generating
message authentication code using the Keyed Hash Functions (HMAC) and the
Data authentication Functions (DAA) schemes.

Chapter 5 Public Key Cryptography Functions. Explains basic concepts underlying the
Intel IPP functions used for asymmetric cryptography algorithm operations and
describes the supported data layout and operation modes. In addition, the
chapter covers the Diffie-Hellman functionality functions and the elliptic
cryptography primitives operated on finite fields.
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Appendix A Functions Removed from Intel® Integrated Performance Primitives 5.0. Lists
cryptography functions removed from Intel IPP 5.0 along with their version 5.0
substitutes.

Appendix B Support Functions and Classes. Presents miscellaneous information on support
functions and classes that are used in Intel IPP cryptography software or in
examples given in the manual chapters.

Appendix C Calling the Cryptography Functions from Fortran-90. Presents Fortran-90
interface to Intel IPP cryptography functions.

The manual also includes a Bibliography and Index of major terms and definitions used in
this volume.

Function Descriptions

In Chapters 2 through 4, each function is introduced by its short name (without the i pps
prefix and descriptors) and a brief description of its purpose. This is followed by an
example of the function call sequence, definition of its parameters, and a more detailed
explanation of the function purpose. The following sections are included in the function
description:

Syntax Lists function prototypes.
Parameters Describes all function parameters.
Description Defines the function and details the operation performed by the

function. Code examples and equations that the function
implements may be included in the description.

Return Value Describes values indicating status codes set as the result of the
function execution.

Audience for This Manual
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This manual is intended for cryptography system developers who may benefit from
avoiding hand optimization of cryptography operations. In the Intel IPP primitive functions
for cryptography, developers may find a convenient and easy-to-use building block
resource that covers cryptography algorithms widely used for creating products that
require data security and integrity.

The audience must have experience using C and a working knowledge of the vocabulary
and principles of basic crypto algorithms.
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Notational Conventions

In this manual, notational conventions include:
- Fonts used for distinction between the text and the code

= Naming conventions for different items.

Font Conventions

The following font conventions are used throughout this manual:

This type style Mixed with the uppercase in function names, code examples, and
call statements, for example, i ppsAdd_BNU.

This type style Parameters in function prototype parameters and parameters
description, for example, pCt x, pSr cMesg.

Naming Conventions
The naming conventions for different items are the same as used by the Intel IPP software.

« All names of the functions used for cryptographic operations have the i pps prefix. In
code examples, you can distinguish the Intel IPP interface functions from the
application functions by this prefix.

NOTE. In this manual, the i pps prefix in function names is always
_ used in code examples and function prototypes. In the text, this prefix
is omitted when referring to the function group.

= Each new part of a function name starts with an uppercase character, without
underscore, for example, i ppsDESI ni t .

Online Version

This manual is available in an electronic format (Portable Document Format, or PDF). To
obtain a hard copy of the manual, print the file using the printing capability of Adobe
Acrobat*, the tool used for the online presentation of the document.
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Symmetric Cryptography
Primitive Functions

In the context of secure data communication, symmetric cryptography primitive functions
protect messages transferred over open communication media by offering adequate
security strength to meet application security requirement, as well as algorithmic efficiency
to enable secure communication in real time.

Intel® Integrated Performance Primitives (Intel® IPP) for cryptography offer operations
using the following symmetric cryptography algorithms:

= DES, Triple DES (TDES) [FIPS PUB 46-3], Rijndael [AES], Twofish [TF], Blowfish [BF]
and RC5* [RC5] block ciphers

= ARCFour stream cipher, described, for example, in [AC] and producing the same
encryption/decryption as the RC4* proprietary cipher of RSA Security Inc.

Symmetric cryptography primitive functions implemented in Intel IPP are accordingly
divided into the following groups: DES/TDES Functions, Rijndael Functions, Blowfish
Functions, Twofish Functions, RC5* Functions, and ARCFour Functions.

Block Cipher Modes of Operation

Most of Symmetric Cryptography Algorithms implemented in Intel IPP are Block Ciphers,
which operate on data blocks of the fixed size. Block Ciphers encrypt a plaintext block into
a ciphertext block or decrypts a ciphertext block into a plaintext block. The size of the data
blocks depends on the specific algorithm. Table 2-1 shows the correspondence between
Block Ciphers applied and their data block size.

Table 2-1 Block Sizes in Symmetric Algorithms
Block Cipher Name Data Block Size (bits)
DES 64
TDES 64
Rijndael128 128
Rijndael192 192

2-1



2 Intel Integrated Performance Primitives Reference Manual: Volume 4

Table 2-1 Block Sizes in Symmetric Algorithms (continued)
Block Cipher Name Data Block Size (bits)
Rijndael256 256
Twofish 128
Blowfish 64
RC5 64 or 128

2-2

Block Cipher modes of executing the operation of encryption/decryption are applied in
practice more frequently than “pure” Block Ciphers. On one hand, the modes enable you to
process arbitrary length data stream. On the other hand, they provide additional security
strength.

Intel IPP for cryptography supports five widely used modes, as specified in [NIST SP
800-38A]:

= Electronic Code Book (ECB) mode
= Cipher Block Chain (CBC) mode

= Cipher Feedback (CFB) mode

e  Output Feedback (OFB) mode

= Counter (CTR) mode.

NOTE. For simplicity and consistency, the mathematical expression and
_ pseudo code in this chapter describes the behaviour of each function.

The cryptographic functions described in this chapter require the application to specify both
the plaintext message and the ciphertext message lengths as multiples of block size of the
respective algorithm (see Table 2-1). To meet this requirement in ciphering the message,
the application may use any padding scheme, for example, the scheme defined in [PKCS7].
In case padding is used, the application is responsible for correct interpretation and
processing of the last deciphered message block. So of the three padding schemes
available for earlier releases,

t ypedef enum {
NONE = 0, | ppsCPPaddi ngNONE 0,
PKCS7 1, | ppsCPPaddi ngPKCS7 1,
ZERCS = 2, | ppsCPPaddi ngZERCS
} | ppsCPPaddi ng;

only | ppsCPPaddi ngNONE remains acceptable.
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DES/TDES Functions

Data Encryption Standard (DES) is a well-known symmetric cipher and also the first
modern commercial-grade algorithm with open and fully specified implementation details.
DES consists of a Feistel network iterated 16 times with the block size of 64 bits and the
effective key size of 56 bits.

Triple Data Encryption Standard (TDES) is a revised symmetric algorithm scheme built on
the DES system. TDES encryption process includes three consecutive DES operations in the
encryption, decryption, and encryption (E-D-E) sequence again in accordance with the
American standard FIPS 46-3.

Although the functions that support TDES operations require three sets of round keys, the
functions can operate under TDES cipher system with a two-set round keys by simply
setting the third set of round keys to be the same as the first set.

You can use the functions described in this section for performing various operational
modes under the DES/TDES cipher systems.

Table 2-2 lists Intel IPP DES/TDES functions:

Table 2-2 Intel IPP DES/TDES Functions

Function Base Name
DES Functions
DESCet Si ze

DESI ni t

DESEncr ypt ECB
DESDecr ypt ECB
DESEncr ypt CBC
DESDecr ypt CBC
DESEncr ypt CFB
DESDecr ypt CFB
DESEncr ypt OFB
DESDecr ypt OFB
DESEncr ypt CTR
DESDecr ypt CTR
TDES Functions
TDESEncr ypt ECB
TDESDecr ypt ECB

Operation

Gets the size of the | ppsDESSpec context.

Initializes user-supplied memory as | ppsDESSpec context for
future use.

Encrypts a variable length data stream in the ECB mode.
Decrypts a variable length data stream in the ECB mode.
Encrypts a variable length data stream in the CBC mode.
Decrypts a variable length data stream in the CBC mode.
Encrypts a variable length data stream in the CFB mode.
Decrypts a variable length data stream in the CFB mode.
Encrypts a variable length data stream in the OFB mode.
Decrypts a variable length data stream in the OFB mode.
Encrypts a variable length data stream in the CTR mode.

Decrypts a variable length data stream in the CTR mode.

Encrypts variable length data stream in the ECB mode.

Decrypts variable length data stream in the ECB mode.
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Table 2-2 Intel IPP DES/TDES Functions (continued)

Function Base Name Operation

TDESEncr ypt CBC Encrypts variable length data stream in the CBC mode.
TDESDecr ypt CBC Decrypts variable length data stream in the CBC mode.
TDESEncr ypt CFB Encrypts variable length data stream in the CFB mode.
TDESDecr ypt CFB Decrypts variable length data stream in the CFB mode.
TDESEncr ypt OFB Encrypts variable length data stream in the OFB mode.
TDESDecr ypt OFB Decrypts variable length data stream in the OFB mode.
TDESEncr ypt CTR Encrypts a variable length data stream in the CTR mode.
TDESDecr ypt CTR Decrypts a variable length data stream in the CTR mode.
ARCFour Decr ypt Decrypts a variable length data stream according to ARCFour.
ARCFour Reset Resets the | ppsARCFour St at e context to the initial state.

2-4

NOTE. Intel IPP functions for cryptography operations do not allocate
memory internally. The function Get Si ze does not require allocated
memory. You need to call the function Get Si ze to find out how much
available memory you need to have to work with the selected algorithm
and after that you call the initialization function to create a memory
buffer and initialize it.

Intel IPP for cryptography supports ECB, CBC, CFB, and CTR modes. You can tell which
algorithm a given function supports from the function base name, for example, the
function DESEncr ypt ECB operates under the ECB mode for DES encryption and the
function TDESEncr ypt ECB operates under the ECB mode under the TDES scheme.

The encryption functions DESEncr ypt CBC and TDESEncr ypt CBC operate under the CBC
mode using their respective cipher scheme and require to have an initialization vector i v.
Since there exists a number of ways to initialize the initialization vector i v, you should
remember which of these ways you used to be able to decrypt the message when needed.

Functions DESEncr ypt CFB and TDESEncr ypt CFB operate under CFB mode for encryption
using their respective cipher scheme, both require having the initialization vector pl V, and
CFB block size cf bBl kSi ze.

All functions described in this section use the context | ppsDESSpec to serve as an
operational vehicle that carries a set of round keys.

The application code for conducting a typical encryption under CBC mode using the TDES
scheme must perform the following sequence of operations:
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1. Get the size required to configure the context | ppsDESSpec by calling the function
DESCet Si ze.

2. Call operating system memory allocation service function to allocate three buffers
whose sizes are not less than the one specified by the function DESGet Si ze.
Initialize pointers to contexts pCt x1, pCt x2, and pCt x3 by calling the function
DESI ni t three times, each with the allocated buffer and the respective DES key.

3. Specify the initialization vector and then call the function TDESEncr ypt CBC to
encrypt the input data stream under CBC mode using TDES scheme.

4. Free the memory allocated to the buffer once TDES encryption under the CBC
mode has been completed and the data structures allocated for set of round keys
are no longer required.

o NOTE. Similar procedure can be applied for ECB, CFB, and CTR mode
_ operation.
DESGetSize
Gets the size of the | ppsDESSpec context.
Syntax
| ppSt at us i ppsDESGet Si ze(int* pSi ze)
Parameters
pSi ze Pointer to the | ppsDESSpec context size value.
Description

This function is declared in the i ppcp. h file. The function gets the | ppsDESSpec context
size in bytes and stores it in *pSi ze.

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
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DESInit

Initializes user-supplied memory as the
| ppsDESSpec context for future use.

Syntax

| ppSt at us i ppsDESI nit(const |pp8u* pKey, | ppsDESSpec* pCtx);
Parameters

pKey Pointer to the DES key.

pCt x Pointer to the | ppsDESSpec context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as | ppsDESSpec context. In addition, the function uses the key to provide all
necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
DESENncryptECB

Encrypts a variable length data stream in the ECB

mode.
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Syntax

| ppSt at us | ppsDESEncr ypt ECB(const | pp8u* pSrc, |pp8u* pDst, int srclen,
const | ppsDESSpec* pCtx, | ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.
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pCt x Pointer to the DECSpec context.
paddi ng | ppsCPPaddi ngNONE padding scheme.
Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the cipher scheme specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by cipher block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

DESDecrypteCB

Decrypts a variable length data stream in the ECB
mode.

Syntax

| ppSt at us | ppsDESDecr ypt ECB(const | pp8u* pSrc, |pp8u* pDst, int srclen,
const | ppsDESSpec* pCtx, | ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

pCt x Pointer to the | ppsDESSpec context.

paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the ECB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by cipher block size.

DESENncryptCBC

Encrypts a variable length data stream in the CBC
mode.

Syntax

| ppSt at us i ppsDESEncr ypt CBC(const | pp8u* pSrc, |pp8u* pDst, int srclen,
const | ppsDESSpec* pCtx, const |pp8u* plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream length in bytes.

pCt x Pointer to the | ppsDESSpec context.

plV Pointer to the initialization vector for the CBC mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunErr Indicates an error condition if srcl en is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

DESDecryptCBC

Decrypts a variable length data stream in the CBC
mode.

Syntax

| ppSt at us i ppsDESDecr ypt CBC(const | pp8u* pSrc, |pp8u* pDst, int srclen,
const | ppsDESSpec* pCtx, const |pp8u* plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of the variable
length.

srclen Length of the ciphertext data stream length in bytes.

pCt x Pointer to the | ppsDESSpec context.

plVv Pointer to the initialization vector for CBC mode operation.

paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by cipher block size.

DESEncryptCFB

Encrypts a variable length data stream in the CFB
mode.

Syntax

| ppSt at us i ppsDESEncr ypt CFB(const | pp8u* pSrc, |pp8u* pDst, int srclLen, int
cfbBl kSi ze, const | ppsDESSpec* pCtx, const |pp8u* plV, |ppsCPPaddi ng
paddi ng) ;

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsDESSpec context.

plV Pointer to the initialization vector for the CFB mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This

function is declared in the i ppcp. h file. The function encrypts the input data stream of

variable length according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream

length is less than or equal to zero.

i ppSt sUnder RunErr Indicates an error condition if srcLen is not divisible

by cf bBl kSi ze parameter value.

i ppSt sCFBSi zeErr Indicates an error condition if the value for

cf bBI kSi ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter

does not match the operation.

DESDecryptCFB

Decrypts a variable length data stream in the CFB

mode.

Syntax
| ppSt at us | ppsDESDecr ypt CFB(const | pp8u* pSrc, |pp8u* pDst, int srclen,

int cfbBl kSize, const |ppsDESSpec* pCtx, const |pp8u* plV,
| ppsCPPaddi ng paddi ng) ;

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

cf bBI kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsDESSpec context.

plV Pointer to the initialization vector for the CFB mode operation.
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paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
variable length according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sCFBSi zeErr Indicates an error condition if the value for
cf bBl kSi ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cLen is not divisible
by cipher block size.

DESEncryptOFB

Encrypts a variable length data stream according to
the DES algorithm in the OFB mode.

Syntax

| ppSt at us i ppsDESEncrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int srclen, int
of bBl kSi ze, const | ppsDESSpec* pCtx, |pp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

I en Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsDESSpec context.
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plV Pointer to the initialization vector for the OFB mode operation.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sLengt hErr

i ppSt sUnder RunEr r
i ppSt sOFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if sr cl en is not divisible
by the of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.

DESDecryptOFB

Decrypts a variable length data stream according to

the DES algorithm in the OFB mode.

Syntax

| ppSt at us i ppsDESDecr ypt OFB (const

| pp8u* pSrc, |pp8u* pDst, int srclen, int

of bBl kSi ze, const | ppsDESSpec* pCtx, |pp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsDESSpec context.
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plV Pointer to the initialization vector for the OFB mode operation.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunEr r Indicates an error condition if srcl en is not divisible
by the of bBl kSi ze parameter value.

i ppSt sOFBSi zeErr Indicates an error condition if the value of of bBI kSi ze
is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter

does not match the operation.

DESENncryptCTR

Encrypts a variable length data stream in the CTR

mode.
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Syntax

| ppSt at us i ppsDESEncrypt CTR(const | pp8u* pSrc, |pp8u* pDst, int srclLen,
const | ppsDESSpec* pCtx, |pp8u* pCtrValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsDESSpec context.

pCtrVal ue Pointer to the counter data block.
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ctrNunBit Si ze Number of bits in the specific part of the counter to be
incremented.
Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream
of a variable length according to the CTR mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

DESDecryptCTR

Decrypts a variable length data stream in the CTR
mode.

Syntax

| ppSt at us | ppsDESDecr ypt CTR(const | pp8u* pSrc, |pp8u* pDst, int srclLen,
const | ppsDESSpec* pCtx, |pp8u* pCtrValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of a variable length.
srclen Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsDESSpec context.

pCt r Val ue Pointer to the counter data block.

ctrNunBit Si ze Number of bits in the specific part of the counter to be

incremented.
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Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream
of a variable length according to the CTR mode as specified in the [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

TDESENcrypteECB

Encrypts variable length data stream in ECB mode.
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Syntax

| ppSt at us i ppsTDESEncr ypt ECB(const | pp8u *pSrc, |pp8u *pDst, int srclen,
const | ppsDESSpec *pCt x1, const | ppsDESSpec *pCtx2, const | ppsDESSpec
*pCQt x3, | ppsCPPaddi ng paddi ng);

Parameters

pSrc Input plaintext data stream of a variable length.

pDst Resulting ciphertext data stream.

srclen Input data stream length in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the cipher scheme specified in [NIST SP 800-38A]. The
function uses three sets of supplied round keys in the ECB mode. The function returns the
ciphertext result.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunEr r Indicates an error condition if the input data stream
length is not divisible by cipher block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

TDESDecrypteCB

Decrypts variable length data stream in the ECB
mode.

Syntax

| ppSt at us i ppsTDESDecr ypt ECB(const | pp8u *pSrc, |pp8u *pDst, int srclen,
const | ppsDESSpec *pCtx1, const | ppsDESSpec *pCtx2, const | ppsDESSpec
*pCt x3, | ppsCPPaddi ng paddi ng);

Parameters

pSrc Input ciphertext data stream of variable length.

pDst Resulting plaintext data stream.

srclen Input data stream length in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
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paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the cipher scheme specified in [NIST SP 800-38A]. The
function uses three sets of supplied round keys in the ECB mode. The function returns the
ciphertext result and validates the final plaintext block.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if the decrypted plaintext data stream

length is less than or equal to zero.

i ppSt sUnder RunErr Indicates an error condition if srcl en is not divisible by cipher
block size.

TDESENcryptCBC

Encrypts variable length data stream in the CBC

mode.
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Syntax

| ppSt at us i ppsTDESEncr ypt CBC(const | pp8u *pSrc, |pp8u *pDst, int srclen,
const | ppsDESSpec *pCtx1, const | ppsDESSpec *pCt x2, const | ppsDESSpec
*pCt x3, const |pp8u *plV, I|ppsCPPaddi ng paddi ng);

Parameters

pSrc Input plaintext data stream of a variable length.

pDst Resulting ciphertext data stream.

plV Initialization vector for TDES CBC mode operation.

srclen Input data stream length in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the cipher scheme specified in [NIST SP 800-38A]. The
function uses three sets of the supplied round keys in the Cipher Block Chaining (CBC)
mode with the initialization vector. The function returns the ciphertext result.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunEr r Indicates an error condition if the input data stream
length is not divisible by cipher block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

TDESDecryptCBC

Decrypts variable length data stream in the CBC
mode.

Syntax

| ppSt at us i ppsTDESDecr ypt CBC(const | pp8u *pSrc, |pp8u *pDst, int srclen,
const | ppsDESSpec *pCtx1, const | ppsDESSpec *pCtx2, const | ppsDESSpec
*pCt x3, const |pp8u *plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Input ciphertext data stream of a variable length.

pDst Resulting plaintext data stream.

plV Initialization vector for TDES CBC mode operation.

srclen Input data stream length in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
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pCt x3 Third set of round keys scheduled for TDES internal operations.
paddi ng | ppsCPPaddi ngNONE padding scheme.
Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the cipher scheme specified in [NIST SP 800-38A]. The
function uses three sets of the supplied round keys in the Cipher Block Chaining (CBC)
mode with the initialization vector. The function returns the ciphertext result and validates
the final plaintext block.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the decrypted plaintext
data stream length is less than or equal to zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by cipher block size.

TDESENncryptCFB

Encrypts variable length data stream in the CFB

mode.
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Syntax

| ppSt at us i ppsTDESEncr ypt CFB(const | pp8u *pSrc, |pp8u *pDst, int srclen,
int cfbBl kSi ze, const |ppsDESSpec *pCtx1l, const |ppsDESSpec *pCtx2,
const | ppsDESSpec *pCtx3, const |pp8u *plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Input plaintext data stream of variable length.
pDst Resulting ciphertext data stream.

plV Initialization vector for TDES CFB mode operation.
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srclen Input data stream length in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
cfbBl kSi ze CFB block size in bytes.

paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the cipher scheme specified in [NIST SP 800-38A]. The
function uses three sets of the supplied round keys in the Cipher Feedback (CFB) mode
with the initialization vector. The function returns the ciphertext result.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunEr r Indicates an error condition if srcLen is not divisible
by cf bBl kSi ze parameter value.

i ppSt sCFBSi zeErr Indicates an error condition if the value for
cf bBl kSi ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

TDESDecryptCFB

Decrypts variable length data stream in the CFB
mode.

Syntax

| ppSt at us i ppsTDESDecr ypt CFB(const | pp8u *pSrc, |pp8u *pDst, int srclen,
int cfbBl kSize, const |ppsDESSpec *pCtxl, const |ppsDESSpec *pCtx2,
const | ppsDESSpec *pCtx3, const |pp8u *plV, |ppsCPPaddi ng paddi ng);
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Parameters

pSrc Input ciphertext data stream of variable length.

pDst Resulting plaintext data stream.

plVv Initialization vector for TDES CFB mode operation.

srclen Ciphertext data stream length in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
cf bBI kSi ze CFB block size in bytes.

paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the cipher scheme specified in [NIST SP 800-38A]. The
function uses three sets of the supplied round keys in the Cipher Feedback (CFB) mode
with the initialization vector. The function returns the ciphertext result and validates the
final plaintext block.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the decrypted plaintext
data stream length is less than or equal to zero.

i ppSt sCFBSi zeErr Indicates an error condition if the value for
cf bBI kSi ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if srcLen is not divisible
by cipher block size.
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TDESENcryptOFB

Encrypts a variable length data stream according to
the TDES algorithm in the OFB mode.

Syntax

| ppSt at us i ppsTDESEncrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int srclen, int
of bBl kSi ze, const | ppsDESSpec *pCtx1l, const |ppsDESSpec *pCtx2, const

| ppsDESSpec *pCt x3,

Parameters
pSrc

pDst

srclen

of bBl kSi ze
pCt x1

pCt x2

pCt x3

plV

Description

I pp8u* plV);

Pointer to the input plaintext data stream of variable length.
Pointer to the resulting ciphertext data stream.

Length of the plaintext data stream in bytes.

Size of the OFB block in bytes.

First set of round keys scheduled for TDES internal operations.
Second set of round keys scheduled for TDES internal operations.
Third set of round keys scheduled for TDES internal operations.

Pointer to the initialization vector for the OFB mode operation.

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sLengt hErr
i ppSt sUnder RunEr r

i ppSt sOFBSi zeErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if sr cl en is not divisible
by the of bBI kSi ze parameter value.

Indicates an error condition if the value of of bBl kSi ze
is illegal.
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i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

TDESDecryptOFB

Decrypts a variable length data stream according to
the TDES algorithm in the OFB mode.

Syntax

| ppSt at us i ppsTDESDecrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int srclen, int
of bBl kSi ze, const | ppsDESSpec *pCtx1l, const |ppsDESSpec *pCtx2, const
| ppsDESSpec *pCt x3, | pp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in bytes.

of bBl kSi ze Size of the OFB block in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
plV Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.
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i ppSt sUnder RunEr r Indicates an error condition if srcl en is not divisible
by the of bBl kSi ze parameter value.

i ppSt sOFBSi zeErr Indicates an error condition if the value of of bBl kSi ze
is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter

does not match the operation.

TDESENcryptCTR

Encrypts a variable length data stream in the CTR
mode.

Syntax

| ppSt at us i ppsTDESEncr ypt CTR(const | pp8u *pSrc, |pp8u *pDst, int srclen,
const | ppsDESSpec *pCtx1, const | ppsDESSpec *pCt x2, const | ppsDESSpec
*pCt x3, | pp8u*pCtrValue, int ctrNunBitSize);

Parameters

pSrc Input plaintext data stream of a variable length.

pDst Resulting ciphertext data stream.

srclen Input data stream length in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.

pCt x2 Second set of round keys scheduled for TDES internal operations.

pCt x3 Third set of round keys scheduled for TDES internal operations.

pCtrVal ue Counter.

ctrNunBit Si ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the i ppcp. h file. The function TDESEncryptCTR encrypts the
input data stream of a variable length according to the cipher scheme specified in the
[NIST SP 800-38A] recommendation. The function uses three sets of the supplied round
keys. The standard incrementing function is applied to increment counter value. The
function returns the ciphertext result.
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less that or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

TDESDecryptCTR

Decrypts a variable length data stream in the CTR
mode.

Syntax

| ppSt at us i ppsTDESDecr ypt CTR(const | pp8u *pSrc, |pp8u *pDst, int srclLen,
const | ppsDESSpec *pCt x1, const | ppsDESSpec *pCt x2, const | ppsDESSpec
*pCt x3, | pp8u*pCtrValue, int ctrNunBitSize);

Parameters

pSrc Input ciphertext data stream of a variable length.

pDst Resulting plaintext data stream.

srclLen Length of the plaintext data stream in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
pCtrVal ue Counter.

ctrNunBit Si ze Number of bits in the specific part of the counter to be

incremented.
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Description

This function is declared in the i ppcp. h file. The function TDESDecryptCTR decrypts the
input data stream of a variable length according to the cipher scheme specified in the
[NIST SP 800-38A] recommendation. The function uses three sets of the supplied round
keys. The standard incrementing function is applied to increment value of counter. The
function returns the ciphertext result.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the descrypted plaintext
data stream length is less that or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBit Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Example 2-1 DES/TDES Encryption and Decryption

/'l use of the ECB nonde

voi d DES sanpl e(voi d){
/1 size of the DES algorithmblock is equal to 8
const int desBl kSize = 8;

/'l get size of the context needed for the encryption/decryption operation
int ctxSize;

i ppsDESCGet Si ze( &ct xSi ze) ;

/1 and allocate one

| ppsDESSpec* pCtx = (| ppsDESSpec*)( new | pp8u [ctxSize] );
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Example 2-1 DES/TDES Encryption and Decryption (continued)

/1 define the key
| pp8u key[] = {0x01, 0x2, 0x3, 0x4, 0x5, 0x6, 0x7, 0x8} ;
/'l and prepare the context for the DES usage
i ppsDESI nit (key, pCtx);
/1 define the nessage to be encrypted
| pp8u ptext[] = {"quick brown fox jupm over |azy dog"};

/'l allocate enough nenory for the ciphertext
/1 note that
/1l the size of ciphertext is always nultiple of cipher block size
| pp8u ctext[(sizeof (ptext)+desBl kSi ze-1) &~(desBl kSi ze-1)];
/'l encrypt (ECB npde) ptext nessage
/1 pay attention to the 'length' paraneter
/1 it defines the nunber of bytes to be encrypted
i ppsDESEncr ypt ECB( pt ext, ctext, sizeof(ctext),
pCt x,
| ppsCPPaddi ngNONE)
/1l allocate nmenory for the decrypted nessage
| pp8u rtext[sizeof(ctext)];
/'l decrypt (ECB node) ctext nessage
/] pay attention to the 'length' paraneter
/1 it defines the nunber of bytes to be decrypted
i ppsDESDecr ypt ECB(ctext, rtext, sizeof(ctext),
pCt x,
| ppsCPPaddi ngNONE)
delete (I pp8u*)pCtx;
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Rijndael Functions

Rijndael cipher scheme is an iterated block cipher with a variable block size and a variable
key length. You can independently specify the lengths of the data block and the key as

128, 192, or 256 bits.

This section describes the functions operating in various operational modes under the
various Rijndael cipher systems. The functions in this section are categorized by their data
block sizes of the baseline Rijndael cipher functions:

e Rijndael 128 refers to the Rijndael cipher scheme with 128-bit data block size

e Rijndael 192 refers to the Rijndael cipher scheme with 192-bit data block size

e Rijndael 256 refers to the Rijndael cipher scheme with 256-bit data block size.

To specify the key length for these baseline Rijndael cipher schemes, all the functions in
this section use the following enumeration

t ypedef enum {

| ppsRi j ndael Key128
| ppsRi j ndael Key192
| ppsRi j ndael Key256

128, // 128-bit key
192, // 192-bit key
256, // 256-bit key

} 1 ppsRi j ndael KeyLengt h;

The functions for Rijndael128 with the 128-bit key length described in this section are, in
fact, American Encryption Standard (AES) cipher functions implemented in the way to
comply with the American Standard FIPS 197. All other functions for various other Rijndael
block cipher schemes fully comply to the respective cipher schemes documented by Joan
Daeman and Vincent Rijmen.

Table 2-3 lists Intel IPP Rijndael functions:

Table 2-3 Intel IPP Rijndael Algorithm Functions

Function Base Name
Ri j ndael 128Cet Si ze
Ri j ndael 1281 ni t

Ri j ndael 128Encr ypt ECB

Ri j ndael 128Decr ypt ECB

Ri j ndael 128Encr ypt CBC

Operation
Gets the size of the | ppsRi j ndael 128Spec context.

Initializes user-supplied memory as | ppsRi j ndael 128Spec
context for future use.

Encrypts plaintext message using Rijndael128 algorithm in the
ECB encryption mode.

Decrypts byte data stream using Rijndaell128 algorithm in the
ECB mode.

Encrypts byte data stream according to Rijndael128 in the CBC
mode.
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Table 2-3

Intel IPP Rijndael Algorithm Functions (continued)

Function Base Name

Ri j ndael

128Decr ypt CBC

Ri j ndael

128Encrypt CFB

Ri j ndael

128Decr ypt CFB

Ri j ndael

128Encrypt OFB

Ri j ndael

128Decr ypt OFB

Ri j ndael

128Encrypt CTR

Ri j ndael

128Decr ypt CTR

Ri j ndael

128Encr ypt CCM

Ri j ndael

128Decr ypt CCM

Ri j ndael

128Encr ypt CCM u

8
Ri j ndael

128Decr ypt CCM _u

8
Ri j ndael

192Cet Si ze

Ri j ndael

192l ni t

Ri | ndael

192Encr ypt ECB

Ri | ndael

192Decr ypt ECB

Ri | ndael

192Encrypt CBC

Ri | ndael

192Decr ypt CBC

Ri | ndael

192Encrypt CFB

Ri j ndael

192Decr ypt CFB

Ri | ndael

192Encrypt OFB
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Operation

Decrypts byte data stream according to Rijndael128 in the CBC
mode.

Encrypts byte data stream according to Rijndael128 in the CFB
mode.

Decrypts byte data stream according to Rijndaell128 in the CFB
mode.

Encrypts byte data stream according to Rijndael128 in the OFB
mode.

Decrypts byte data stream according to Rijndaell128 in the OFB
mode.

Encrypts a variable length data stream according to Rijndael128
in the CTR mode.

Decrypts a variable length data stream according to Rijndael128
in the CTR mode.

Encrypts a variable length data stream and generates its
authentication tag in the CCM mode.

Decrypts and verifies a variable length data stream in the CCM
mode.

Encrypts a variable length data stream and generates its
authentication tag in the CCM mode using enhanced interface.

Decrypts and verifies a variable length data stream in the CCM
mode using enhanced interface.

Gets the size of the | ppsRi j ndael 192Spec context.

Initializes user-supplied memory as | ppsRi j ndael 192Spec
context for future use.

Encrypts a byte data stream according to Rijndaell192 in the ECB
mode.

Decrypts byte data stream according to Rijndaell192 in the EBC
mode.

Encrypts a byte data stream according to Rijndael192 in the CBC
mode.

Decrypts a byte data stream according to Rijndael192 in the CBC
mode.

Encrypts a byte data stream according to Rijndael192 in the CFB
mode.

Decrypts a byte data stream according to Rijndael192 in the CFB
mode.

Encrypts a byte data stream according to Rijndael192 in the OFB
mode.
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Table 2-3 Intel IPP Rijndael Algorithm Functions (continued)

Function Base Name
Ri j ndael 192Decr ypt OFB

Ri j ndael 192Encr ypt CTR

Ri j ndael 192Decr ypt CTR

Ri j ndael 256Cet Si ze

Ri j ndael 2561 ni t

Ri j ndael 256Encr ypt ECB

Ri j ndael 256Decr ypt ECB

Ri j ndael 256Encr ypt CBC

Ri j ndael 256Decr ypt CBC

Ri j ndael 256Encr ypt CFB

Ri j ndael 256Decr ypt CFB

Ri j ndael 256Encr ypt OFB

Ri j ndael 256Decr ypt OFB

Ri j ndael 256Encr ypt CTR

Ri j ndael 256Decr ypt CTR

Operation

Decrypts a byte data stream according to Rijndaell192 in the OFB
mode.

Encrypts a variable length data stream according to Rijndael192
in the CTR mode.

Decrypts a variable length data stream according to Rijndael192
in the CTR mode.

Gets the size of the Ri j ndael 256Spec context.

Initializes user-supplied memory as | ppsRi j ndael 256Spec
context for future use.

Encrypts a byte data stream according to Rijndael256 in the ECB
mode.

Decrypts a byte data stream according to Rijndael256 in the ECB
mode.

Encrypts byte data stream according to Rijndael256 in the CBC
mode.

Decrypts byte data stream according to Rijndael256 in the CBC
mode.

Encrypts byte data stream according to Rijndael256 in the CFB
mode.

Decrypts byte data stream according to Rijndael256 in the CFB
mode.

Encrypts byte data stream according to Rijndael256 in the OFB
mode.

Decrypts byte data stream according to Rijndael256 in the OFB
mode.

Encrypts a variable length data stream according to Rijndael256
in the CTR mode.

Decrypts a variable length data stream according to Rijndael256
in the CTR mode.

Throughout this section, the functions for Rijndael128 baseline cipher schemes employ the

context | ppsRi j ndael 128Spec, the functions for Rijndael192 baseline cipher schemes
employ the context | ppsRi j ndael 192Spec, and the functions for Rijndael256 baseline
cipher schemes employ the context | ppsRi j ndael 256Spec. They serve as operational

vehicles not only to carry a set of round keys and a set of round inverse keys at the same

time, but also the key management information.

Once the respective initialization function generates the round keys, the functions for ECB,
CBC, CFB, and other modes are ready for the execution of either encrypting or decrypting

the streaming data with the specified padding scheme.
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The application code for conducting a typical encryption under CBC mode using the AES
scheme, that is, the Rijndael128 with a 128-bit key, should follow the sequence of
operations as outlined below:

1. Get the size required to configure the context | ppsRi j ndael 128Spec by calling
the function Ri | ndael 128Cet Si ze.

2. Call the operating system memory-allocation service function to allocate a buffer
whose size is no less than the one specified by the function
Ri j ndael 128Cet Si ze.

3. Initialize the context | ppsRi j ndael 128Spec * pCt x by calling the function
Ri j ndael 1281 ni t with the allocated buffer and the respective 128-bit AES key.

4. Specify the initialization vector and the padding scheme, then call the function
Ri | ndael 128Encr ypt CBC to encrypt the input data stream using the AES
encryption function with CBC mode.

5. Call the operating system memory free service function to release the buffer
allocated for the context | ppsRi j ndael 128Spec, if needed.

Rijndael128GetSize

Gets the size of the | ppsRi j ndael 128Spec

context.
Syntax
| ppSt at us i ppsRi j ndael 128Get Si ze(int* pSize)
Parameters
pSi ze Pointer to the | ppsRi j ndael 128Spec context size value.
Description

This function is declared in the i ppcp. h file. The function gets the | ppsRi j ndael 128Spec
context size in bytes and stores it in *pSi ze.

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
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Rijndael128lInit

Initializes user-supplied memory as
| ppsRi j ndael 128Spec context for future use.

Syntax

| ppSt at us i ppsRi j ndael 1281 nit (const |pp8u *pKey, |ppsRijndael KeyLength
keyl en, |ppsRijndael 128Spec* pCtx);

Parameters
pKey Pointer to the Rijndaell28 key.
keyl en Key byte stream length in bytes defined by the
| ppsRi j ndael KeyLengt h enumerator.
pCt x Pointer to the | ppsRi j ndael 128Spec context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as | ppsRi j ndael 128Spec. In addition, the function uses the key to provide all
necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Returns an error condition if keyLen is not

| ppsRi j ndael Key128, | ppsRi j ndael Key192 or
| ppsRi j ndael Key?256.

Rijndael128EncrypteCB

Encrypts plaintext message by using ECB
encryption mode.

Syntax

| ppSt at us i ppsRi j ndael 128Encrypt ECB(const | pp8u *pSrc, |pp8u *pDst, int
srclen, const |ppsRi jndael 128Spec* pCtx, |ppsCPPaddi ng paddi ng);
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Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the input plaintext data in bytes.

pCt x Pointer to the | ppsRi j ndael 128Spec context.

paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the cipher scheme specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by cipher block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael128DecrypteCB

Decrypts byte data stream by using Rijndael
algorithm in the ECB mode.

Syntax

| ppSt at us i ppsRi j ndael 128Decr ypt ECB(const | pp8u* pSrc, |pp8u* pDst, int
srclen, const |ppsRijndael 128Spec* pCtx, |ppsCPPaddi ng paddi ng);

Parameters
pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream of variable length.
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srclen Length of the ciphertext data stream in bytes.
pCt x Pointer to the | ppsRi j ndael 128Spec context.
paddi ng | ppsCPPaddi ngNONE padding scheme.
Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the ECB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

i ppSt sLengt hErr

i ppSt sCont ext Mat chErr

i ppSt sUnder RunEr r

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the output data stream
length is less than or equal to zero.

Indicates an error condition if the context parameter
does not match the operation.

Indicates an error condition if sr cl en is not divisible
by cipher block size.

Rijndael128EncryptCBC

Encrypts byte data stream according to Rijndael in

the CBC mode.

Syntax

| ppSt at us i ppsRi j ndael 128Encr ypt CBC( const | pp8u* pSrc, |pp8u* pDst, int srclen,

const | ppsRijndael 128Spec* pCx,

const | pp8u* plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream length in bytes.

pCt x Pointer to the | ppsRi j ndael 128Spec context.

plV Pointer to the initialization vector for the CBC mode operation.
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paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael128DecryptCBC

Decrypts byte data stream according to Rijndael in
the CBC mode.

Syntax

| ppSt at us i ppsRi j ndael 128Decr ypt CBC( const | pp8u* pSrc, |pp8u* pDst, int
srclen, const |ppsR jndael 128Spec* pCtx, const |pp8u* plV,
| ppsCPPaddi ng paddi ng) ;

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of the variable
length.

srclen Length of the ciphertext data stream length in bytes.

pCt x Pointer to the | ppsRi j ndael 128Spec context.

plV Pointer to the initialization vector for CBC mode operation.

paddi ng | ppsCPPaddi ngNONE padding scheme.

2-36



Symmetric Cryptography Primitive Functions 2

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by cipher block size.

Rijndael128EncryptCFB

Encrypts byte data stream according to Rijndael in
the CFB mode.

| ppSt at us i ppsRi j ndael 128Encr ypt CFB(const | pp8u* pSrc, | pp8u* pDst, int
srcLen, int cfbBl kSize, const |ppsR jndael 128Spec* pCtx, const |pp8u
*plV, | ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsRi j ndael 128Spec context.

plVv Pointer to the initialization vector for the CFB mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
variable length according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunErr Indicates an error condition if srcLen is not divisible
by cf bBl kSi ze parameter value.

i ppSt sCFBSi zeErr Indicates an error condition if the value for
cf bBI kSi ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael128DecryptCFB

Decrypts byte data stream according to Rijndael in
CFB mode.
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Syntax

| ppSt at us i ppsRi j ndael 128Decr ypt CFB(const | pp8u* pSrc, |pp8u* pDst, int
srclen, int cfbBlkSize, const |ppsRijndael 128Spec* pCtx, const
| pp8u* plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

cf bBI kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsRi j ndael 128Spec context.

plV Pointer to the initialization vector for the CFB mode operation.
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paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
variable length according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCFBSi zeErr Indicates an error condition if the value for
cf bBl kSi ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cLen is not divisible
by cipher block size.

Rijndael128EncryptOFB

Encrypts a variable length data stream according to
Rijndael128 in the OFB mode.

Syntax

| ppSt at us i ppsRi j ndael 128Encrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int
srclen, int of bBl kSize, const |ppsRijndael 128Spec* pCtx, |pp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsRi j ndael 128Spec context.
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plV Pointer to the initialization vector for the OFB mode operation.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sLengt hErr

i ppSt sUnder RunEr r
i ppSt sOFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if sr cl en is not divisible
by the of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.

Rijndael128DecryptOFB

Decrypts a variable length data stream according to

Rijndael128 in the OFB mode.

Syntax

| ppSt at us i ppsRi j ndael 128Decrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int

srclen, int of bBl kSi ze,

| ppsRi j ndael 128Spec* pCtx, |pp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsRi j ndael 128Spec context.
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plV Pointer to the initialization vector for the OFB mode operation.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sLengt hErr

i ppSt sUnder RunEr r
i ppSt sOFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if sr cl en is not divisible
by the of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.

Rijndael128EncryptCTR

Encrypts a variable length data stream in the CTR

mode.

Syntax

| ppSt at us i ppsRij ndael 128Encrypt CTR(const | pp8u* pSrc, |pp8u* pDst, int srclLen,

const | ppsRi j ndael 128Spec* pCtx,

| pp8u* pCtrValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsRi j ndael 128Spec context.

pCtrVal ue Pointer to the counter data block.
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ctrNunBit Si ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the CTR mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael128DecryptCTR

Decrypts a variable length data stream in the CTR
mode.

Syntax

| ppSt at us i ppsRi j ndael 128Decr ypt CTR(const | pp8u* pSrc, |pp8u* pDst, int srclLen,
const | ppsRi j ndael 128Spec* pCtx, |pp8u* pCirValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of a variable length.
srcLen Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsRi j ndael 128Spec context.

pCt r Val ue Pointer to the counter data block.

ctrNunBit Si ze Number of bits in the specific part of the counter to be

incremented.
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Description

This function is declared in the ippcp. h file. The function decrypts the input data stream of
a variable length according to the CTR mode as specified in the [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael128EncryptCCM

Encrypts a variable length data stream and
generates its authentication tag in the CCM mode.

Syntax

| ppSt at us i ppsRi j ndael 128Encrypt CCM const | pp8u* pNonce, |pp32u noncelLen, const
| pp8u* pAssc, |pp64u assclLen, const |pp8u* pSrc, |pp64u srclLen, int maclLen,
| pp8u* pDst, const |ppsRijndael 128Spec* pCix);

Parameters

pNonce Pointer to the nonce.

noncelLen Length of the nonce *pNonce (in octets).

pAssc Pointer to the assosiated data.

assclLen Length of the assosiated data *pAssc (in octets).
pSrc Pointer to the input plaintext data.

srclLen Length of the input plaintext *pSr ¢ (in octets).
maclLen Length of the authentication tag in octets.

pDst Pointer to the resulting ciphertext data stream.
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pCt x Pointer to the | ppsRi j ndael 128Spec context.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length and computes the authentication tag according to the Counter with Cipher
Block Chaining-Message Authentication Code (CCM) mode, as specified in [NIST SP
800-38C]. Unless you’ve successfully implemented the encryption with this function, you
are encouraged to use the newer function Ri | ndael 128Encr ypt CCM u8 having the same
functionality.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the length input data
does not meet any of the following conditions:
7 <nonceLen <13
asscLen >0
srcLen =1
macLen =2n, 1 <n<8.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael128DecryptCCM

Decrypts and verifies a variable length data stream
in the CCM mode.

Syntax

| ppSt at us i ppsRi j ndael 128Decr ypt CCM const | pp8u* pNonce, |pp32u noncelLen, const
| pp8u* pAssc, |pp64u assclLen, const |pp8u* pSrc, |pp64u srcLen, int maclLen,
| pp8u* pDst, |ppBool* pResult, const |ppsR jndael 128Spec* pCtx);

Parameters

pNonce Pointer to the nonce of length.

noncelLen Length of the nonce *pNonce (in octets).
pAssc Pointer to the assosiated data.
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assclLen Length of the assosiated data *pAssc (in octets).
pSrc Pointer to the input ciphertext data.

srclLen Length of the input ciphertext *pSr ¢ (in octets).
maclLen Length of the authentication tag in octets.

pDst Pointer to the resulting plaintext data stream.
pResul t Pointer to the result of verification.

pCt x Pointer to the | ppsRi j ndael 128Spec context.
Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length and verifies the authentication tag according to the CCM mode, as
specified in [NIST SP 800-38C]. Unless you’ve successfully implemented the decryption
with this function, you are encouraged to use the newer function

Ri | ndael 128Decr ypt CCM u8 having the same functionality.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the length input data

does not meet any of the following conditions:
7 <noncelLen £ 13

srcLen > maclLen

macLen =2n, 1 <n<8.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter

does not match the operation.

Rijndael128EncryptCCM_u8

Encrypts a variable length data stream and
generates its authentication tag in the CCM mode.

Syntax

| ppSt at us i ppsRi j ndael 128Encrypt CCM u8( const | pp8u* pNonce, int noncelLen, const
| pp8u* pAssc, int assclLen, const |pp8u* pSrc, int srcLen, int macLen, | pp8u*

pDst, const

| ppsRi j ndael 128Spec* pCtx);
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pNonce Pointer to the nonce.

noncelLen Length of the nonce *pNonce (in octets).

pAssc Pointer to the assosiated data.

assclLen Length of the assosiated data *pAssc (in octets).
pSrc Pointer to the input plaintext data.

srclLen Length of the input plaintext *pSr ¢ (in octets).
maclLen Length of the authentication tag in octets.

pDst Pointer to the resulting ciphertext data stream.
pCt x Pointer to the | ppsRi j ndael 128Spec context.
Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length and computes the authentication tag according to the CCM mode, as
specified in [NIST SP 800-38C]. Unlike Ri j ndael 128Encr ypt CCM,

Ri j ndael 128Encr ypt CCM_u8 employs the int data type for all length parameters. Use
this function rather than Ri j ndael 128Encr ypt CCM

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the length input data
does not meet any of the following conditions:
7 < noncelLen <13
asscLen 20
srcLen =1
macLen =2n, 1 <n<8.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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Rijndael128DecryptCCM_u8

Decrypts and verifies a variable length data stream
in the CCM mode.

Syntax

| ppSt at us i ppsRi j ndael 128Decr ypt CCM u8( const | pp8u* pNonce, int noncelLen, const
| pp8u* pAssc, int assclLen, const |pp8u* pSrc, int srcLen, int macLen, | pp8u*
pDst, |ppBool* pResult, const |ppsRijndael 128Spec* pCtx);

Parameters

pNonce Pointer to the nonce of length.

noncelLen Length of the nonce *pNonce (in octets).

pAssc Pointer to the assosiated data.

assclLen Length of the assosiated data *pAssc (in octets).
pSrc Pointer to the input ciphertext data.

srclLen Length of the input ciphertext *pSr ¢ (in octets).
maclLen Length of the authentication tag in octets.

pDst Pointer to the resulting plaintext data stream.
pResul t Pointer to the result of verification.

pCt x Pointer to the | ppsRi j ndael 128Spec context.
Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length and verifies the authentication tag according to the CCM mode, as
specified in [NIST SP 800-38C]. Unlike Ri j ndael 128Decr ypt CCM,

Ri j ndael 128Decr ypt CCM_u8 employs the int data type for all length parameters. Use
this function rather than Ri j ndael 128Decr ypt CCM

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.
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i ppSt sLengt hErr Indicates an error condition if the length input data
does not meet any of the following conditions:
7 <noncelLen <13
asscLen >0
srcLen > maclLen
macLen =2n, 1 <n<8.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael192GetSize

Gets the size of the | ppsRi j ndael 192Spec

context.
Syntax
| ppSt at us i ppsRi j ndael 192Get Si ze(int* pSi ze)
Parameters
pSi ze Pointer to the | ppsRi j ndael 192Spec context size value.
Description

This function is declared in the i ppcp. h file. The function gets the | ppsRi j ndael 192Spec
context size in bytes and stores it in *pSi ze.

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

2-48



Symmetric Cryptography Primitive Functions 2

Rijndael192Init

Initializes user-supplied memory as the
| ppsRi j ndael 192Spec context for future use.

Syntax

| ppSt at us i ppsRi j ndael 1921 nit (const |pp8u *pKey, |ppsRijndael KeyLength
keyl en, |ppsRijndael 192Spec* pCtx);

Parameters

pKey Pointer to the Rijndael192 key.

keyl en Key byte stream length in bytes as defined by the
| ppsRi j ndael KeyLengt h enumerator.

pCt x Pointer to the | ppsRi j ndael 192Spec context.

Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsRi j ndael 192Spec context. In addition, the function uses the key to
provide all the necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyl en is not set to

| ppsRi j ndael Key128, | ppsRi j ndael Key192 or
| ppsRi j ndael Key?256.

Rijndael192EncrypteCB

Encrypts a byte data stream according to Rijndael
in the ECB mode.

Syntax

| ppSt at us i ppsRi j ndael 192Encrypt ECB(const | pp8u *pSrc, |pp8u *pDst, int
srclen, const |ppsRi jndael 192Spec* pCtx, |ppsCPPaddi ng paddi ng);

2-49



2 Intel Integrated Performance Primitives Reference Manual: Volume 4

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the input data stream in bytes.

pCt x Pointer to the | ppsRi j ndael 192Spec context.

paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the cipher scheme specified in [NIST SP 800-38A].

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to O.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael192DecrypteCB

Decrypts byte data stream according to Rijndael in
the EBC mode.

Syntax

| ppSt at us i ppsRi j ndael 192Decrypt ECB(const | pp8u* pSrc, |pp8u* pDst, int
srclen, const |ppsRijndael 192Spec *pCtx, | ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

pCt x Pointer to the | ppsRi j ndael 192Spec context.
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paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the ECB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by cipher block size.

Rijndael192EncryptCBC

Encrypts a byte data stream according to Rijndael
in the CBC mode.

Syntax

| ppSt at us i ppsRi j ndael 192Encr ypt CBC( const | pp8u* pSrc, |pp8u* pDst, int srclen,
const | ppsRijndael 192Spec* pCtx, const |pp8u* plV, |ppsCPPaddi ng padding);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream length in bytes.

pCt x Pointer to the | ppsRi j ndael 192Spec context.

plVv Pointer to the initialization vector for the CBC mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunErr Indicates an error condition if srcl en is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael192DecryptCBC

Decrypts a byte data stream according to Rijndael
in the CBC mode.

Syntax

| ppSt at us i ppsRi j ndael 192Decr ypt CBC( const | pp8u* pSrc, |pp8u* pDst, int
srclen, const |ppsR jndael 192Spec* pCtx, const |pp8u* plV,
| ppsCPPaddi ng paddi ng) ;

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of the variable
length.

srclen Length of the ciphertext data stream length in bytes.

pCt x Pointer to the | ppsRi j ndael 192Spec context.

plVv Pointer to the initialization vector for CBC mode operation.

paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by cipher block size.

Rijndael192EncryptCFB

Encrypts a byte data stream according to Rijndael
in the CFB mode.

Syntax

| ppSt at us i ppsRi j ndael 192Encr ypt CFB(const | pp8u* pSrc, |pp8u* pDst, int
srcLen, int cfbBl kSize, const |ppsR jndael 192Spec* pCtx, const |pp8u*
plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsRi j ndael 192Spec context.

plV Pointer to the initialization vector for the CFB mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.

2-53



2 Intel Integrated Performance Primitives Reference Manual: Volume 4

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
variable length according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunErr Indicates an error condition if srcLen is not divisible
by cf bBl kSi ze parameter value.

i ppSt sCFBSi zeErr Indicates an error condition if the value for
cf bBI kSi ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael192DecryptCFB

Decrypts a byte data stream according to Rijndael
in the CFB mode.
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Syntax

| ppSt at us i ppsRi j ndael 192Decr ypt CFB(const | pp8u* pSrc, |pp8u* pDst, int
srclen, int cfbBl kSize, const | ppsR jndael 192Spec* pCtx, const | pp8u*
plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

cf bBI kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsRi j ndael 192Spec context.

plV Pointer to the initialization vector for the CFB mode operation.
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paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
variable length according to the CFB mode as specified in  [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCFBSi zeErr Indicates an error condition if the value for
cf bBl kSi ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cLen is not divisible
by cipher block size.

Rijndael192EncryptOFB

Encrypts a variable length data stream according to
Rijndael192 in the OFB mode.

Syntax

| ppSt at us i ppsRi j ndael 192Encrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int
srclen, int of bBl kSize, const |ppsRijndael 192Spec* pCtx, |pp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsRi j ndael 192Spec context.
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plV Pointer to the initialization vector for the OFB mode operation.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sLengt hErr

i ppSt sUnder RunEr r
i ppSt sOFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if sr cl en is not divisible
by the of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.

Rijndael192DecryptOFB

Decrypts a variable length data stream according to

Rijndael192 in the OFB mode.

Syntax

| ppSt at us i ppsRi j ndael 192Decrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int

srclen, int of bBl kSi ze,

| ppsRi j ndael 192Spec* pCtx, |pp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsRi j ndael 192Spec context.
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plV Pointer to the initialization vector for the OFB mode operation.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunEr r Indicates an error condition if srcl en is not divisible
by the of bBl kSi ze parameter value.

i ppSt sOFBSi zeErr Indicates an error condition if the value of of bBI kSi ze
is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter

does not match the operation.

Rijndael192EncryptCTR

Encrypts a variable length data stream in the CTR
mode.

Syntax

| ppSt at us i ppsRi j ndael 192Encrypt CTR(const | pp8u* pSrc, |pp8u* pDst, int
srcLen, const | ppsRij ndael 192Spec* pCtx, |pp8u* pCtrValue, int
ctrNunBit Si ze) ;

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsRi j ndael 192Spec context.

pCtrVal ue Pointer to the counter data block.
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ctrNunBit Si ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream
of a variable length according to the CTR mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael192DecryptCTR

Decrypts a variable length data stream in the CTR
mode.

Syntax

| ppSt at us i ppsRij ndael 192Decr ypt CTR(const | pp8u* pSrc, |pp8u* pDst, int srclLen,
const | ppsRi j ndael 192Spec* pCtx, |pp8u* pCirValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of a variable length.
srcLen Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsRi j ndael 192Spec context.

pCt r Val ue Pointer to the counter data block.

ctrNunBit Si ze Number of bits in the specific part of the counter to be

incremented.
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Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the CTR mode as specified in the [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael256GetSize

Gets the size of the | ppsRi j ndael 256Spec

context.
Syntax
| ppSt at us i ppsRi j ndael 256Cet Si ze(int* pSi ze)
Parameters
pSi ze Pointer to the | ppsRi j ndael 256Spec context size value.
Description

This function is declared in the i ppcp. h file. The function gets the | ppsRi j ndael 256Spec
context size in bytes and stores it in *pSi ze.

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
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Rijndael256Init

Initializes user-supplied memory as
| ppsRi j ndael 256Spec context for future use.

Syntax

| ppSt at us i ppsRi j ndael 2561 nit (const | pp8u *pKey, |ppsRijndael KeyLength
keyl en, |ppsRijndael 256Spec* pCtx);

Parameters
pKey Pointer to the Rijndael256 key.
keyl en Key byte stream length in bytes defined by the
| ppsRi j ndael KeyLengt h enumerator.
pCt x Pointer to the | ppsRi j ndael 256Spec context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsRi j ndael 256Spec context. In addition, the function uses the key to
provide all necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyl en is not set to

| ppsRi j ndael Key128, | ppsRijndael Key192 or
| ppsRi j ndael Key?256.

Rijndael256EncrypteCB

Encrypts a byte data stream according to Rijndael
in the ECB mode.

Syntax

| ppSt at us i ppsRi j ndael 256Encr ypt ECB(const | pp8u *pSrc, |pp8u *pDst, int
srclen, const |ppsR jndael 256Spec* pCtx, |ppsCPPaddi ng paddi ng);
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Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the input data stream in bytes.

pCt x Pointer to the | ppsRi j ndael 256Spec context.

paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the cipher scheme specified in [NIST SP 800-38A].

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to O.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael256DecrypteCB

Decrypts a byte data stream according to Rijndael
in the ECB mode.

Syntax

| ppSt at us i ppsRi j ndael 256Decr ypt ECB(const | pp8u* pSrc, |pp8u* pDst, int
srclen, const |ppsRi jndael 256Spec* pCtx, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

pCt x Pointer to the | ppsRi j ndael 256Spec context.
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paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the ECB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunErr Indicates an error condition if srcl en is not divisible by cipher
block size.

Rijndael256EncryptCBC

Encrypts byte data stream according to Rijndael in
the CBC mode.

Syntax

| ppSt at us i ppsRi j ndael 256Encr ypt CBC( const | pp8u* pSrc, |pp8u* pDst, int srclen,
const | ppsRijndael 256Spec* pCtx, const |pp8u* plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream length in bytes.

pCt x Pointer to the | ppsRi j ndael 256Spec context.

plVv Pointer to the initialization vector for the CBC mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunErr Indicates an error condition if srcl en is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael256DecryptCBC

Decrypts byte data stream according to Rijndael in
the CBC mode.

Syntax

| ppSt at us i ppsRi j ndael 256Decr ypt CBC( const | pp8u* pSrc, |pp8u* pDst, int
srclen, const |ppsR jndael 256Spec* pCtx, const |pp8u* plV,
| ppsCPPaddi ng paddi ng) ;

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of the variable
length.

srclen Length of the ciphertext data stream length in bytes.

pCt x Pointer to the | ppsRi j ndael 256Spec context.

plVv Pointer to the initialization vector for CBC mode operation.

paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by cipher block size.

Rijndael256EncryptCFB

Encrypts byte data stream according to Rijndael in
the CFB mode.

2-64

Syntax

| ppSt at us i ppsRi j ndael 256Encr ypt CFB(const | pp8u* pSrc, | pp8u* pDst, int
srcLen, int cfbBl kSize, const |ppsR jndael 256Spec* pCtx, const | pp8u*
plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsRi j ndael 256Spec context.

plV Pointer to the initialization vector for the CFB mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
variable length according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunErr Indicates an error condition if srcLen is not divisible
by cf bBl kSi ze parameter value.

i ppSt sCFBSi zeErr Indicates an error condition if the value for
cf bBI kSi ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael256DecryptCFB

Decrypts byte data stream according to Rijndael in
the CFB mode.

Syntax

| ppSt at us i ppsRi j ndael 256Decr ypt CFB(const | pp8u* pSrc, |pp8u* pDst, int
srclen, int cfbBl kSize, const | ppsR jndael 256Spec* pCtx, const | pp8u*
plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

cf bBI kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsRi j ndael 256Spec context.

plV Pointer to the initialization vector for the CFB mode operation.
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paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
variable length according to the CFB mode as specified in  [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCFBSi zeErr Indicates an error condition if the value for
cf bBl kSi ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cLen is not divisible
by cipher block size.

Rijndael256EncryptOFB

Encrypts a variable length data stream according to
Rijndael256 in the OFB mode.

Syntax

| ppSt at us i ppsRi j ndael 256Encrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int
srclen, int of bBl kSize, const |ppsRijndael 256Spec* pCtx, |pp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsRi j ndael 256Spec context.

2-66



Symmetric Cryptography Primitive Functions 2

plV Pointer to the initialization vector for the OFB mode operation.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sLengt hErr

i ppSt sUnder RunEr r
i ppSt sOFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if sr cl en is not divisible
by the of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.

Rijndael256DecryptOFB

Decrypts a variable length data stream according to

Rijndael256 in the OFB mode.

Syntax

| ppSt at us i ppsRi j ndael 256Decrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int

srclen, int of bBl kSi ze,

| ppsRi j ndael 256Spec* pCtx, |pp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsRi j ndael 256Spec context.
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plV Pointer to the initialization vector for the OFB mode operation.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sLengt hErr

i ppSt sUnder RunEr r
i ppSt sOFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if sr cl en is not divisible
by the of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.

Rijndael256EncryptCTR

Encrypts a variable length data stream in the CTR

mode.

Syntax

| ppSt at us i ppsRi j ndael 256Encr ypt CTR(const | pp8u* pSrc, |pp8u* pDst, int srclLen,

const | ppsRi j ndael 256Spec* pCtx,
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| pp8u* pCtrValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsRi j ndael 256Spec context.

pCtrVal ue Pointer to the counter data block.
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ctrNunBit Si ze Number of bits in the specific part of the counter to be
incremented.
Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream
of a variable length according to the CTR mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Rijndael256DecryptCTR

Decrypts a variable length data stream in the CTR
mode.

Syntax

| ppSt at us i ppsRi j ndael 256Decr ypt CTR(const | pp8u* pSrc, |pp8u* pDst, int srclLen,
const | ppsRi j ndael 256Spec* pCtx, |pp8u* pCirValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of a variable length.
srcLen Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsRi j ndael 256Spec context.

pCt r Val ue Pointer to the counter data block.

ctrNunBit Si ze Number of bits in the specific part of the counter to be

incremented.
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Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream
of a variable length according to the CTR mode as specified in the [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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Example 2-2 AES Encryption and Decryption

/1 use of the CTR node
voi d AES sanpl e(voi d){
/'l size of Rijndael-128 algorithmblock is equal to 16
const int aesBl kSize = 16

/'l get the size of the context needed for the encryption/decryption operation
int ctxSize;
i ppsRi j ndael 128Get Si ze( &ct xSi ze) ;

/1 and allocate one
| ppsRi j ndael 128Spec* pCtx = (| ppsRijndael 128Spec*)( new | pp8u [ctxSize] );
/1 define the key
| pp8u key[ 16] = {0x00, 0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07,
0x08, 0x09, 0x10, Ox11, 0x12, 0x13, O0x14, 0x15};

/1l and prepare the context for Rijndael 128 usage
i ppsRi j ndael 1281 ni t (key, | ppsRi j ndael Key128, pCtx);

/1 define the nmessage to be encrypted
I pp8u ptext[] = {"quick brown fox jupm over |azy dog"};

/1 define an initial vector
| pp8u crtOf aesBl kSi ze] = {0xff, Oxee, Oxdd, Oxcc, Oxbb, Oxaa, 0x99, 0x88,
0x77, 0x66, 0x55, 0x44, 0x33, 0x22, 0x11, 0x00};
| pp8u crt[aesBl kSi ze] ;

/'l counter the variable nunber of bits
int ctrNunBitSize = 64;
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Example 2-2 AES Encryption and Decryption (continued)

/1 allocate enough nenory for the ciphertext
/1 note that

/'l the size of the ciphertext is always equal to that of the planetext
| pp8u ctext[sizeof (ptext)];

/1 init the counter

mencpy(crt, crt0, sizeof(crt0));

/'l encrypt (CTR npde) ptext nessage

/1 pay attention to the 'length' paraneter

/1 it defines the nunber of bytes to be encrypted

nmencpy(crt, crt0, sizeof(crt0));

i ppsRi j ndael 128Encrypt CTR(pt ext, ctext, sizeof (ptext),
pCt X,
crt, ctrNunBitSize);

/1 allocate nenory for the decrypted nessage
| pp8u rtext[sizeof (ptext)];

/1 init the counter
mencpy(crt, crt0, sizeof(crt0));

/1 decrypt (ECTR node) ctext nessage

/1 pay attention to the 'length' paraneter

/1 it defines the nunber of bytes to be decrypted

i ppsRi j ndael 128Decrypt CTR(ctext, rtext, sizeof (ptext),
pCt x,
crt, ctrNunBitSize);

delete (Ipp8u*)pCtx;
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Blowfish Functions

Blowfish is a 16-round Feistel block cipher. Under this algorithm, the block size is 64 bits
and the key can be of any size up to 448 bits. Although the algorithm requires a
computationally intensive key expansion process that creates a set of eighteen 32-bit
subkeys plus four 8x32-bit S-boxes derived from the input key, for a total of 4168 bytes,
the actual encryption of streaming data is very efficient for software implementation.

This section describes the functions performing various operational modes under the
Blowfish cipher systems. The implementation of the functions described in this section
complies with the Blowfish cipher schemes.

Table 2-4 lists Intel IPP Blowfish algorithm functions.

Table 2-4 Intel IPP Blowfish Algorithm Functions

Function Base Name Operation

Bl owfi shGet Si ze Gets the size of the | ppsBl owf i shSpec context.

Bl owfi shlnit Initializes user-supplied memory as | ppsBl owf i shSpec
context for future use.

Bl owf i shEncr ypt ECB Encrypts input plaintext according to Blowfish scheme in the ECB
mode.

Bl owf i shDecr ypt ECB Decrypts byte data stream according to Blowfish scheme in the
EBC mode.

Bl owf i shEncrypt CBC Encrypts byte data stream according to Blowfish scheme in the
CBC mode.

Bl owf i shDecr ypt CBC Decrypts byte data stream according to Blowfish scheme in the
CBC mode.

Bl owf i shEncrypt CFB Encrypts byte data stream according to Blowfish scheme in the
CFB mode.

Bl owf i shDecr ypt CFB Decrypts byte data stream according to Blowfish scheme in the
CFB mode.

Bl owf i shEncr ypt OFB Encrypts byte data stream according to Blowfish scheme in the
OFB mode.

Bl owf i shDecr ypt OFB Decrypts byte data stream according to Blowfish scheme in the
OFB mode.

Bl owf i shEncrypt CTR Encrypts a variable length data stream in the CTR mode.

Bl owf i shDecr ypt CTR Decrypts a variable length data stream in the CTR mode.

Throughout this section, the functions for Blowfish baseline cipher scheme employ the
context | ppsBl owf i shSpec. It is so defined as to serve as the operational vehicles to not
only carry both a set of subkeys and a set of S-Boxes, but also the key management
information.
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Once the respective initialization function has generated a set of subkeys and S-Boxes, the
functions for ECB, CBC, CFB, and CTR modes are ready for the execution of either
encrypting or decrypting the streaming data with the selected padding scheme.

The application code for conducting a typical encryption under CBC mode using Blowfish
scheme should follow the sequence of operations as outlined below:

1. Get the buffer size required to configure the context | ppsBl owf i shSpec by
calling the function Bl owf i shGet Si ze.

2. Call the operating system memory allocation service function to allocate a buffer
whose size is no less than the one specified by the function
Bl owf i shGet Si ze.Initialize the context | ppsBl owf i shSpec *pCt x by calling the
function Bl owf i shl ni t with the allocated buffer and the respective Blowfish
cipher key of the specified size.

3. Specify the initialization vector and the padding scheme, then call the function
Bl owf i shEncr ypt CBC to encrypt the input data stream using the Blowfish
encryption function with CBC mode.

4. Call the operating system memory free service function to release the buffer
allocated for the context | ppsBl owf i shSpec, if needed.

BlowfishGetSize
Gets the size of the | ppsBl owf i shSpec context.
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Syntax

| ppSt at us i ppsBl owfi shGet Si ze(int* pSize)

Parameters

pSi ze Pointer to the | ppsBl owf i shSpec context size value.
Description

This function is declared in the i ppcp. h file. The function gets the | ppsBl owf i shSpec
context size in bytes and stores it in *pSi ze.
Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
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BlowfishlInit

Initializes user-supplied memory as the
| ppsBl owf i shSpec context for future use.

Syntax

| ppSt at us i ppsBl owfishlnit(const |pp8u *pKey, int keylen,
| ppsBl owfi shSpec* pCtx);

Parameters

pKey Pointer to the Blowfish key.

keyl en Key byte stream length in bytes.

pCt x Pointer to the | ppsBl owf i shSpec context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsBl owf i shSpec context. In addition, the function uses the key to provide
all necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyl en is less than 1 or greater than
56.
BlowfishEncryptECB

Encrypts input plaintext in the ECB mode.

Syntax

| ppSt at us i ppsBl owfi shEncrypt ECB(const | pp8u *pSrc, |pp8u *pDst, int
scrlen, const |ppsBl owfishSpec* pCtx, |ppsCPPaddi ng paddi ng);
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Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the input data stream in bytes.

pCt x Pointer to the | ppsBl owf i shSpec context.

paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the cipher scheme specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to 0.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

BlowfishDecrypteCB

Decrypts byte data stream according to Blowfish
scheme in the EBC mode.

Syntax

| ppSt at us i ppsBl owfi shDecrypt ECB(const | pp8u* pSrc, |pp8u* pDst, int
srclen, const |ppsBl owfishSpec* pCtx, |ppsCPPaddi ng paddi ng);

Parameters
pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream of variable length.

2-76



Symmetric Cryptography Primitive Functions 2

srclen Length of the ciphertext data stream in bytes.
pCt x Pointer to the | ppsBl owf i shSpec context.
paddi ng | ppsCPPaddi ngNONE padding scheme.
Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the ECB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by cipher block size.

BlowfishEncryptCBC

Encrypts byte data stream according to Blowfish
scheme in the CBC mode.

Syntax

| ppSt at us i ppsBl owfi shEncrypt CBC(const | pp8u* pSrc, |pp8u* pDst, int srclen,
const | ppsBl owfi shSpec* pCtx, const |pp8u* plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsBl owf i shSpec context.

plV Pointer to the initialization vector for the CBC mode operation.
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paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

BlowfishDecryptCBC

Decrypts byte data stream according to Blowfish
scheme in the CBC mode.

Syntax

| ppSt at us i ppsBl owfi shDecrypt CBC(const | pp8u* pSrc, |pp8u* pDst, int srclen,
const | ppsBl owfi shSpec* pCtx, const |pp8u* plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of the variable
length.

srclen Length of the ciphertext data stream length in bytes.

pCt x Pointer to the | ppsBl owf i shSpec context.

plVv Pointer to the initialization vector for CBC mode operation.

paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by cipher block size.

BlowfishEncryptCFB

Encrypts byte data stream according to Blowfish
scheme in the CFB mode.

Syntax

| ppSt at us i ppsBl owfi shEncrypt CFB(const | pp8u* pSrc, |pp8u* pDst, int
srcLen, int cfbBl kSize, const |ppsBlowfishSpec* pCtx, const |pp8u*
plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsBl owf i shSpec context.

plV Pointer to the initialization vector for the CFB mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
variable length according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunErr Indicates an error condition if srcLen is not divisible
by cf bBl kSi ze parameter value.

i ppSt sCFBSi zeErr Indicates an error condition if the value for
cf bBI kSi ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

BlowfishDecryptCFB

Decrypts byte data stream according to Blowfish
scheme in the CFB mode.

Syntax

| ppSt at us i ppsBl owfi shDecrypt CFB(const | pp8u* pSrc, |pp8u* pDst, int
srclen, int cfbBl kSize, const |ppsBlowfishSpec* pCtx, const |pp8u*
plV, | ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

cf bBI kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsBl owf i shSpec context.

plV Pointer to the initialization vector for the CFB mode operation.
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paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
variable length according to the CFB mode as specified in  [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCFBSi zeErr Indicates an error condition if the value for
cf bBl kSi ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cLen is not divisible
by cipher block size.

BlowfishEncryptOFB

Encrypts a variable length data stream according to
Blowfish scheme in the OFB mode.

Syntax

| ppSt at us i ppsBl owfi shEncrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int srclen,
i nt of bBl kSi ze, const |ppsBl owfi shSpec* pCtx, |pp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsBl owf i shSpec context.
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plV Pointer to the initialization vector for the OFB mode operation.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sLengt hErr

i ppSt sUnder RunEr r
i ppSt sOFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if sr cl en is not divisible
by the of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.

BlowfishDecryptOFB

Decrypts a variable length data stream according to

Blowfish scheme in the OFB mode.

Syntax

| ppSt at us i ppsBl owfi shDecrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int srclen,

i nt
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of bBl kSi ze, const | ppsBl owfi shSpec* pCtx, |pp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsBl owf i shSpec context.
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plV Pointer to the initialization vector for the OFB mode operation.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sLengt hErr

i ppSt sUnder RunEr r
i ppSt sOFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if sr cl en is not divisible
by the of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.

BlowfishEncryptCTR

Encrypts a variable length data stream in the CTR

mode.

Syntax

| ppSt at us i ppsBl owfi shEncrypt CTR(const | pp8u* pSrc, |pp8u* pDst, int srclLen,

const | ppsBl owfi shSpec* pCtx,

| pp8u* pCtrValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsBl owf i shSpec context.

pCtrVal ue Pointer to the counter data block.
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ctrNunBit Si ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the CTR mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

BlowfishDecryptCTR

Decrypts a variable length data stream in the CTR
mode.

Syntax

| ppSt at us i ppsBl owfi shDecrypt CTR(const | pp8u* pSrc, |pp8u* pDst, int srclLen,
const | ppsBl owfi shSpec* pCtx, |pp8u* pCtrValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of a variable length.
srcLen Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsBl owf i shSpec context.

pCt r Val ue Pointer to the counter data block.

ctrNunBit Si ze Number of bits in the specific part of the counter to be

incremented.
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Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the CTR mode as specified in the [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Example 2-3 Blowfish Encryption and Decryption
/1 use of the CBC npde

voi d BF_sanpl e(voi d){
/1 size of Blowfish algorithmblock is equal to 8
const int bfBlkSize = 8;

/1l get the size of the context needed for the encryption/decryption operation
int ctxSize;
i ppsBl owfi shGet Si ze( &ct xSi ze) ;

/'l and all ocate one
| ppsBl owfi shSpec* pCtx = (| ppsBl owfi shSpec*)( new | pp8u [ctxSize] );

/1 define the key
/1 note that the key length may vary from1 to 56 bytes
| pp8u key[] = {0x00, 0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07,
0x08, 0x09, 0x10, 0x11, Ox12, 0x13, 0x14, 0x15,
0x16, 0x17};
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Example 2-3 Blowfish Encryption and Decryption (continued)

/'l and prepare the context for Bl owfish usage
i ppsBl owfi shlnit(key, sizeof (key), pCtx);

/1 define the message to be encrypted
| pp8u ptext[] = {"quick brown fox jupm over |azy dog"};

/[l define an initial vector
| pp8u i v[ bf Bl kSi ze] = {0x77, 0x66, 0x55, 0x44, 0x33, 0x22, 0x11, 0x00};

/'l allocate enough nenory for the ciphertext
/1 note that
/'l the size of the ciphertext is always nultiple of the cipher block size
| pp8u ctext[(sizeof (ptext)+bfBl kSi ze-1) &-(bfBl kSi ze-1)];

/1l encrypt (CBC nbde) ptext nessage

/]l pay attention to the 'length' paraneter

/1 it defines the nunber of bytes to be encrypted

i ppsBl owf i shEncrypt CBC(pt ext, ctext, sizeof(ptext),
pCt x,
iv,
| ppsCPPaddi ngPKCS7) ;

/1 allocate nenory for the decrypted nessage

| pp8u rtext[sizeof (ptext)];

/1 decrypt (CBC nbde) ctext nessage

/! pay attention to the 'length' paraneter

/1 it defines the nunber of bytes to be decrypted

i ppsBl owfi shDecrypt CBC(ctext, rtext, sizeof(ptext),
pct X,
iv,
| ppsCPPaddi ngPKCS7?) ;

del ete (I pp8u*)pCtx;
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Twofish Functions

Twofish is a 16-round Feistel block cipher. The block size is 128 bits and the key can be any
size up to 256 bits. The algorithm is one of the five Advanced Encryption Standard (AES)
finalists. The cipher design for both the round function and key schedule enables an
efficient implementation in software. Even though Twofish is free and not patented, it is
nevertheless efficient and highly secure block cipher.

This section describes the functions for various operational modes under the Twofish cipher
systems. The functions in this section are implemented to comply to the Twofish cipher
schemes documented and submitted to NIST for candidacy of AES by B. Schneier.

Table 2-5 lists Intel IPP Twofish algorithm functions:

Table 2-5 Intel IPP Twofish Algorithm Functions

Function Base Name Operation

Twof i shGet Si ze Gets the size of the | ppsTwof i shSpec context.

Twofi shlnit Initializes user-supplied memory as | ppsTwof i shSpec
context for future use.

Twof i shEncr ypt ECB Encrypts input plaintext according to Twofish scheme in the ECB
mode.

Twof i shDecr ypt ECB Decrypts byte data stream according to Twofish scheme in the
EBC mode.

Twof i shEncr ypt CBC Encrypts byte data stream according to Twofish scheme in the
CBC mode.

Twof i shDecr ypt CBC Decrypts byte data stream according to Twofish scheme in the
CBC mode.

Twof i shEncr ypt CFB Encrypts byte data stream according to Twofish scheme in the
CFB mode.

Twof i shDecr ypt CFB Decrypts byte data stream according to Twofish scheme in the
CFB mode.

Twof i shEncr ypt OFB Encrypts byte data stream according to Twofish scheme in the
OFB mode.

Twof i shDecr ypt OFB Decrypts byte data stream according to Twofish scheme in the
OFB mode.

Twof i shEncrypt CTR Encrypts a variable length data stream in the CTR mode.

Twof i shDecr ypt CTR Decrypts a variable length data stream in the CTR mode.

Throughout this section, the functions for Twofish baseline cipher scheme employ the
context | ppsTwof i shSpec. This structure is defined to serve as an operational vehicle to
not only carry both a set of subkeys and a set of S-Boxes, but also the key management
information.

2-87



2 Intel Integrated Performance Primitives Reference Manual: Volume 4

Once the respective initialization function has generated a set of subkeys and S-Boxes, the
functions for ECB, CBC, CFB, and CTR modes are ready to the execution of either
encrypting or decrypting the streaming data with the selected padding scheme.

The application code for conducting typical encryption under the CBC mode using the
Twofish scheme should follow the sequence of operations as outlined below:

1. Get the buffer size required to configure the context | ppsTwof i shSpec by calling
the function Twof i shGet Si ze.

2. Call operating system memory allocation service function to allocate a buffer
whose size is no less than the one specified by the function Twof i shGet Si ze.
Initialize the context | ppsTwof i shSpec *pCt x by calling the function
Twof i shl nit with the allocated buffer and the respective Twofish cipher key of
the specified size.

3. Specify the initialization vector and the padding scheme, then call the function
Twof i shEncr ypt CBC to encrypt the input data stream using the Twofish
encryption function with CBC mode.

4. Call the operating system memory free service function to release the buffer
allocated for the context Ri j ndael 1281 ni t, if needed.

TwofishGetSize

Gets the size of the | ppsTwof i shSpec context.

2-88

Syntax

| ppSt at us i ppsTwofi shGet Si ze(i nt* pSi ze)

Parameters

pSi ze Pointer to the | ppsTwof i shSpec context size value.
Description

This function is declared in the i ppcp. h file. The function gets the | ppsTwof i shSpec
context size in bytes and stores it in *pSi ze.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
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Twofishinit

Initializes user-supplied memory as the
| ppsTwof i shSpec context for future use.

Syntax

| ppSt at us i ppsTwofi shinit(const |pp8u *pKey, int keylen,
| ppsTwof i shSpec* pCtx);

Parameters

pKey Pointer to the Twofish key.

keyl en Key byte stream length in bytes.

pCt x Pointer to the | ppsTwof i shSpec context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsTwof i shSpec context. In addition, the function uses the key to provide
all necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyl en is less than 1 or greater than
32.
TwofishEncrypteCB

Encrypts input plaintext in the ECB mode.

Syntax

| ppSt at us i ppsTwofi shEncrypt ECB(const | pp8u *pSrc, |pp8u *pDst, int
scrlen, const |ppsTwofishSpec* pCtx, |ppsCPPaddi ng paddi ng);
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Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the input data stream in bytes.

pCt x Pointer to the | ppsTwof i shSpec context.

paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the cipher scheme specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to 0.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

TwofishDecrypt€ECB

Decrypts byte data stream according to Twofish
scheme in the EBC mode.

Syntax

| ppSt at us i ppsTwofi shDecrypt ECB(const | pp8u* pSrc, |pp8u* pDst, int
srclen, const |ppsTwofishSpec* pCtx, |ppsCPPaddi ng paddi ng);

Parameters
pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream of variable length.
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srclen Length of the ciphertext data stream in bytes.
pCt x Pointer to the | ppsTwof i shSpec context.
paddi ng | ppsCPPaddi ngNONE padding scheme.
Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the ECB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by cipher block size.

TwofishEncryptCBC

Encrypts byte data stream according to Twofish
scheme in the CBC mode.

Syntax

| ppSt at us i ppsTwofi shEncrypt CBC(const | pp8u* pSrc, |pp8u* pDst, int srclen,
const | ppsTwofi shSpec* pCtx, const |pp8u* plV, |ppsCPPaddi ng padding);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream length in bytes.

pCt x Pointer to the | ppsTwof i shSpec context.

plV Pointer to the initialization vector for the CBC mode operation.
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paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

TwofishDecryptCBC

Decrypts byte data stream according to Twofish
scheme in the CBC mode.

Syntax

| ppSt at us i ppsTwofi shDecrypt CBC(const | pp8u* pSrc, |pp8u *pDst, int srclen,
const | ppsTwofi shSpec* pCix, const |pp8u* plV, |ppsCPPaddi ng padding);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of the variable
length.

srclen Length of the ciphertext data stream length in bytes.

pCt x Pointer to the | ppsDESSpec context.

plVv Pointer to the initialization vector for CBC mode operation.

paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cl en is not divisible
by cipher block size.

TwofishEncryptCFB

Encrypts byte data stream according to Twofish
scheme in the CFB mode.

Syntax

| ppSt at us i ppsTwofi shEncrypt CFB(const | pp8u* pSrc, |pp8u* pDst, int
srcLen, int cfbBl kSize, const |ppsTwofishSpec* pCtx, const |pp8u*
plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsTwof i shSpec context.

plV Pointer to the initialization vector for the CFB mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.
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Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
variable length according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sUnder RunErr Indicates an error condition if srcLen is not divisible
by cf bBl kSi ze parameter value.

i ppSt sCFBSi zeErr Indicates an error condition if the value for
cf bBI kSi ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

TwofishDecryptCFB

Decrypts byte data stream according to Twofish
scheme in the CFB mode.

Syntax

| ppSt at us i ppsTwofi shDecrypt CFB(const | pp8u* pSrc, |pp8u* pDst, int
srclen, int cfbBl kSize, const |ppsTwofishSpec* pCtx, const |pp8u*
plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

cf bBI kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsTwof i shSpec context.

plV Pointer to the initialization vector for the CFB mode operation.
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paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
variable length according to the CFB mode as specified in  [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the output data stream
length is less than or equal to zero.

i ppSt sCFBSi zeErr Indicates an error condition if the value for
cf bBl kSi ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sUnder RunEr r Indicates an error condition if sr cLen is not divisible
by cipher block size.

TwofishEncryptOFB

Encrypts a variable length data stream according to
Twofish scheme in the OFB mode.

Syntax

| ppSt at us i ppsTwofi shEncrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int srclen,
i nt of bBl kSi ze, const | ppsTwofishSpec* pCtx, |pp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsTwof i shSpec context.
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plV Pointer to the initialization vector for the OFB mode operation.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

i ppSt sLengt hErr

i ppSt sUnder RunEr r

i ppSt sOFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if sr cl en is not divisible
by the of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.

TwofishDecryptOFB

Decrypts a variable length data stream according to
Twofish scheme in the OFB mode.

Syntax

| ppSt at us i ppsTwofi shDecrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int srclen,

i nt
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of bBl kSi ze, const | ppsTwofi shSpec* pCtx, |pp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsTwof i shSpec context.
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plV Pointer to the initialization vector for the OFB mode operation.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sLengt hErr

i ppSt sUnder RunEr r
i ppSt sOFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if sr cl en is not divisible
by the of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.

TwofishEncryptCTR

Encrypts a variable length data stream in the CTR

mode.

Syntax

| ppSt at us i ppsTwofi shEncrypt CTR(const | pp8u* pSrc, |pp8u* pDst, int srclLen,

const | ppsTwofi shSpec* pCtx,

| pp8u* pCtrValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsTwof i shSpec context.

pCtrVal ue Pointer to the counter data block.
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ctrNunBit Si ze Number of bits in the specific part of the counter to be
incremented.
Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length according to the CTR mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

TwofishDecryptCTR

Decrypts a variable length data stream in the CTR
mode.

Syntax

| ppSt at us i ppsTwofi shDecrypt CTR(const | pp8u* pSrc, |pp8u* pDst, int srclLen,
const | ppsTwofi shSpec* pCtx, |pp8u* pCtrValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of a variable length.
srcLen Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsTwof i shSpec context.

pCt r Val ue Pointer to the counter data block.

ctrNunBit Si ze Number of bits in the specific part of the counter to be

incremented.
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Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the CTR mode as specified in the [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sLengt hErr
i ppSt sCTRSi zeErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the output data stream
length is less than or equal to zero.

Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

Indicates an error condition if the context parameter
does not match the operation.
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Example 2-4 Twofish Encryption and Decryption

/1l use of the FCB npde
void TF_sanpl e(voi d){

/'l size of the Twofish algorithmblock is equal to 16
const int tfBlkSize = 16

/'l get the size of the context needed for the encryption/decryption operation
int ctxSize;
i ppsTwofi shGet Si ze( &ct xSi ze) ;

/1 and al | ocate one
| ppsTwof i shSpec* pCtx = (I ppsTwofi shSpec*)( new | pp8u [ctxSize] );

/1 define the key

/1l note that the key length may vary from 16 to 32 bytes

| pp8u key[] = {0x00, 0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07
0x08, 0x09, 0x10, 0x11, 0x12, 0x13, 0x14, 0x15
0x16, 0x17};

/'l and prepare the context for Twofish usage
i ppsTwofi shlnit(key, sizeof (key), pCtx);

/1 define the nessage to be encrypted
I pp8u ptext[] = {"quick brown fox jupm over |azy dog"};

/1 fcb value (bytes)
const int cfbBlkSize = 2;
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Example 2-4 Twofish Encryption and Decryption (continued)

/'l define an initial vector
I pp8u iv[tfBl kSize] = {0xff, Oxee, Oxdd, Oxcc, Oxbb, Oxaa, 0x99, 0x88,
0x77, 0x66, 0x55, 0x44, 0x33, 0x22, 0x11, 0x00} ;

/1 allocate enough nenory for the ciphertext

/1 note that

/1l the size of the ciphertext is always nultiple of the cfbBlkSize size
| pp8u ctext[(sizeof (ptext)+cfbBl kSi ze-1) &-(cfbBl kSize-1)];

/'l encrypt (CFB npde) ptext nessage

/1 pay attention to the 'length' paraneter

/1 it defines the nunber of bytes to be encrypted

i ppsTwof i shEncrypt CFB(pt ext, ctext, sizeof(ptext), cfbBlkSize
pCt x,
iv,
| ppsCPPaddi ngPKCS7) ;

/1 allocate nenory for the decrypted nessage

| pp8u rtext[sizeof (ptext)];

/1 decrypt (CFB nbde) ctext nessage

/'l pay attention to the 'length' paraneter
/1 it defines the nunber of bytes to be decrypted
i ppsTwofi shDecrypt CFB(ctext, rtext, sizeof(ptext), cfbBlkSize
pCt x,
iv,
| ppsCPPaddi ngPKCS7) ;
delete (I pp8u*)pCtx;
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RC5* Functions

RC5, introduced by R.Rivest, is a fast symmetric block cipher that has a variable block size,
variable key length, variable number of rounds and heavily uses data-independent
rotations. Intel IPP for Cryptography implements functions for RC5 algorithm with 64- and
128-bit block sizes.

This section describes functions for various operational modes of RC5 cipher systems. The
functions are implemented to comply with the RC5 cipher schemes documented in [RC5].

Table 2-6 lists Intel IPP RC5 functions.

Table 2-6 Intel IPP RC5 Functions

Function Base Name Operation

Functions for 64-bit Block Size

ARCFi ve64Get Si ze Gets the size of the | ppsARCFi ve64Spec context.

ARCFi ve64l ni t Initializes user-supplied memory as the | ppsARCFi ve64Spec

context for future use.

ARCFi ve64Encr ypt ECB Encrypts a variable length data stream using the RC5 cipher with
64-bit block size in the ECB mode.

ARCFi ve64Decr ypt ECB Decrypts a variable length data stream using the RC5 cipher with
64-bit block size in the ECB mode.

ARCFi ve64Encr ypt CBC Encrypts a variable length data stream using the RC5 cipher with
64-bit block size in the CBC mode.

ARCFi ve64Decr ypt CBC Decrypts a variable length data stream using the RC5 cipher with
64-bit block size in the CBC mode.

ARCFi ve64Encr ypt CFB Encrypts a variable length data stream using the RC5 cipher with
64-bit block size in the CFB mode.

ARCFi ve64Decr ypt CFB Decrypts a variable length data stream using the RC5 cipher with
64-bit block size in the CFB mode.

ARCFi ve64Encr ypt OFB Encrypts a variable length data stream using the RC5 cipher with
64-bit block size in the OFB mode.

ARCFi ve64Decr ypt OFB Decrypts a variable length data stream using the RC5 cipher with
64-bit block size in the OFB mode.

ARCFi ve64Encr ypt CTR Encrypts a variable length data stream using the RC5 cipher with
64-bit block size in the CTR mode.

ARCFi ve64Decr ypt CTR Decrypts a variable length data stream using the RC5 cipher with
64-bit block size in the CTR mode.

Functions for 128-bit Block Size
ARCFi vel28Get Si ze Gets the size of the | ppsARCFi vel28Spec context.
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Table 2-6

Intel IPP RC5 Functions (continued)

Function Base Name

ARCFi

vel28lnit

ARCFi

vel28Encr ypt ECB

ARCFi

vel28Decr ypt ECB

ARCFi

vel28Encr ypt CBC

ARCFi

vel28Decr ypt CBC

ARCFi

vel28Encrypt CFB

ARCFi

vel28Decrypt CFB

ARCFi

vel28Encrypt OFB

ARCFi

vel28Decrypt OFB

ARCFi

vel28Encrypt CTR

ARCFi

vel28Decrypt CTR

Operation

Initializes user-supplied memory as the
| ppsARCFi vel28Spec context for future use.

Encrypts a variable length data stream using the RC5 cipher with
128-bit block size in the ECB mode.

Decrypts a variable length data stream using the RC5 cipher with
128-bit block size in the ECB mode.

Encrypts a variable length data stream using the RC5 cipher with
128-bit block size in the CBC mode.

Decrypts a variable length data stream using the RC5 cipher with
128-bit block size in the CBC mode.

Encrypts a variable length data stream using the RC5 cipher with
128-bit block size in the CFB mode.

Decrypts a variable length data stream using the RC5 cipher with
128-bit block size in the CFB mode.

Encrypts a variable length data stream using the RC5 cipher with
128-bit block size in the OFB mode.

Decrypts a variable length data stream using the RC5 cipher with
128-bit block size in the OFB mode.

Encrypts a variable length data stream using the RC5 cipher with
128-bit block size in the CTR mode.

Decrypts a variable length data stream using the RC5 cipher with
128-bit block size in the CTR mode.

Throughout this section, the functions for the RC5 cipher with 64-bit block size employ the
context | ppsARCFi ve64Spec and the functions for the RC5 cipher with 128-bit block size
employ the context | ppsARCFi vel28Spec. These contexts serve as operational vehicles to
carry variables needed to accomplish RC5 encryption/decryption, namely the number of
rounds and expanded key table S.

Once the respective initialization function generates these variables, the functions for ECB,
CBC, CFB, and other modes are ready for either encrypting or decrypting the streaming
data with the specified padding scheme.

The application code for conducting a typical encryption in the CBC mode using the RC5
cipher with 64-bit block size should follow the sequence of operations outlined below:
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1. Get the size required to configure the context | ppsARCFi ve64Spec by calling the
function ARCFi ve64Cet Si ze.

2. Call operating system memory allocation service function to allocate a buffer
whose size is not less than the one specified by the function ARCFi ve64Get Si ze.
Initialize the context | ppsARCFi ve64Spec *pCt x by calling the function
ARCFi ve64l ni t with the allocated buffer and the respective RC5 cipher key of the
specified size.

3. Specify the initialization vector and the padding scheme and then call the function
ARCFi ve64Encr ypt CBC to encrypt the input data stream using the RC5 cipher in
the CBC mode.

4. Call the operating system memory free service function to release the buffer
allocated for the context | ppsARCFi ve64Spec, if needed.

NOTE. Similar procedure can be applied for ECB, CFB, OFB, and CTR
_ modes of operation as well as the RC5 cipher with 128-bit block size.

RC5* Algorithm Functions for 64-bit Block Size

ARCFive64GetSize
Gets the size of the | ppsARCFi ve64Spec context.
Syntax
| ppSt at us | ppsARCFi ve64Get Si ze (int rounds, int* pSize);
Parameters
rounds The number of rounds for the cipher.
pSi ze Pointer to the size value of the | ppsARCFi ve64Spec context.
Description

This function is declared in the i ppcp. h file. The function gets the | ppsARCFi ve64Spec
context size in bytes and stores it in *pSi ze.
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
ARCFive64Init

Initializes user-supplied memory as the
| ppsARCFi ve64Spec context for future use.

Syntax

| ppSt at us i ppsARCFi ve64l nit (const |pp8u *pKey, int keylen, int rounds,
| ppsARCFi ve64Spec* pCtx);

Parameters

pKey Pointer to the RC5 key.

keyl en Key byte stream length in bytes.

rounds The number of rounds for the cipher.

pCt x Pointer to the | ppsARCFi ve64Spec context.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsARCFi ve64Spec context. In addition, the function uses the key to provide
all necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if keyl en is less than 1 or greater than
256.
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ARCFive64€EncrypteCB

Encrypts a variable length data stream using the
RC5 cipher with 64-bit block size in the ECB mode.

Syntax

| ppSt at us | ppsARCFi ve64Encrypt ECB (const | pp8u* pSrc, |pp8u* pDst, int |ength,
const | ppsARCFi ve64Spec* pCtx, | ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

| engt h Length of the input data stream in bytes.

pCt x Pointer to the | ppsARCFi ve64Spec context.

paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the ECB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to O.

i ppSt sUnder RunEr r Indicates an error condition if | engt h is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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ARCFive64DecrypteCB

Decrypts a variable length data stream using the
RC5 cipher with 64-bit block size in the ECB mode.

Syntax

| ppSt at us | ppsARCFi ve64Decrypt ECB (const | pp8u* pSrc, |pp8u* pDst, int |ength,
const | ppsARCFi ve64Spec* pCtx, | ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

| engt h Length of the ciphertext data stream in bytes.

pCt x Pointer to the | ppsARCFi ve64Spec context.

paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h fil e. The function decrypts the input data stream
of a variable length in the ECB mode as specified in the [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to O.

i ppSt sUnder RunEr r Indicates an error condition if | engt h is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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ARCFive64€ncryptCBC

Encrypts a variable length data stream using the
RC5 cipher with 64-bit block size in the CBC mode.

Syntax

| ppSt at us | ppsARCFi ve64Encrypt CBC (const | pp8u* pSrc, |pp8u* pDst, int |ength,
const | ppsARCFi ve64Spec* pCtx, const | pp8u* plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

| engt h Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsARCFi ve64Spec context.

plV Pointer to the initialization vector for the CBC mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h fil e. The function encrypts the input data stream
of a variable length in the CBC mode as specified in the [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to O.

i ppSt sUnder RunEr r Indicates an error condition if | engt h is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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ARCFive64DecryptCBC

Decrypts a variable length data stream using the
RC5 cipher with 64-bit block size in the CBC mode.

Syntax

| ppSt at us i ppsARCFi ve64Decrypt CBC (const | pp8u* pSrc, |pp8u* pDst, int |ength,
const | ppsARCFi ve64Spec* pCtx, const | pp8u* plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

| engt h Length of the ciphertext data stream in bytes.

pCt x Pointer to the | ppsARCFi ve64Spec context.

plV Pointer to the initialization vector for the CBC mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h fil e. The function decrypts the input data stream
of a variable length in the CBC mode as specified in the [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to O.

i ppSt sUnder RunEr r Indicates an error condition if | engt h is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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ARCFive64€EncryptCFB

Encrypts a variable length data stream using the
RC5 cipher with 64-bit block size in the CFB mode.

Syntax

| ppSt at us i ppsARCFi ve64Encrypt CFB (const | pp8u* pSrc, |pp8u* pDst, int |ength,
int cfbBl kSi ze, const | ppsARCFi ve64Spec* pCtx, const |pp8u* plV,

| ppsCPPaddi ng paddi ng) ;

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

| engt h Length of the plaintext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsARCFi ve64Spec context.

plVv Pointer to the initialization vector for the CFB mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the CFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

i ppSt sLengt hErr

i ppSt sUnder RunEr r

i ppSt sCFBSi zeErr

i ppSt sCont ext Mat chErr
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ARCFive64DecryptCFB

Decrypts a variable length data stream using the
RC5 cipher with 64-bit block size in the CFB mode.

Syntax

| ppSt at us | ppsARCFi ve64Decrypt CFB (const | pp8u* pSrc, |pp8u* pDst, int |ength,
int cfbBl kSi ze, const | ppsARCFi ve64Spec* pCtx, const |pp8u* plV,

| ppsCPPaddi ng paddi ng) ;

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

| engt h Length of the ciphertext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsARCFi ve64Spec context.

plVv Pointer to the initialization vector for the CFB mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length in the CFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sLengt hErr

i ppSt sUnder RunEr r
i ppSt sCFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if | engt h is not divisible
by the cf bBl kSi ze parameter value.

Indicates an error condition if the value of cf bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.
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ARCFive64€EncryptOFB

Encrypts a variable length data stream using the
RC5 cipher with 64-bit block size in the OFB mode.

Syntax

| ppSt at us | ppsARCFi ve64Encrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int |ength,
i nt of bBl kSi ze, const | ppsARCFi ve64Spec* pCtx, |pp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

| engt h Length of the plaintext data stream in bytes.

of bBl kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsARCFi ve64Spec context.

plV Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppSt sNul | PtrErr

i ppSt sLengt hErr

i ppSt sUnder RunEr r

i ppSt sOFBSi zeErr

i ppSt sCont ext Mat chErr
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ARCFive64DecryptOFB

Decrypts a variable length data stream using the
RC5 cipher with 64-bit block size in the OFB mode.

Syntax

| ppSt at us | ppsARCFi ve64Decrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int |ength,
i nt of bBl kSi ze, const | ppsARCFi ve64Spec* pCtx, |pp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

| engt h Length of the ciphertext data stream in bytes.

of bBl kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsARCFi ve64Spec context.

plV Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppSt sNul | PtrErr
i ppSt sLengt hErr

i ppSt sUnder RunEr r
i ppSt sOFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if | engt h is not divisible
by the of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.
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ARCFive64€ncryptCTR

Encrypts a variable length data stream using the
RC5 cipher with 64-bit block size in the CTR mode.

Syntax

| ppSt at us i ppsARCFi ve64Encrypt CTR (const | pp8u* pSrc, |pp8u* pDst, int |ength,
const | ppsARCFi ve64Spec* pCtx, |pp8u* pCtrValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.

pDst Pointer to the resulting ciphertext data stream.

| engt h Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsARCFi ve64Spec context.

pCtrVal ue Pointer to the counter data block.

ctrNunBit Si ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the CTR mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBit Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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ARCFive64DecryptCTR

Decrypts a variable length data stream using the
RC5 cipher with 64-bit block size in the CTR mode.

Syntax

| ppSt at us i ppsARCFi ve64Decrypt CTR (const | pp8u* pSrc, |pp8u* pDst, int |ength,

const | ppsARCFi ve64Spec* pCt x,

| pp8u* pCtrValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.

pDst Pointer to the resulting plaintext data stream.

| engt h Length of the ciphertext data stream in bytes.

pCt x Pointer to the | ppsARCFi ve64Spec context.

pCtrVal ue Pointer to the counter data block.

ctrNunBit Si ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length in the CTR mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

i ppSt sLengt hErr

i ppSt sCTRSi zeErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if the value of the
ctrNunBit Si ze is illegal.

Indicates an error condition if the context parameter
does not match the operation.
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RC5* Algorithm Functions for 128-bit Block Size

ARCFive128GetSize
Gets the size of the IppsARCFivel28Spec context.
Syntax
| ppSt at us i ppsARCFi vel28Cet Si ze (int rounds, int* pSize);
Parameters
rounds The number of rounds for the cipher.
pSi ze Poiner to the size of the | ppsARCFi vel28Spec context.
Description

This function is declared in the i ppcp. h file. The function gets the | ppsARCFi ve128Spec
context size in bytes and stores it in *pSi ze.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
ARCFive128Init

Initializes user-supplied memory as the
IppsARCFive128Spec context for future use.

Syntax

| ppSt at us i ppsARCFi vel28Init (const |pp8u *pKey, int keylen, int rounds,
| ppsARCFi vel28Spec* pCtx);

Parameters
pKey Pointer to the RC5 key.
keyl en Key byte stream length in bytes.
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rounds The number of rounds for the cipher.
pCt x Pointer to the | ppsARCFi vel28Spec context.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsARCFi vel28Spec context. In addition, the function uses the key to
provide all necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if keyl en is less than 1 or greater than
256.

ARCFive128€EncrypteCB

Encrypts a variable length data stream using the
RC5 cipher with 128-bit block size in the ECB mode.

Syntax

| ppSt at us i ppsARCFi vel28Encrypt ECB (const | pp8u* pSrc, |pp8u* pDst, int |ength,
const | ppsARCFi vel28Spec* pCtx, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

| ength Length of the input data stream in bytes.

pCt x Pointer to the | ppsARCFi vel28Spec context.

paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the ECB mode as specified in [NIST SP 800-38A].
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to O.

i ppSt sUnder RunEr r Indicates an error condition if | engt h is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

ARCFive128DecrypteCB

Decrypts a variable length data stream using the
RC5 cipher with 128-bit block size in the EBC mode.

Syntax

| ppSt at us i ppsARCFi vel28Decrypt ECB (const | pp8u* pSrc, |pp8u* pDst, int |ength,
const | ppsARCFi vel28Spec* pCtx, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

| engt h Length of the ciphertext data stream in bytes.

pCt x Pointer to the | ppsARCFi vel28Spec context.

paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h fil e. The function decrypts the input data stream
of a variable length in the ECB mode as specified in the [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
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i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to O.

i ppSt sUnder RunEr r Indicates an error condition if | engt h is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

ARCFive128€EncryptCBC

Encrypts a variable length data stream using the
RC5 cipher with 128-bit block size in the CBC mode.

Syntax

| ppSt at us i ppsARCFi vel28Encrypt CBC (const | pp8u* pSrc, |pp8u* pDst, int |ength,
const | ppsARCFi vel28Spec* pCix, const |pp8u* plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

| ength Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsARCFi vel28Spec context.

plVv Pointer to the initialization vector for the CBC mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h fil e. The function encrypts the input data stream
of a variable length in the CBC mode as specified in the [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.
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i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to O.

i ppSt sUnder RunEr r Indicates an error condition if | engt h is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

ARCFive128DecryptCBC

Decrypts a variable length data stream using the
RC5 cipher with 128-bit block size in the CBC mode.

Syntax

| ppSt at us i ppsARCFi vel28Decrypt CBC (const | pp8u* pSrc, |pp8u* pDst, int |ength,
const | ppsARCFi vel28Spec* pCtx, const |pp8u* plV, |ppsCPPaddi ng paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

| engt h Length of the ciphertext data stream in bytes.

pCt x Pointer to the | ppsARCFi vel28Spec context.

plV Pointer to the initialization vector for the CBC mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h fil e. The function decrypts the input data stream
of a variable length in the CBC mode as specified in the [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to 0.
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i ppSt sUnder RunEr r Indicates an error condition if | engt h is not divisible
by data block size.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

ARCFive128€EncryptCFB

Encrypts a variable length data stream using the
RC5 cipher with 128-bit block size in the CFB mode.

Syntax

| ppSt at us i ppsARCFi vel28Encrypt CFB (const | pp8u* pSrc, |pp8u* pDst, int |ength,
int cfbBl kSize, const |ppsARCFi vel28Spec* pCtx, const |pp8u* plV,
| ppsCPPaddi ng paddi ng) ;

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

| ength Length of the plaintext data stream in bytes.

cf bBI kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsARCFi vel28Spec context.

plV Pointer to the initialization vector for the CFB mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the CFB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.
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i ppSt sUnder RunEr r Indicates an error condition if | engt h is not divisible
by the cf bBl kSi ze parameter value.

i ppSt sCFBSi zeErr Indicates an error condition if the value of cf bBl kSi ze
is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter

does not match the operation.

ARCFive128DecryptCFB

Decrypts a variable length data stream using the
RC5 cipher with 128-bit block size in the CFB mode.

Syntax

| ppSt at us i ppsARCFi vel28Decrypt CFB (const | pp8u* pSrc, |pp8u* pDst, int |ength,
int cfbBl kSize, const |ppsARCFivel28Spec* pCtx, const |pp8u* plV,
| ppsCPPaddi ng paddi ng) ;

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

| engt h Length of the ciphertext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the | ppsARCFi vel28Spec context.

plVv Pointer to the initialization vector for the CFB mode operation.
paddi ng | ppsCPPaddi ngNONE padding scheme.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length in the CFB mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.
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i ppSt sLengt hErr

i ppSt sUnder RunEr r

i ppSt sCFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if | engt h is not divisible
by the cf bBl kSi ze parameter value.

Indicates an error condition if the value of cf bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.

ARCFive128€EncryptOFB

Encrypts a variable length data stream using the
RC5 cipher with 128-bit block size in the OFB mode.

Syntax

| ppSt at us i ppsARCFi vel28Encrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int |ength,
int of bBl kSi ze, const | ppsARCFi vel28Spec* pCix, |pp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

| ength Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsARCFi vel28Spec context.

plV Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.
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i ppSt sLengt hErr

i ppSt sUnder RunEr r

i ppSt sOFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if | engt h is not divisible
by the of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.

ARCFive128DecryptOFB

Decrypts a variable length data stream using the
RC5 cipher with 128-bit block size in the OFB mode.

Syntax

| ppSt at us i ppsARCFi vel28Decrypt OFB (const | pp8u* pSrc, |pp8u* pDst, int |ength,
of bBl kSi ze, const | ppsARCFi vel28Spec* pCtx, |pp8u* plV);

i nt
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Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

| ength Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsARCFi vel28Spec context.

plV Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the OFB mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.
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i ppSt sLengt hErr

i ppSt sUnder RunEr r

i ppSt sOFBSi zeErr

i ppSt sCont ext Mat chErr

Indicates an error condition if the input data stream
length is less than or equal to zero.

Indicates an error condition if | engt h is not divisible
by the of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBl kSi ze
is illegal.

Indicates an error condition if the context parameter
does not match the operation.

ARCFive128€ncryptCTR

Encrypts a variable length data stream using the
RC5 cipher with 128-bit block size in the CTR mode.

Syntax

| ppSt at us i ppsARCFi vel28Encrypt CTR (const | pp8u* pSrc, |pp8u* pDst, int |ength,

const | ppsARCFi vel28Spec* pCt x,

| pp8u* pCtrValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.

pDst Pointer to the resulting ciphertext data stream.

| ength Length of the plaintext data stream in bytes.

pCt x Pointer to the | ppsARCFi vel28Spec context.

pCt r Val ue Pointer to the counter data block.

ctrNunBit Si ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length in the CTR mode as specified in [NIST SP 800-38A].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.
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i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.

i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

ARCFive128DecryptCTR

Decrypts a variable length data stream using the
RC5 cipher with 128-bit block size in the CTR mode.

Syntax

| ppSt at us i ppsARCFi vel28Decrypt CTR (const | pp8u* pSrc, |pp8u* pDst, int |ength,
const | ppsARCFi vel28Spec* pCtx, |pp8u* pCtrValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.

pDst Pointer to the resulting plaintext data stream.

| engt h Length of the ciphertext data stream in bytes.

pCt x Pointer to the | ppsARCFi vel28Spec context.

pCtrVal ue Pointer to the counter data block.

ctrNunBit Si ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length in the CTR mode as specified in [NIST SP 800-38A].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than or equal to zero.
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i ppSt sCTRSi zeErr Indicates an error condition if the value of the
ctrNunBi t Si ze is illegal.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

ARCFour Functions

As the RC4* stream cipher, widely used for file encryption and secure communications, is
the property of RSA Security Inc., a cipher discussed in this section and resulting in the
same encryption/decryption as RC4* is called ARCFour.

The ARCFour stream cipher ([AC]) uses a variable length key of up to 256 octets (bytes).
ARCFour operates in the Output Feedback mode (OFB), defined in [NIST SP 800-38A],
which creates the keystream independently of both the plaintext and the ciphertext.

Table 2-7 lists Intel IPP ARCFour algorithm functions:

Table 2-7 Intel IPP ARCFour Algorithm Functions

Function Base Name Operation

ARCFour Get Si ze Gets the size of the | ppsSARCFour St at e context.

ARCFour CheckKey Checks weakness of a user defined key.

ARCFour |l nit Initializes user-supplied memory as the | ppsARCFour St at e
context for future use.

ARCFour Encr ypt Encrypts a variable length data stream according to ARCFour.

ARCFour Decr ypt Decrypts a variable length data stream according to ARCFour.

ARCFour Reset Resets the | ppsARCFour St at e context to the initial state.

The ARCFour algorithm functions, described in this section, use the context
| ppsARCFour St at e as an operational vehicle to carry variables needed to execute the
algorithm: S-Boxes and a current pair of indices.

The typical application code for conducting an encryption or decryption using ARCFour
should follow the sequence of operations listed below:

1. Get the buffer size required to configure the context | ppsARCFour St at e by calling the
function ARCFour Cet Si ze.

2. Call the operating system memory allocation service function to allocate a buffer
whose size is not less than the one specified by the function ARCFour Get Si ze.
Initialize the pointer pCt x to the | ppsARCFour St at e context by calling the function
ARCFour | ni t with the allocated buffer and the respective ARCFour cipher key of the
specified size.
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3. Call the ARCFour Encrypt or ARCFour Decr ypt function to encrypt or decrypt the input

data stream, respectively.

4. Call the operating system memory free service function to release the buffer allocated

for the | ppsARCFour St at e context, if needed.

ARCFourGetSize

Gets the size of the | ppsARCFour St at e context.

Syntax
| ppSt at us i ppsARCFour CGet Si ze(i nt* pSi ze);

Parameters

pSi ze Pointer to the size value of the | ppsARCFour St at e context.

Description

This function is declared in the i ppcp. h file. The function gets the size of the

| ppsARCFour St at e context in bytes and stores it in *pSi ze.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppStsNul | PtrErr Indicates an error condition if the specified pointer is NULL.

ARCFourCheckKey

Checks weakness of a user-defined key.
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Syntax

| ppSt at us i ppsARCFour CheckKey(const | pp8u* pKey, int keyLen, |ppsBool*
pl s\Weak) ;

Parameters
pKey Pointer to the user-defined key.
keyLen Length of the user-defined key in octets.
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pl s\Weak Pointer to the result of checking.

Description

This function is declared in the i ppcp. h file. The function checks weakness of user-defined
key. The function allows to make sure that the supplied key provides sufficient security.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if keyLen <1 or keyLen >256.
ARCFourlnit

Initializes user-supplied memory as the
| ppsARCFour St at e context for future use.

Syntax

| ppSt at us i ppsARCFour I nit (const | pp8u* pKey, int keylLen,
| ppsARCFour St at e* pCtx);

Parameters

pKey Pointer to the user-defined key.

keyLen Length of the user-defined key in octets.

pCt x Pointer to the | ppsARCFour St at e context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pC x as | ppsARCFour St at e context. In addition, the function uses the key to provide all
necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyLen <1 or keyLen >256.
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ARCFouréncrypt

Encrypts a variable length data stream according to
ARCFour.

Syntax

| ppSt at us i ppsARCFour Encrypt (const | pp8u* pSrc, |pp8u* pDst, int srclen,
| ppsARCFour St at e* pCtx);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in octets.

pCt x Pointer to the ARCFour St at e context.

Description

This function is declared in the i ppcp. h file. The function encrypts the input data stream of
a variable length using the ARCFour algorithm.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if length of the input data
stream is less than one octet.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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ARCFourDecrypt

Decrypts a variable length data stream according to
ARCFour.

Syntax

| ppSt at us i ppsARCFour Decr ypt (const | pp8u* pSrc, |pp8u* pDst, int srclen,
| ppsARCFour St at e* pCtx);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in octets.

pCt x Pointer to the ARCFour St at e context.

Description

This function is declared in the i ppcp. h file. The function decrypts the input data stream of
a variable length according to the ARCFour algorithm.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if length of the input data
stream is less than one octet.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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ARCFourReset

Resets the | ppsARCFour St at e context to the
initial state.
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Syntax

| ppSt at us | ppsARCFour Reset (| ppsARCFour St at e* pCt x) ;

Parameters

pCt x Pointer to the | ppsARCFour St at e context being reset.
Description

This function is declared in the i ppcp. h file. The function resets the | ppsARCFour St at e
context to the state it had immediately after the ARCFour | ni t function call. Contrary to
ARCFour | ni t, ARCFour Reset requires no secret key to initialize the S-Box.

Return Values

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.



One-Way Hash Primitives

Hash functions are used in cryptography with digital signatures and for ensuring data
integrity.

When used with digital signatures, a publicly available hash function hashes the message
and signs the resulting hash value. The party who receives the message can then hash the
message and check if the block size is authentic for the given hash value.

Hash functions are also referred to as “message digests” and “one-way encryption
functions”. Both terms are appropriate since hash algorithms do not have a key like
symmetric and asymmetric algorithms and you can recover neither the length nor the
contents of the plaintext message from the ciphertext.

To ensure data integrity, hash functions are used to compute the hash value that
corresponds to a particular input. Then, if necessary, you can check if the input data has
remained unmodified; you can re-compute the hash value again using the available input
and compare it to the original hash value.

The Hash Functions section of this chapter describes functions that implement the following
hash algorithms for streaming messages: MD5 [REC 1321], SHA-1, SHA-224, SHA-256,
SHA-384, and SHA-512 [FIPS PUB 180-2]. These algorithms are widely used in enterprise
applications nowadays.

Subsequent sections of the chapter describe Generalized Hash Functions for
Non-Streaming Messages, which apply hash algorithms to entire (non-streaming)
messages, and Mask Generation Functions, whose algorithms are often based on hash
computations.

Each of the above algorithms is implemented as a set of primitive functions.

The full list of Intel® Integrated Performance Primitives (Intel® IPP) Hash Primitive
Functions is given in Table 3-1.
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Table 3-1 One-way Hash Primitive Functions

Function Base Name

Hash Functions
MD5Get Si ze
VD51 ni t

MD5Dupl i cat e
MD5Updat e

MD5Fi nal
SHA1Get Si ze
SHA1I ni t

SHA1Dupl i cat e
SHAlUpdat e

SHA1Fi nal
SHA224Get Si ze
SHA2241 ni t

SHA224Dupl i cat e

SHA224Updat e

SHA224Fi nal
SHA256Get Si ze
SHA2561 ni t

SHA256Dupl i cat e

SHA256Updat e

SHA256Fi nal
SHA384Get Si ze
SHA3841 ni t

SHA384Dupl i cat e

3-2

Operation

Gets the size of the | ppsMD5St at e context.

Initializes user-supplied memory as | ppsMD5St at e context
for future use.

Copies one | ppsMD5St at e context to another.

Digests the current input message stream of the specified
length.

Completes computation of MD5 digest value.
Gets the size of the SHAL context.

Initializes user-supplied memory as | ppsSHALSt at e context
for future use.

Copies one | ppsSHALSt at e context to another.

Digests the current input message stream of the specified
length.

Completes computation of SHA-1 digest value.
Gets the size of the | ppsSHA224St at e context.

Initializes user-supplied memory as | ppsSHA224St at e
context for future use.

Copies one | ppsSHA224 St at e context to another.

Digests the current input message stream of the specified
length.

Completes computation of SHA-224 digest value.
Gets the size of the | ppsSHA256St at e context.

Initializes user-supplied memory as | ppsSHA256St at e
context for future use.

Copies one | ppsSHA256St at e context to another.

Digests the current input message stream of the specified
length.

Completes computation of SHA-256 digest value.
Gets the size of the | ppsSSHA384St at e context.

Initializes user-supplied memory as | ppsSHA384St at e
context for future use.

Copies one | ppsSHA384St at e context to another.
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Table 3-1

One-way Hash Primitive Functions (continued)

Function Base Name
SHA384Updat e

SHA384Fi nal
SHA512Cet Si ze
SHA512I ni t

SHA512Dupl i cat e
SHA512Updat e

SHA512Fi nal

Generalized Hash Functions for
Non-Streaming Messages

MD5MessageDi gest
SHA1MessageDi gest
SHA256MessageDi gest
SHA256MessageDi gest
SHA384MessageDi gest
SHA512MessageDi gest
Mask Generation Functions
MG=_ VD5

MGF_SHAL

MG-_SHA224
MG-_SHA256
MG-_SHA384

MGF_SHA512

Operation

Digests the current input message stream of the specified

length.

Completes computation of SHA-384 digest value.

Gets the size of the | ppsSHA512St at e context.

Initializes user-supplied memory as | ppsSHA512St at e

context for future use.

Copies one | ppsSHA512St at e context to another.

Digests the current input message stream of the specified

length.

Completes computation of SHA-512 digest value.

Computes MD5 digest value of the input message.

Computes SHA-1 digest value of the input message.

Computes SHA-224 digest value of the input message.

Computes SHA-256 digest value of the input message.

Computes SHA-384 digest value of the input message.

Computes SHA-512 digest value of the input message.

Generates a pseudorandom
MD5 hash function.

Generates a pseudorandom
SHA-1 hash function.

Generates a pseudorandom
SHA-224 hash function.

Generates a pseudorandom
SHA-256 hash function.

Generates a pseudorandom
SHA-384 hash function.

Generates a pseudorandom
SHA-512 hash function.

mask of the specified length using

mask of the specified length using

mask of the specified length using

mask of the specified length using

mask of the specified length using

mask of the specified length using

3-3



3 Intel Integrated Performance Primitives Reference Manual: Volume 4

Hash Functions

Functions featured in this section apply hash algorithms to digesting streaming messages.
A primitive implementing a hash algorithm uses the St at e context as an operational
vehicle to carry all necessary variables to manage the computation of the chaining digest
value. For example, the primitive implementing the SHA-1 hash algorithm must use the

i ppsSHALSt at e context.

The function | ni t initializes (MD5I ni t, SHALl ni t , SHA224I ni t , SHA2561 ni t ,

SHA3841 ni t, and SHA512I ni t ) the context and sets up specified initialization vectors.
Once initialized, the function Updat e (MD5Updat e, SHA1Updat e, SHA224Updat e,
SHA256Updat e, SHA384Updat e, and SHA512Updat e) digests the input message stream
with the selected hash algorithm till it exhausts all message blocks. The function Fi nal
(MD5Fi nal , SHALFi nal , SHA224Fi nal , SHA256Fi nal , SHA384Fi nal , and SHAS512Fi nal )
is designed to pad the partial message block into a final message block with the specified
padding scheme, and then uses the hash algorithm to transform the final block into a
message digest value.

The following example illustrates how the application code can apply the implemented
SHA-1 hash standard to digest the input message stream.

1. Call the function SHAL1Cet Si ze to get the size required to configure the
i ppsSHA1St at e context.

2. Ensure that the required memory space is properly allocated. With the allocated
memory, call the SHALI ni t function to set up the initial context state with the
SHA-1 specified initialization vectors.

3. Keep calling the function SHA1Updat e to digest incoming message stream in the
queue till its completion.

4. Call the function SHALFi nal for padding the partial block into a final SHA-1
message block and transforming it into a 160-bit message digest value.

5. Call the operating system memory free service function to release the
i ppsSHA1St at e context.

MD5GetSize

Gets the size of the | ppsND5St at e context in

bytes.

Syntax
| ppSt at us | ppsMDEGet Si ze(i nt *pSi ze) ;
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Parameters

pSi ze Pointer to the | ppsMD5St at e context size value.

Description

This function is declared in the i ppcp. h file. The function gets the | ppsMD5St at e context
size in bytes and stores it in *pSi ze.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
MD5lInit

Initializes user-supplied memory as | ppsNVD5St at e
context for future use.

Syntax

| ppSt at us i ppsMD5I nit (| ppsMD5St at e* pCtx);

Parameters

pCt x Pointer to the | ppsMD5St at e context being intialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as | ppsMD5St at e context.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
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MD5Duplicate

Copies one | ppsMD5St at e context to another.

Syntax
| ppSt at us i ppsMD5Dupl i cat e(const | ppsMD5St at e* pSrcCtx, | ppsMD5State* pDst Ctx)
Parameters
pSrcCt x Pointer to the source | ppsMD5St at e context.
pDst Ct x Pointer to the | ppsMD5St at e context to be cloned.
Description

The function is declared in the i ppcp. h file. The function copies one | ppsMD5St at e
context to another.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

MD5Update

Digests the current input message stream of the
specified length.

Syntax

| ppSt at us i ppsMD5Updat e(const | pp8u *pSrcMesg, int nesglen, |ppsVD5St ate
“pax);

Parameters

pSrcMesg Pointer to the buffer containing a part of or the whole message.

nesgl en Length of the actual part of the message in bytes.
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pCt x Pointer to the | ppsMD5St at e context.

Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length.

The function first integrates the previous partial block with the input message stream and
then partitions them into multiple message blocks (as specified by the applied hash
algorithm) with a possible additional partial block. For each message block, the function
uses the selected hash algorithm to transform the block into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.

MD5Final

Completes computation of the MD5 digest value.

Syntax

| ppSt at us i ppsMD5Fi nal (1 pp8u *pMD, | ppsMD5State *pCtx);
Parameters

pMD Pointer to the resultant digest value.

pCt x Pointer to the | ppsMD5St at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stores the result into the specified memory.
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

SHA1GetSize

Gets the size of the | ppsSHALSt at e context in
bytes.

Syntax
| ppSt at us i ppsSHAL1Get Si ze(i nt *pSi ze) ;

Parameters

pSi ze Pointer to the | ppsSHALSt at e context size value.

Description

This function is declared in the i ppcp. h file. The function gets the | ppsSHALSt at e context
size in bytes and stores it in *pSi ze.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA1Init

Initializes user-supplied memory as
| ppsSHALSt at e context for future use.

Syntax
| ppSt at us i ppsSHALI ni t (| ppsSHALSt at e* pCt x);
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Parameters
pCt x Pointer to the | ppsSHALSt at e context being intialized.

Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as | ppsSHALSE at e context.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA1Duplicate

Copies one | ppsSHALSt at e context to another.

Syntax

| ppSt at us i ppsSHAL1Dupl i cat e(const | ppsSHALSt at e* pSrcCt x, | ppsSHALSt at e*
pDst Ct x)

Parameters

pSrcCt x Pointer to the source | ppsSHA1St at e context.

pDst Ct x Pointer to the | ppsSHALSt at e context to be cloned.

Description

The function is declared in the i ppcp. h file. The function copies one | ppsSHALSt at e
context to another.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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SHA1Update

Digests the current input message stream of the
specified length.

Syntax

| ppSt at us i ppsSHA1Updat e(const | pp8u *pSrcMesg, int nesglen,
| ppsSHALSt ate *pCtx);

Parameters

pSrcMesg Pointer to the buffer containing a part of or the whole message.
nesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsSHALSt at e context.

Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length.

The function first integrates the previous partial block with the input message stream and
then partitions them into multiple message blocks (as specified by the applied hash
algorithm) with a possible additional partial block. For each message block, the function
uses the selected hash algorithm to transform the block into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.
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SHA1Final

Completes computation of the SHA1 digest value.

Syntax

| ppSt at us i ppsSHALFi nal (I pp8u *pMD, | ppsSHALState *pCtx);
Parameters

pMVD Pointer to the resultant digest value.

pCt x Pointer to the | ppsSHALSt at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stores the result into the specified memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

SHA224GetSize
Gets the size of the | ppsSHA224St at e context in
bytes.
Syntax
| ppSt at us | ppsSHA224CGet Si ze(i nt *pSi ze) ;
Parameters
pSi ze Pointer to the | ppsSHA224St at e context size value.
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Description

This function is declared in the i ppcp. h file. The function gets the | ppsSHA224St at e
context size in bytes and stores it in *pSi ze.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
SHAZ224Init

Initializes user-supplied memory as
| ppsSHA224St at e context for future use.

Syntax

| ppSt at us i ppsSHA2241 ni t (1 ppsSHA224St at e* pCt x) ;

Parameters

pCt x Pointer to the | ppsSHA224St at e context being intialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as | ppsSHA224St at e context.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA224Duplicate

Copies one | ppsSHA224St at e context to another.

Syntax

| ppSt at us i ppsSHA224Dupl i cat e(const | ppsSHA224St at e* pSrcCt X,
| ppsSHA224St at e* pDst Ct x)
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Parameters

pSrcCt x Pointer to the source SHA224St at e context.

pDst Ct x Pointer to the | ppsSHA224St at e context to be cloned.
Description

The function is declared in the i ppcp. h file. The function copies one | ppsSHA224St at e
context to another.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

SHAZ224Update

Digests the current input message stream of the
specified length.

Syntax

| ppSt at us i ppsSHA224Updat e(const | pp8u *pSrcMesg, int mesglen,
| ppsSHA224St at e *pCt x) ;

Parameters

pSrcMesg Pointer to the buffer containing a part of or the whole message.
nesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsSHA224St at e context.

Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length.
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The function first integrates the previous partial block with the input message stream and
then partitions them into multiple message blocks (as specified by the applied hash
algorithm) with a possible additional partial block. For each message block, the function
uses the selected hash algorithm to transform the block into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.

SHAZ224Final

Completes computation of the SHA224 digest

value.
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Syntax

| ppSt at us i ppsSHA224Fi nal (1 pp8u *pMD, | ppsSHA224State *pCtx);
Parameters

pMVD Pointer to the resultant digest value.

pCt x Pointer to the | ppsSHA224St at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stores the result into the specified memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.
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i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

SHA256GetSize

Gets the size of the | ppsSHA256St at e context in
bytes.

Syntax
| ppSt at us | ppsSHA256Cet Si ze(i nt *pSi ze) ;

Parameters
pSi ze Pointer to the | ppsSHA256St at e context size value.

Description

This function is declared in the i ppcp. h file. The function gets the | ppsSHA256St at e
context size in bytes and stores it in *pSi ze.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA256Init

Initializes user-supplied memory as
| ppsSHA256St at e context for future use.

Syntax

| ppSt at us i ppsSHA2561 ni t (1 ppsSHA256St ate *pCt x) ;

Parameters

pCt x Pointer to the | ppsSHA256St at e context being intialized.
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Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as | ppsSHA256St at e context.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA256Duplicate

Copies one | ppsSHA256St at e context to another.

Syntax

| ppSt at us i ppsSHA256Dupl i cat e(const | ppsSHA256St at e* pSrcCt X,
| ppsSHA256* pDst Ct x)

Parameters

pSrcCt x Pointer to the source | ppsSHA256St at e context.

pDst Ct x Pointer to the | ppsSHA256St at e context to be cloned.
Description

The function is declared in the i ppcp. h file. The function copies one | ppsSHA256St at e
context to another.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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SHAZ256Update

Digests the current input message stream of the
specified length.

Syntax

| ppSt at us | ppsSHA256Updat e(const | pp8u *pSrcMesg, int mesglen,
| ppsSHA256St at e *pCt x) ;

Parameters

pSrcMesg Pointer to the buffer containing a part of or the whole message.
nesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsSHA256St at e context.

Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length.

The function first integrates the previous partial block with the input message stream and
then partitions them into multiple message blocks (as specified by the applied hash
algorithm) with a possible additional partial block. For each message block, the function
uses the selected hash algorithm to transform the block into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.
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SHAZ256Final
Completes computation of the SHA256 digest
value.
Syntax
| ppSt at us i ppsSHA256Fi nal (| pp8u *pMD, | ppsSHA256State *pCtx);
Parameters
pMD Pointer to the resultant digest value.
pCt x Pointer to the | ppsSHA256St at e context.
Description
This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stores the result into the specified memory.
Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.
i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
SHA384GetSize

Gets the size of the | ppsSHA384St at e context in

bytes.
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Syntax

| ppSt at us i ppsSHA384Cet Si ze(i nt *pSi ze) ;

Parameters

pSi ze Pointer to the | ppsSHA384St at e context size value.
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Description

This function is declared in the i ppcp. h file. The function gets the | ppsSHA384St at e
context size in bytes and stores it in *pSi ze.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA384Init

Initializes user-supplied memory as
| ppsSHA384St at e context for future use.

Syntax

| ppSt at us i ppsSHA384I ni t (1 ppsSHA384St at e* pCt x) ;

Parameters

pCt x Pointer to the | ppsSHA384St at e context being intialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as | ppsSHA384St at e context.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA384Duplicate

Copies one | ppsSHA384St at e context to another.

Syntax

| ppSt at us i ppsSHA384Dupl i cat e(const | ppsSHA384St at e* pSrcCt X,
| ppsSHA384St at e* pDst Ct x)
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Parameters

pSrcCt x Pointer to the source | ppsSHA384St at e context.

pDst Ct x Pointer to the | ppsSHA384St at e context to be cloned.
Description

The function is declared in the i ppcp. h file. The function copies one | ppsSHA384St at e
context to another.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

SHA384Update

Digests the current input message stream of the
specified length.
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Syntax

| ppSt at us i ppsSHA384Updat e(const | pp8u *pSrcMesg, int mesglen,
| ppsSHA384St at e *pCt x) ;

Parameters

pSrcMesg Pointer to the buffer containing a part of or the whole message.
nesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsSHA384St at e context.

Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length.
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The function first integrates the previous partial block with the input message stream and
then partitions them into multiple message blocks (as specified by the applied hash
algorithm) with a possible additional partial block. For each message block, the function
uses the selected hash algorithm to transform the block into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.

SHA384Final

Completes computing of the SHA384 digest value.
Syntax
| ppSt at us i ppsSHA384Fi nal (| pp8u *pMD, | ppsSHA384State *pCix);
Parameters
pMD Pointer to the resultant digest value.
pCt x Pointer to the | ppsSHA384St at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stores the result into the specified memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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SHA512GetSize
Gets the size of the | ppsSHA512St at e context in
bytes.
Syntax
| ppSt at us i ppsSHA512Get Si ze(i nt *pSi ze) ;
Parameters
pSi ze Pointer to the | ppsSHAS512St at e context size value.
Description
This function is declared in the i ppcp. h file. The function gets the | ppsSHA512St at e
context size in bytes and stores it in *pSi ze.
Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA512Init

Initializes user-supplied memory as
| ppsSHA512St at e context for future use.
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Syntax

| ppSt at us i ppsSHA5121 nit (1 ppsSHA512St at e* pState);

Parameters

pCt x Pointer to the | ppsSHA512St at e context being intialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as | ppsSHA512St at e context.
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA512Duplicate

Copies one | ppsSHA512St at e context to another.

Syntax

| ppSt at us i ppsSHA512Dupl i cat e(const | ppsSHA512St at e* pSrcC X,
| ppsSHA512* pDst Ct x)

Parameters

pSrcCt x Pointer to the source | ppsSHA512St at e context.

pDst Ct x Pointer to the | ppsSHA512St at e context to be cloned.
Description

The function is declared in the i ppcp. h file. The function copies one | ppsSHA512St at e
context to another.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

3-23



3 Intel Integrated Performance Primitives Reference Manual: Volume 4

SHA512Update

Digests the current input message stream of the
specified length.

Syntax

| ppSt at us i ppsSHA512Updat e(const | pp8u *pSrcMesg, int mesglen,
| ppsSHA512St at e *pCt x);

Parameters

pSrcMesg Pointer to the buffer containing a part of or the whole message.
nesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsSHA512St at e context.

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length.

The function first integrates the previous partial block with the input message stream and
then partitions them into multiple message blocks (as specified by the applied hash
algorithm) with a possible additional partial block. For each message block, the function
uses the selected hash algorithm to transform the block into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.
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SHA512Final

Completes computation of the SHA512 digest

value.
Syntax
| ppSt at us i ppsSHA512Fi nal (1 pp8u *pMD, | ppsSHA512State *pCtx);
Parameters
pMD Pointer to the resultant digest value.
pCt x Pointer to the | ppsSHA512St at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stores the result into the specified memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

Generalized Hash Functions for Non-Streaming
Messages

Intel IPP hash functions MD5MessageDi gest , SHALMessageDi gest ,

SHA224MessageDi gest , SHA256MessageDi gest , SHA384MessageDi gest , and
SHA512MessageDi gest are used to calculate a digest of an entire (non-streaming) input
message by applying a selected hash algorithm.

Having the six hash algorithms currently available in the Intel IPP, you may still prefer to
use a different implementation of a hash algorithm, based on some other function. In this
case you can also use the IPPCP library. To do this, use the definition of a hash function
introduced in IPPCP and given in the subsection below. This definition is also applied to a
hash function when it is passed as a parameter that some Public Key Cryptography
operations optionally use.
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General Definition of a Hash Function

Syntax

typedef |ppStatus(_STDCALL *I ppHASH) (const | pp8u* pMsg, int msglLen,
| pp8u* pMD);

Parameters

pMsg Pointer to the input octet string.

msglLen Length of the input string in octers.

pMVD Pointer to the output message digest.

Description

This declaration is included in the i ppcp. h file. The function calculates the digest of a
non-streaming message using the implemented hash algorithm.

o NOTE. Definition of a hash function used in Intel IPP limits length (in
_ octets) of an input message for any specific hash function by the range of
the i nt data type, with the upper bound of 232-1.

MD5MessageDigest

Computes MD5 digest value of the input message.

Syntax
| ppSt at us i ppsMD5MessageDi gest (const | pp8u *pSrcMesg, int nesglLen, |pp8u *pM);
Parameters
pSrcMesg Pointer to the input message.
nesgl en Message length in octets.
pMD Pointer to the resultant digest.
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Description

This function is declared in the i ppcp. h file. The function uses the selected hash algorithm
to compute digest value of the entire (non-streaming) input message.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream length is less
than zero.

Example 3-1 MD5 Digest of a Message

void MD5_sanpl e(voi d){
/1l define nmessage
| pp8u nsg[] = "abcdef ghij kl mopgr st uvwxyz"

/'l once the whol e nessage is placed into nmenory,

// one can use the integrated primtive

| pp8u di gest[ 16];

i ppsMD5MessageDi gest (nsg, strlen((char*)nmsg), digest);

}
SHA1MessageDigest
Computes SHA-1 digest value of the input
message.
Syntax
| ppSt at us i ppsSHAL1MessageDi gest (const | pp8u *pSrcMesg, int nesglen,
| pp8u *pMD) ;
Parameters
pSrcMesg Pointer to the input message.
nesgl en Message length in octets.
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pMVD Pointer to the resultant digest.

Description

This function is declared in the i ppcp. h file. The function uses the selected hash algorithm
to compute the digest value of the entire (non-streaming) input message.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream length is less
than zero.

Example 3-2 SHA1 Digest of a Message

/1
/1
/1

Conpute two SHA1 di gests of a nmessage:
1-st will correspond of 1/2 nessage
2-nd will correspond of whol e nessage

voi d SHA1_sanpl e(voi d) {
/'l get size of the SHALl context

i nt

ct xSi ze;

i ppsSHAL1Get Si ze( &ct xSi ze) ;

/1 allocate the SHAl context
| ppsSHALSt at e* pCtx = (I ppsSHALSt ate*)( new | pp8u [ctxSize] );

[/ and initialize the context
i ppsSHALI ni t (pCt x);

/1 define a nessage

| pp8u neg[] = "abcdbcdecdef def gef ghf ghi ghi j hij ki j klj kl nkl ml momopnopq";

i nt

n;
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Example 3-2 SHA1 Digest of a Message (continued)

/'l update digest using a piece of nessage
for(n=0; n<(sizeof(nsg)-1)/2; n++)
i ppsSHA1Updat e( nsg+n, 1, pCtx);
/'l clone the SHAL cont ext
| ppsSHALSt at e* pCtx2 = (I ppsSHALState*)( new | pp8u [ctxSize] );
i ppsSHALI ni t (pCt x2);
i ppsSHA1Dupl i cate(pCt x, pCtx2);
/1 finalize and extract digest of a half nessage
| pp8u di gest[ 20];
i ppsSHALFi nal (di gest, pCix);

/'l update digest using the SHA1 cl one context
i ppsSHA1Updat e( msg+n, si zeof (nsg)-1-n, pCtx2);

/1 finalize and extract digest of a whole nessage
| pp8u di gest 2[ 20];
i ppsSHALFi nal (di gest2, pCtx2);

delete [] (Ipp8u*)pCtx;
delete [] (Ipp8u*)pCtx2;

SHA224MessageDigest

Computes SHA-224 digest value of the input
message.

Syntax
| ppSt at us | ppsSHA224MessageDi gest (const | pp8u *pSrcMsg, int mesgl en,
| pp8u *pMD) ;
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Parameters

pSrcMesg Pointer to the input message.
nmesgl en Message length in octets.

pMD Pointer to the resultant digest.
Description

This function is declared in the i ppcp. h file. The function uses the selected hash algorithm
to compute the digest value of the entire (non-streaming) input message.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if the input data stream length is less
than zero.
SHAZ256MessageDigest
Computes SHA-256 digest value of the input
message.
Syntax
| ppSt at us i ppsSHA256MessageDi gest (const | pp8u *pSrcMsg, int mnesglen,
| pp8u *pMD) ;
Parameters
pSrcMesg Pointer to the input message.
nesgl en Message length in octets.
pMD Pointer to the resultant digest.
Description
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This function is declared in the i ppcp. h file. The function uses the selected hash algorithm
to compute the digest value of the entire (non-streaming) input message.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
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i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if the input data stream length is less
than zero.
SHA384MessageDigest
Computes SHA-384 digest value of the input
message.
Syntax
| ppSt at us i ppsSHA384MessageDi gest (const | pp8u *pSrcMsg, int mesglen,
| pp8u *pMD) ;
Parameters
pSrcMesg Pointer to the input message.
nesgl en Message length in octets.
pMD Pointer to the resultant digest.
Description

This function is declared in the i ppcp. h file. The function uses the selected hash algorithm
to compute the digest value of the entire (non-streaming) input message.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream length is less
than zero.
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SHA512MessageDigest
Computes SHA-512 digest value of the input
message.
Syntax
| ppSt at us i ppsSHA512MessageDi gest (const | pp8u *pSrcMsg, int mesglen,
| pp8u *pMD) ;
Parameters
pSrcMesg Pointer to the input message.
nesgl en Message length in octets.
pMD Pointer to the resultant digest.
Description

This function is declared in the i ppcp. h file. The function uses the selected hash algorithm
to compute the digest value of the entire (non-streaming) input message.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream length is less
than zero.

Mask Generation Functions

3-32

Public Key Cryptography frequently uses mask generation functions (MGFs) to achieve a
particular security goal. For example, MGFs are used both in RSA-OAEP encryption and
RSA-SSA signature schemes.

MGF function takes an octet string of a variable length and generates an octet string of a
desired length. MGFs are deterministic, which means that the input octet string completely
determines the output one. The output of an MGF should be pseudorandom, that is,
infeasible to predict. The provable security of such cryptography schemes as RSA-OAEP or
RSA-SSA, relies on the random nature of the MGF output. That is why one-way hash
functions is one of the well-known ways to implement an MGF. The exact definition of an
MGF based on a one-way hash function may be found in [PKCS 1.2.1].
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This section describes MGFs based on widely-used MD5, SHA-1, SHA-224, SHA-256,
SHA-384 and SHA-512 hash algorithms as well as the possibility to use a different
implementation of MGF.

o NOTE. Intel IPP implementation of MGFs limits length (in octets) of an
_ input message for any specific MGF by the range of the i nt data type,
with the upper bound of 232-1.

User's Implementation of a Mask Generation Function

In case you prefer or have to use a different implementation of an MGF you can still use
IPPCP. To do this, use the definition of MGF introduced in the IPPCP library and described in
this section. The declaration provided below also defines an MGF when it is used as a
parameter in some Public Key Cryptography operations.

Syntax

typedef |ppStatus(_STDCALL *I ppMSF) (const | pp8u* pSeed, int seedLen,
| pp8u* pMask, int maskLen);

Parameters

pSeed Pointer to the input octet string.

seedLen Length of the input string.

pMask Pointer to the output pseodorandom mask.
maskLen Desired length of the output.

Description

This declaration is included in the i ppcp. h file. The function generates an octet string of
length naskLen according to the implemented algorithm, providing pseudorandom output.
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MGF_MD5

Generates a pseudorandom mask of the specified
length using MD5 hash function.

Syntax

| ppSt at us i ppsMa-_MD5(const | pp8u *pSeed, int seedLen, |pp8u* pMask, int
maskLen) ;

Parameters

pSeed Pointer to the input octet string.

seedLen Length of the input string.

pMask Pointer to the output pseodorandom mask.

maskLen Desired length of the output.

Description

This function is declared in the i ppcp. h file. The function generates a pseudorandom mask
of the specified length using MD5 hash algorithm.

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if pMask pointer is NULL.

i ppSt sLengt hErr Indicates an error condition if any of the specified lengths is
negative or zero.

MGF_SHA1

Generates a pseudorandom mask of the specified
length using SHA-1 hash function.

Syntax

| ppSt at us i ppsMaF_SHA1(const | pp8u *pSeed, int seedlLen, |pp8u* pMask, int
maskLen) ;
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Parameters

pSeed Pointer to the input octet string.

seedLen Length of the input string.

pMask Pointer to the output pseodorandom mask.
maskLen Desired length of the output.

Description

This function is declared in the i ppcp. h file. The function generates a pseudorandom mask
of the specified length using SHA-1 hash algorithm.

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if pMask pointer is NULL.

i ppSt sLengt hErr Indicates an error condition if any of the specified lengths is
negative or zero.

MGF_SHAZ224

Generates a pseudorandom mask of the specified
length using SHA-224 hash function.

Syntax

| ppSt at us i ppsMEF_SHA224( const | pp8u *pSeed, int seedLen, |pp8u* pMask,
i nt maskLen);

Parameters

pSeed Pointer to the input octet string.

seedLen Length of the input string.

pMask Pointer to the output pseodorandom mask.
maskLen Desired length of the output.

Description

This function is declared in the i ppcp. h file. The function generates a pseudorandom mask
of the specified length using SHA-224 hash algorithm.
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Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if pMask pointer is NULL.

i ppSt sLengt hErr Indicates an error condition if any of the specified lengths is
negative or zero.

MGF_SHA256

Generates a pseudorandom mask of the specified
length using SHA-256 hash function.

Syntax

| ppSt at us | ppsMEF_SHA256( const | pp8u *pSeed, int seedLen, |pp8u* pMask,
i nt maskLen);

Parameters

pSeed Pointer to the input octet string.

seedLen Length of the input string.

pMask Pointer to the output pseodorandom mask.
maskLen Desired length of the output.

Description

This function is declared in the i ppcp. h file. The function generates a pseudorandom mask
of the specified length using SHA-256 hash algorithm.

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if pMask pointer is NULL.

i ppSt sLengt hErr Indicates an error condition if any of the specified lengths is
negative or zero.
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MGF_SHA384

Generates a pseudorandom mask of the specified
length using SHA-384 hash function.

Syntax

| ppSt at us i ppsMEF_SHA384(const | pp8u *pSeed, int seedLen, |pp8u* pMask,
i nt maskLen);

Parameters

pSeed Pointer to the input octet string.

seedLen Length of the input string.

pMask Pointer to the output pseodorandom mask.
maskLen Desired length of the output.

Description

This function is declared in the i ppcp. h file. The function generates a pseudorandom mask
of the specified length using SHA-384 hash algorithm.

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if pMask pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if any of the specified lengths is
negative or zero.

MGF_SHA512

Generates a pseudorandom mask of the specified
length using SHA-512 hash function.

Syntax

| ppSt at us i ppsMaF_SHAS512(const | pp8u *pSeed, int seedLen, |pp8u* pMask,
i nt maskLen);
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Parameters

pSeed Pointer to the input octet string.

seedLen Length of the input string.

pMask Pointer to the output pseodorandom mask.
maskLen Desired length of the output.

Description

This function is declared in the i ppcp. h file. The function generates a pseudorandom mask
of the specified length using SHA-512 hash algorithm.

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if pMask pointer is NULL.

i ppSt sLengt hErr Indicates an error condition if any of the specified lengths is
negative or zero.



Data Authentication
Primitive Functions

This chapter describes functions for generating message authentication code (MAC), that
is, Message Authentication Functions, and the Data Authentication Functions (DAA)
schemes.

Hash function-based MAC (HMAC) is widely used in the applications requiring message
authentication and data integrity check. HMAC was initially put forward in [RFC 2401] and
adopted by ANSI X9.71 and [FIPS PUB 198]. A MAC algorithm based on a symmetric key
block cipher, in other words, a cipher-based MAC (CMAC), is standardized in [NIST SP
800-38B]. CMAC may be appropriate for information systems where an approved block
cipher is available rather than an approved hash function.

DAA is widely used in the applications to detect unauthorized modifications, both
intentional and accidental, to data. DAA specification can be found in [FIPS PUB 113].

Message Authentication Functions

Intel® Integrated Performance Primitives (Intel® IPP) HMAC primitive functions, described
in this chapter, use various HMAC schemes based on one-way hash functions described in
the One-Way Hash Primitives chapter.

The Intel IPP CMAC primitive functions use CMAC schemes based on block ciphers
described in the Symmetric Cryptography Primitive Functions chapter.

The full list of Intel IPP message authentication functions is given in Table 4-1.

Table 4-1 Intel IPP HMAC Functions

Function Base Name Operation
Keyed Hash Primitive Functions
HVACSHA1Get Si ze Gets the size of the | ppsHVACSHALS! at e context.
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Table 4-1

Intel IPP HMAC Functions (continued)

Function Base Name
HMACSHALI ni t

HVMACSHA1Dupl i cat e
HMACSHAlUpdat e

HMACSHA1Fi nal
HVACSHAL1MessageDi gest
HMACSHA224Cet Si ze
HVACSHA224I ni t

HVMACSHA224Dupl i cat e
HVACSHA224Updat e

HMACSHA224Fi nal
HVACSHA224MessageDi gest

HVACSHA256Cet Si ze
HVACSHA2561 ni t

HMACSHA256Dupl i cat e
HVMACSHA256Updat e

HVACSHA256Fi nal
HVACSHA256MessageDi gest

HVACSHA384Cet Si ze
HVMACSHA3841 ni t

HMACSHA384Dupl i cat e
HVACSHA384Updat e

HMACSHA384Fi nal
HVACSHA384MessageDi gest

HVACSHA512Cet Si ze
HVACSHA512] ni t

HMACSHA512Dupl i cat e

4-2

Operation

Initializes user-supplied memory as | ppsHVMACSHALSt at e
context for future use.

Copies one | ppsHVMACSHALSt at e context to another.

Digests the current input message stream of the specified
length.

Completes computation of the HMAC value.
Computes the HMAC value of the message.
Gets the size of the | ppsHMACSHA224 St at e context.

Initializes user-supplied memory as | ppsHVACSHA224 St at e
context for future use.

Copies one | ppsHVACSHA224 St at e context to another.

Digests the current input message stream of the specified
length.

Completes computation of the HMAC value.
Computes the HMAC value of the message.
Gets the size of the | ppsHMACSHA256 St at e context.

Initializes user-supplied memory as | ppsHVMACSHA256St at e
context for future use.

Copies one | ppsHVACSHA256 St at e context to another.

Digests the current input message stream of the specified
length.

Completes computation of the HMAC value.
Computes the HMAC value of the message.
Gets the size of the | ppsHMACSHA384 St at e context.

Initializes user-supplied memory as | ppsHVACSHA384 St at e
context for future use.

Copies one | ppsHVACSHA384 St at e context to another.

Digests the current input message stream of the specified
length.

Completes computation of the HMAC value.
Computes the HMAC value of the message.
Gets the size of the | ppsHMACSHA512St at e context.

Initializes user-supplied memory as | ppsHVACSHA512St at e
context for future use.

Copies one | ppsHVACSHA512St at e context to another.
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Table 4-1 Intel IPP HMAC Functions (continued)

Function Base Name Operation

HVMACSHA512Updat e Digests the current input message stream of the specified
length.

HMACSHA512Fi nal Completes computation of the HMAC value.

HVACSHA512MessageDi gest Computes the HMAC value of the message.

HVACVD5Get Si ze Gets the size of the | ppsHMACMD5 St at e context.

HVACMD5I ni t Initializes user-supplied memory as | ppsHMACVD5St at e
context for future use.

HVACVD5Dupl i cat e Copies one | ppsHVACMD5St at e context to another.

HVACVD5Updat e Digests the current input message stream of the specified
length.

HVACVDSFi nal Completes computation of the HMAC value.

HVACVD5MessageDi gest Computes the HMAC value of the message.

CMAC Primitive Functions

CMACRI j ndael 128Cet Si ze Gets the size of the | ppsCMACR j ndael 128St at e context.

CVACRi j ndael 1281 ni t Initializes user-supplied memory as
| ppsCVACRI j ndael 128St at e context for future use.

CMACRI j ndael 128Updat e Updates the MAC value depending on the current input
message stream of the specified length.

CVACR j ndael 128Fi nal Completes computation of the MAC value.

CMACRI j ndael 128MessageDi gest ~ Computes the MAC value of the entire message.

Each MAC scheme is implemented as a set of the primitive functions tabled above.

For example, the primitive implementing HMAC that is based on SHA-1 hash algorithm
uses the i ppsHVACSHALSt at e context as an operational vehicle to carry all necessary
variables to manage computation of chaining digest value.

The function HVACSHALI ni t initializes the context and sets up the specified initialization
vectors. After the initialization, the function HVACSHAl1Updat e digests the input message
stream with the selected hash algorithm till it exhausts all message blocks.

The function HVACSHALFi nal is designed to pad the partial message block into a final
message block with the specified padding scheme, and then use the hash algorithm to
transform the final block into a message digest value.

The following example illustrates how the application code can apply the implemented
HMAC-SHA1 hash standard to digest the input message stream:
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1. Call the function HVACSHALCet Si ze to get the size required to configure the
| ppsHVACSHALSE at e context.

2. Ensure that the required memory space is properly allocated. With the allocated
memory, call the function HVACSHALI nit to set up key material and the initial
context state with the SHA-1 specified initialization vectors.

3. Keep calling the function HVACSHA1Updat e to digest incoming message stream in
the queue till its completion.

4. Call the function HVACSHALFI nal for padding the partial block into a final SHA-1
message block and transforming it into a resulting HMAC value.

5. Call the operating system memory free service function to release the
| ppsHVACSHALSE at e context.

HMACSHA1GetSize

Gets the size of the | ppsHVACSHALSt at e context.

4-4

Syntax
| ppSt at us i ppsHVACSHALGet Si ze(int *pSi ze);

Parameters
pSi ze Pointer to the | ppsHMACSHALSt at e context size value.

Description

The function is declared in the i ppcp. h file. The function gets the | ppsHVACSHALSt at e
context size in bytes and stores it in pSi ze.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
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HMACSHA1Init

Initializes user-supplied memory as
| ppsHVACSHALSt at e context for future use.

Syntax

| ppSt at us i ppsHVACSHALI nit (const | pp8u *pKey, int keylLen,
| ppsHVACSHALSt at e *pCt x;

Parameters

pKey Pointer to the user-supplied key.

keyLen Key length in bytes.

pCt x Pointer to the | ppsHVACSHALSt at e context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pC x as the | ppsHVACSHALSE at e context. The function also sets up the initial chaining
digest value according to the Hash algorithm specified by the function base name and
computes necessary key material from the supplied key pKey.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyLen is less than one.
HMACSHA1Duplicate
Copies one | ppsHVACSHA1St at e context to
another.
Syntax

| ppSt at us i ppsHVACSHALDupl i cat e(const | ppsHVACSHALSt at e* pSrcCt x,
| ppsHVACSHALSt at e* pDst Ct x) ;
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Parameters

pSrcCt x Pointer to the source | ppsHVACSHALSE at e context.

pDst Ct x Pointer to the source | ppsHVACSHALSt at e context to be cloned.
Description

The function is declared in the i ppcp. h file. The function copies one | ppsHVACSHALSt at e
context to another.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

HMACSHA1Update

Digests the current input message stream of the
specified length.

Syntax

| ppSt at us i ppsHVACSHALUpdat e(const | pp8u *pSrcMesg, int mesglen,
| ppsHVACSHALSt ate *pCt x);

Parameters

pSrcMesg Pointer to the buffer containing a part of the whole message.
nesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsHVMACSHALSt at e context.

Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length.
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The function first integrates the previous partial block with the input message stream and
then partitions them into multiple message blocks (as specified by the applied hash
algorithm) with a possible additional partial block. For each message block, the function
uses the selected hash algorithm to transform the block into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.

HMACSHA1Final

Completes computation of the HMAC value.

Syntax
| ppSt at us i ppsHVACSHALFi nal (I pp8u *pMAC, int macLen, |ppsHVACSHALState *pCtx);
Parameters
pMAC Pointer to the resultant HMAC value.
maclLen Specified HMAC length.
pCt x Pointer to the | ppsHMACSHALSt at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stores the result into the specified pMD memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.
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i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if macLen is less than one
or greater than the length of the hash value.

HMACSHA1MessageDigest

Computes the HMAC value of the message.

Syntax

| ppSt at us i ppsHVACSHALMessageDi gest (const | pp8u *pSrcMesg, int mesglLen,
const | pp8u *pKey, int keyLen, |pp8u *pMAC, int naclLen);

Parameters

pSrcMesg Pointer to the input message.
mesglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keyLen Key length in bytes.

pMAC Pointer to the resultant HMAC value.
macLen Specified HMAC length.

Description

This function is declared in the i ppcp. h file. The function takes the input key pKey of the
specified key length keyLen and applies the keyed hash-based message authentication
code scheme to transform the input message into the respective message authentication
code pMAC of the specified length maclLen.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if nsgLen is less than zero and naclLen

is less than one or greater than the length of the hash value.
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HMACSHAZ224GetSize

Gets the size of the | ppsHVACSHA224 St at e
context.

Syntax
| ppSt at us | ppsHVACSHA224Cet Si ze(i nt *pSi ze) ;

Parameters
pSi ze Pointer to the | ppsHVACSHA224St at e context size value.

Description

The function is declared in the i ppcp. h file. The function gets the | ppsHVACSHA224St at e
context size in bytes and stores it in pSi ze.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
HMACSHA224Init

Initializes user-supplied memory as
| ppsHVACSHA224 St at e context for future use.

Syntax

| ppSt at us i ppsHVACSHA2241 ni t (const | pp8u *pKey, int keylLen,
| ppsHVACSHA224St at e *pCt x) ;

Parameters

pKey Pointer to the user-supplied key.

keyLen Key length in bytes.

pCt x Pointer to the | ppsHMACSHA224St at e context being initialized.
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Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsHVACSHA224 St at e context. The function also sets up the initial chaining
digest value according to the Hash algorithm specified by the function base name and
computes necessary key material from the supplied key pKey.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyLen is less than one.
HMACSHA224Duplicate
Copies one | ppsHVACSHA224St at e context to
another.
Syntax
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| ppSt at us i ppsHVACSHA224Dupl i cat e( const | ppsHVACSHA224St at e* pSrcCt X,
| ppsHVACSHA224 St at e* pDst Ct x) ;

Parameters

pSrcCt x Pointer to the source | ppsHVACSHA224 St at e context.

pDst Ct x Pointer to the source | ppsHVACSHA224St at e context to be cloned.
Description

The function is declared in the i ppcp. h file. The function copies one
| ppsHVACSHA224 St at e context to another.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr ndicates an error condition if the context parameter
does not match the operation.
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HMACSHAZ224Update

Digests the current input message stream of the
specified length.

Syntax

| ppSt at us i ppsHVACSHA224Updat e( const | pp8u *pSrcMesg, int nesglen,
| ppsHVACSHA224St at e *pCt x) ;

Parameters

pSrcMesg Pointer to the buffer containing a part of the whole message.
nesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsHVACSHA224St at e context.

Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length.

The function first integrates the previous partial block with the input message stream and
then partitions them into multiple message blocks (as specified by the applied hash
algorithm) with a possible additional partial block. For each message block, the function
uses the selected hash algorithm to transform the block into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.
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HMACSHAZ224Final

Completes computation of the HMAC value.

Syntax

| ppSt at us i ppsHVACSHA224Fi nal (| pp8u *pMAC, int maclLen,
| ppsHVACSHA224St at e *pCt x) ;

Parameters

pMAC Pointer to the resultant HMAC value.

maclLen Specified HMAC length.

pCt x Pointer to the | ppsHVACSHA224St at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stores the result into the specified pMD memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if macLen is less than one
or greater than the length of the hash value.

HMACSHAZ224MessageDigest

Computes the HMAC value of the message.

Syntax

| ppSt at us | ppsHVACSHA224MessageDi gest (const | pp8u *pSrcMesg, int
nesglLen, const |pp8u *pKey, int keyLen, |pp8u *pMAC, int maclLen);
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Parameters

pSrcMesg Pointer to the input message.
mesglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keyLen Key length in bytes.

pMAC Pointer to the resultant HMAC value.
maclLen Specified HMAC length.

Description

This function is declared in the i ppcp. h file. The function takes the input key pKey of the
specified key length keyLen and applies the keyed hash-based message authentication
code scheme to transform the input message into the respective message authentication
code pMAC of the specified length maclLen.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if negLen is less than zero and macLen

is less than one or greater than the length of the hash value.

HMACSHA256GetSize

Gets the size of the | ppsHVACSHA256St at e
context.

Syntax
| ppSt at us i ppsHVACSHA256Cet Si ze(i nt *pSi ze) ;

Parameters
pSi ze Pointer to the | ppsHVACSHA256St at e context size value.

Description

The function is declared in the i ppcp. h file. The function gets the | ppsHVACSHA256St at e
context size in bytes and stores it in pSi ze.
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
HMACSHA256Init

Initializes user-supplied memory as
| ppsHVACSHA256St at e context for future use.
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Syntax

| ppSt at us i ppsHVACSHA2561 ni t (const | pp8u *pKey, int keylLen,
| ppsHVACSHA256St at e *pCt x) ;

Parameters

pKey Pointer to the user-supplied key.

keyLen Key length in bytes.

pCt x Pointer to the | ppsHVMACSHA256St at e context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsHVACSHA256St at e context. The function also sets up the initial chaining
digest value according to the Hash algorithm specified by the function base name and
computes necessary key material from the supplied key pKey.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyLen is less than one.
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HMACSHA256Duplicate

Copies one | ppsHVACSHA256St at e context to

another.

Syntax

| ppSt at us i ppsHMACSHA256Dupl i cat e( const | ppsHVACSHA256St at e* pSrcCt x,
| ppsHVACSHA256St at e* pDst Ct x) ;

Parameters

pSrcCt x Pointer to the source | ppsHVACSHA256St at e context.

pDst Ct x Pointer to the source | ppsHVACSHA256St at e context to be cloned.
Description

The function is declared in the i ppcp. h file. The function copies one
| ppsHVACSHA256St at e context to another.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr ndicates an error condition if the context parameter
does not match the operation.

HMACSHA256Update

Digests the current input message stream of the
specified length.

Syntax

| ppSt at us i ppsHVACSHA256Updat e( const | pp8u *pSrcMesg, int nesglen,
| ppsHVACSHA256St at e *pCt x) ;
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Parameters

pSrcMesg Pointer to the buffer containing a part of the whole message.
nmesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsHVACSHA256St at e context.

Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length.

The function first integrates the previous partial block with the input message stream and
then partitions them into multiple message blocks (as specified by the applied hash
algorithm) with a possible additional partial block. For each message block, the function
uses the selected hash algorithm to transform the block into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.

HMACSHAZ256Final

Completes computation of the HMAC value.
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Syntax

| ppSt at us i ppsHVACSHA256Fi nal (| pp8u *pMAC, int maclLen,
| ppsHVACSHA256St at e *pCt x) ;

Parameters

pMAC Pointer to the resultant HMAC value.

maclLen Specified HMAC length.

pCt x Pointer to the | ppsHVACSHA256St at e context.
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Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stores the result into the specified pMD memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if macLen is less than one
or greater than the length of the hash value.

HMACSHA256MessageDigest

Computes the HMAC value of the message.

Syntax

| ppSt at us i ppsHVACSHA256MessageDi gest (const | pp8u *pSrcMesg, int
nesglLen, const |pp8u *pKey, int keyLen, |pp8u *pMAC, int naclLen);

Parameters

pSrcMesg Pointer to the input message.
mesglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keyLen Key length in bytes.

pMAC Pointer to the resultant HMAC value.
maclLen Specified HMAC length.

Description

This function is declared in the i ppcp. h file. The function takes the input key pKey of the
specified key length keyLen and applies the keyed hash-based message authentication
code scheme to transform the input message into the respective message authentication
code pMAC of the specified length maclLen.
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if msgLen is less than zero and nacLen

is less than one or greater than the length of the hash value.

Example 4-1 SHA256 HMACs of a Message

/1l Conmpute two keyed-hash based nessage aut hentication code
/1 using the HVAC schene

I
Il

1-st will correspond of 1/2 message
2-nd will correspond of whol e nmessage

voi d HVACSHA256_sanpl e(voi d) {
/1 define key
| pp8u key[] = "the key for HMAC schene";

/1l get size of HVMACSHA256 cont ext

i nt

ct xSi ze;

i ppsHVACSHA256Cet Si ze( &ct xSi ze) ;

/1 allocate HVACSHA256 cont ext
| ppsHVACSHA256St at e* pCtx = (| ppsHVACSHA256St at e*) ( new | pp8u [ct xSi ze] );
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Example 4-1 SHA256 HMACs of a Message (continued)

/1 and ini context
i ppsHVACSHA2561 ni t (key, strlen((char*)key), pCtx);
/1 define nessage
| pp8u neg[] = "abcdbcdecdef def gef ghf ghi ghi j hij ki j klj kl mkl ml momopnopq";

int n;
/'l update MAC using piece of nessage
for(n=0; n<(sizeof(nsg)-1)/2; n++)

i ppsHVACSHA256Updat e( nmsg+n, 1, pCtx);

/1 cl one HVACSHA256 cont ext
| ppsHVACSHA256St at e* pCt x2 = (| ppsHVACSHA256St at e*) ( new | pp8u [ct xSi ze] );
i ppsHVACSHA2561 ni t (key, strlen((char*)key), pCtx2);
i ppsHVACSHA256Dupl i cat e(pCt x, pCtx2);

/1 finalize and extract digest of a half nessage
const int macLen = 16;

| pp8u mac[ maclLen];

i ppsHVACSHA256Fi nal (mac, maclLen, pCtx);

/'l update MAC usi ng HVACSHA256 cl one cont ext
i ppsHVACSHA256Updat e( nsg+n, sizeof (nmsg)-1-n, pCtx2);

/1 finalize and extract digest of a whol e nessage
| pp8u mac2[ nacLen];
i ppsHVACSHA256Fi nal (mac2, maclLen, pCtx2);

delete [] (Ipp8u*)pCtx;
delete [] (1pp8u*)pCtx2;
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HMACSHA384GetSize

Gets the size of the | ppsHVACSHA384St at e
context.

Syntax
| ppSt at us i ppsHVACSHA384Cet Si ze(i nt *pSi ze) ;

Parameters
pSi ze Pointer to the | ppsHVACSHA384St at e context size value.

Description

The function is declared in the i ppcp. h file. The function gets the | ppsHVACSHA384St at e
context size in bytes and stores it in pSi ze.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
HMACSHA384Init

Initializes user-supplied memory as
| ppsHVACSHA384St at e context for future use.

Syntax

| ppSt at us i ppsHVACSHA384I ni t (const | pp8u *pKey, int keylLen,
| ppsHVACSHA384St ate *pCt x) ;

Parameters

pKey Pointer to the user-supplied key.

keyLen Key length in bytes.

pCt x Pointer to the | ppsHMACSHA384St at e context being initialized.
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Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsHVACSHA384St at e context. The function also sets up the initial chaining
digest value according to the Hash algorithm specified by the function base name and
computes necessary key material from the supplied key pKey.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyLen is less than one.
HMACSHA384Duplicate
Copies one | ppsHVACSHA384St at e context to
another.
Syntax

| ppSt at us i ppsHVACSHA384Dupl i cat e( const | ppsHVACSHA384St at e* pSrcCt x,
| ppsHVACSHA384St at e* pDst Ct x) ;

Parameters

pSrcCt x Pointer to the source | ppsHVACSHA384St at e context.

pDst Ct x Pointer to the source | ppsHVACSHA384St at e context to be cloned.
Description

The function is declared in the i ppcp. h file. The function copies one
| ppsHVACSHA384 St at e context to another.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr ndicates an error condition if the context parameter
does not match the operation.
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HMACSHA384Update

Digests the current input message stream of the
specified length.

Syntax

| ppSt at us i ppsHVACSHA384Updat e( const | pp8u *pSrcMesg, int nesglen,
| ppsHVACSHA384St at e *pCt x) ;

Parameters

pSrcMesg Pointer to the buffer containing a part of the whole message.
nesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsHVACSHA384St at e context.

Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length.

The function first integrates the previous partial block with the input message stream and
then partitions them into multiple message blocks (as specified by the applied hash
algorithm) with a possible additional partial block. For each message block, the function
uses the selected hash algorithm to transform the block into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.
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HMACSHA384Final

Completes computation of the HMAC value.

Syntax

| ppSt at us i ppsHVACSHA384Fi nal (| pp8u *pMAC, int maclLen,
| ppsHVACSHA384St ate *pCt x) ;

Parameters

pMAC Pointer to the resultant HMAC value.

macLen Specified HMAC length.

pCt x Pointer to the | ppsHVACSHA384St at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stores the result into the specified pMD memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if macLen is less than one
or greater than the length of the hash value.

HMACSHA384MessageDigest

Computes the HMAC value of the message.

Syntax

| ppSt at us i ppsHVACSHA384MessageDi gest (const | pp8u *pSrcMesg, int
nesglLen, const |pp8u *pKey, int keyLen, |pp8u *pMAC, int maclLen);
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Parameters

pSrcMesg Pointer to the input message.
mesglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keyLen Key length in bytes.

pMAC Pointer to the resultant HMAC value.
maclLen Specified HMAC length.

Description

This function is declared in the i ppcp. h file. The function takes the input key pKey of the
specified key length keyLen and applies the keyed hash-based message authentication
code scheme to transform the input message into the respective message authentication
code pMAC of the specified length maclLen.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if negLen is less than zero and nmacLen

is less than one or greater than the length of the hash value.

HMACSHA512GetSize

Gets the size of the | ppsHVACSHA512St at e

context.

4-24

Syntax
| ppSt at us i ppsHVACSHAS12Cet Si ze(i nt *pSi ze) ;

Parameters
pSi ze Pointer to the | ppsHVACSHAS512St at e context size value.

Description

The function is declared in the i ppcp. h file. The function gets the | ppsHVACSHA512St at e
context size in bytes and stores it in pSi ze.
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
HMACSHAS512Init

Initializes user-supplied memory as
| ppsHMACSHAS12St at e context for future use.

Syntax

| ppSt at us i ppsHVACSHAS12I ni t (const | pp8u *pKey, int keylLen,
| ppsHVACSHA512St at e *pCt x) ;

Parameters

pKey Pointer to the user-supplied key.

keyLen Key length in bytes.

pCt x Pointer to the | ppsHMACSHAS12St at e context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsHVACSHA512St at e context. The function also sets up the initial chaining
digest value according to the Hash algorithm specified by the function base name and
computes necessary key material from the supplied key pKey.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyLen is less than one.
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HMACSHAS512Duplicate

Copies one | ppsHVACSHA512St at e context to
another.

Syntax

| ppSt at us i ppsHVMACSHAS512Dupl i cat e( const | ppsHVACSHA512St at e* pSrcCt x,
| ppsHVACSHA512St at e* pDst Ct x) ;

Parameters

pSrcCt x Pointer to the source | ppsHVACSHA512St at e context.

pDst Ct x Pointer to the source | ppsHVACSHAS512St at e context to be cloned.
Description

The function is declared in the i ppcp. h file. The function copies one
| ppsHVACSHAS12St at e context to another.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr ndicates an error condition if the context parameter
does not match the operation.

HMACSHA512Update

Digests the current input message stream of the
specified length.

Syntax

| ppSt at us i ppsHVACSHAS12Updat e( const | pp8u *pSrcMesg, int nesglen,
| ppsHVACSHA512St at e *pCt x) ;
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Parameters

pSrcMesg Pointer to the buffer containing a part of the whole message.
nmesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsHVACSHAS12St at e context.

Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length.

The function first integrates the previous partial block with the input message stream and
then partitions them into multiple message blocks (as specified by the applied hash
algorithm) with a possible additional partial block. For each message block, the function
uses the selected hash algorithm to transform the block into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.

HMACSHA512Final

Completes computation of the HMAC value.

Syntax

| ppSt at us i ppsHVACSHAS12Fi nal (I pp8u *pMAC, int maclLen,
| ppsHVACSHA512St at e *pCt x) ;

Parameters

pMAC Pointer to the resultant HMAC value.

maclLen Specified HMAC length.

pCt x Pointer to the | ppsHVACSHAS512St at e context.
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Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stores the result into the specified pMD memory.

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter

i ppSt sLengt hErr

does not match the operation.

Indicates an error condition if macLen is less than one
or greater than the length of the hash value.

HMACSHA512MessageDigest

Computes the HMAC value of the message.
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Syntax

| ppSt at us i ppsHVACSHAS12MessageDi gest (const | pp8u *pSrcMesg, int

mesglLen, const

Parameters
pSrcMesg
mesglLen
pKey
keyLen
pMAC
maclLen

Description

| pp8u *pKey, int keyLen, |pp8u *pMAC, int maclLen);

Pointer to the input message.
Message length in bytes.

Pointer to the user-supplied key.
Key length in bytes.

Pointer to the resultant HMAC value.

Specified HMAC length.

This function is declared in the i ppcp. h file. The function takes the input key pKey of the
specified key length keyLen and applies the keyed hash-based message authentication
code scheme to transform the input message into the respective message authentication
code pMAC of the specified length maclLen.
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if msgLen is less than zero and macLen

is less than one or greater than the length of the hash value.

HMACMD5GetSize

Gets the size of the | ppsHVACVD5 St at e context.

Syntax
| ppSt at us | ppsHVACVD5CGet Si ze(i nt *pSi ze) ;

Parameters
pSi ze Pointer to the | ppsHVACMD5St at e context size value.

Description

The function is declared in the i ppcp. h file. The function gets the | ppsHVACMD5 St at e
context size in bytes and stores it in pSi ze.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
HMACMDSInit

Initializes user-supplied memory as
| ppsHVACMDS St at e context for future use.

Syntax

| ppSt at us i ppsHVACMDSI nit (const | pp8u *pKey, int keylLen,
| ppsHVACMDS St at e *pCt x) ;
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Parameters

pKey Pointer to the user-supplied key.

keyLen Key length in bytes.

pCt x Pointer to the | ppsHVACMD5St at e context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pC x as the | ppsHVACVDSSt at e context. The function also sets up the initial chaining
digest value according to the Hash algorithm specified by the function base name and
computes necessary key material from the supplied key pKey.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if keyLen is less than one.
HMACMD5Duplicate

Copies one | ppsHVACMDS St at e context to another.
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Syntax

| ppSt at us i ppsHMACMDS5Dupl i cat e( const | ppsHVACMDSSt at e* pSrcCt X,
| ppsHVACMDS St at e* pDst Ct x) ;

Parameters

pSrcCt x Pointer to the source | ppsHVACVD5St at e context.

pDst Ct x Pointer to the source | ppsHVACMDSSt at e context to be cloned.
Description

The function is declared in the i ppcp. h file. The function copies one | ppsHVACMD5 St at e
context to another.
Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
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i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr ndicates an error condition if the context parameter
does not match the operation.

HMACMD5Update

Digests the current input message stream of the
specified length.

Syntax

| ppSt at us i ppsHVACVD5Updat e( const | pp8u *pSrcMesg, int mesglen,
| ppsHVACMDS St at e *pCt x) ;

Parameters

pSrcMesg Pointer to the buffer containing a part of the whole message.
nmesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsHVACMD5St at e context.

Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length.

The function first integrates the previous partial block with the input message stream and
then partitions them into multiple message blocks (as specified by the applied hash
algorithm) with a possible additional partial block. For each message block, the function
uses the selected hash algorithm to transform the block into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.
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HMACMDS5Final

Completes computation of the HMAC value.

Syntax

| ppSt at us i ppsHVACVD5FiI nal (| pp8u *pMAC, int macLen, |ppsHVACMDSSE at e
“pQtx);

Parameters

pMAC Pointer to the resultant HMAC value.

maclLen Specified HMAC length.

pCt x Pointer to the | ppsHVACMD5St at e context.

Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stores the result into the specified pMD memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if macLen is less than one
or greater than the length of the hash value.

HMACMD5MessageDigest

Computes the HMAC value of the message.

Syntax

| ppSt at us i ppsHVACVD5MessageDi gest (const | pp8u *pSrcMesg, int nesglLen,
const |pp8u *pKey, int keyLen, |pp8u *pMAC, int naclLen);
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Parameters

pSrcMesg Pointer to the input message.
mesglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keyLen Key length in bytes.

pMAC Pointer to the resultant HMAC value.
maclLen Specified HMAC length.

Description

This function is declared in the i ppcp. h file. The function takes the input key pKey of the
specified key length keyLen and applies the keyed hash-based message authentication
code scheme to transform the input message into the respective message authentication
code pMAC of the specified length maclLen.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if negLen is less than zero and macLen

is less than one or greater than the length of the hash value.
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Example 4-2 MD5 HMAC of a Message

voi d HVACMD5_sanpl e(voi d) {
/1 define key
| pp8u key[] = "the key for HMAC schene";

/1 define nessage
| pp8u nsg[] = "abcdef ghij kl mopgr st uvwxyz"

/1 as soon as whol e nessage placed into nenory

/] one can use integrated primtive

int macLen = 12;

| pp8u nac| 16] ;

i ppsHVACVMD5MessageDi gest (nsg, strlen((char*)nsg),
key, strlen((char*)key),
mec, maclen);

CMACRijndael128GetSize

Gets the size of the | ppsCMACRi j ndael 128St at e
context.

Syntax

| ppSt at us i ppsCVACRI j ndael 128Get Si ze(i nt *pSi ze) ;

Parameters

pSi ze Pointer to the | ppsCVACR j ndael 128St at e context.
Description

This function is declared in the i ppcp. h file. It gets the size of the
| ppsCMACRI j ndael 128St at e context.
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Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

CMACRijndael128Init

Initializes user-supplied memory as
| ppsCMACRI j ndael 128St at e context for future
use.

Syntax

| ppSt at us i ppsCVACRI j ndael 1281 nit (const | pp8u* pKey,
| ppsRi j ndael KeyLengt h keyLen, | ppsCMACR j ndael 128St at e* pState);

Parameters
pKey Pointer to the Rijndaell28 key.
keyLen Key bytestream length (in bytes) defined by the
| ppsRi j ndael KeyLengt h enumerator.
pState Pointer to the | ppsCVACRI j ndael 128St at e being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory at the
address of pSt at e as the | ppsCVACRI j ndael 128St at e context. In addition, the function
uses the key to provide all necessary key material for both encryption and decryption
operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyLen is not equal to

| ppsRi j ndael Key128, | ppsRi j ndael Key192, or
| ppsRi j ndael Key256.
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CMACRIjndael128Update

Updates the MAC value depending on the current
input message stream of the specified length.

Syntax

| ppSt at us | ppsCVACRI j ndael 128Updat e(const | pp8u *pSrc, int |en,
| ppsCMACRI j ndael 128St at e* pState);

Parameters

pSrc Pointer to the buffer containing a part or the entire message.
I en Length of the actual part of the message in bytes.

pSt ate Pointer to the | ppsCVACR j ndael 128St at e context.
Description

This function is declared in the i ppcp. h file. The function updates the MAC value
depending on the current input message stream of the specified length. The function first
integrates the previous partial message block with the input message stream and then
partitions the obtained message into multiple message blocks with a possible additional
partial block. For each message block, the function uses the Rijndaell28 cipher to
transform the input block into a new chaining MAC value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

4-36



Data Authentication Primitive Functions 4

CMACRIijndael128Final

Completes computation of the MAC value.

Syntax

| ppSt at us i ppsCVACRI j ndael 128Fi nal (1 pp8u *pMD, int ndLen,
| ppsCMACRI j ndael 128State *pState);

Parameters

pMD Pointer to the MAC value.

ndLen Specified length of the MAC.

pSt ate Pointer to the | ppsCVACR j ndael 128St at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stores the result into memory at the address of pMD.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if ndLen is less than 1 or
greater than cipher’s data block length.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

CMACRIjndael128MessageDigest

Computes the MAC value of the entire message.

Syntax

| ppSt at us | ppsCVACRI j ndael 128MessageDi gest (const | pp8u *pMsg, int nsglLen,
const | pp8u *pKey, |ppsRijndael KeyLength keyLen, |pp8u *pMD, int ndLen);
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Parameters

pMsg Pointer to the input message.
nsglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keyLen Key length.

pMD Pointer to the resulting MAC value.
ndLen Specified MAC length.
Description

This function is declared in the i ppcp. h file. The function takes the input key pKey of the
specified key length keyLen and applies keyed cipher-based message authentication code
scheme to transform the entire input message into the respective message authentication
code pMAC of the specified length ndLen.

The function is actually a wrapper around the CVACRI | ndael 128l ni t

CVACRI j ndael 128Updat e, and CVACRI | ndael 128Fi nal functions. If your application has
no access to all the necessary data, you can compute the MAC using a typical sequence of
invoking the primitives, like the one described at the beginning of the Message
Authentication Functions section. CMACMessageDi gest is convenient when the application
can access the entire message. In this case, using the function, you can compute the result
in a single call.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if nsgLen is less than zero, ndLen is

less than 1 or greater than cipher’s data block length, or keyLen
value is illegal.
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Data Authentication Functions

Intel IPP Data Authentication (DAA) primitive functions are designed for applications to use
various DAA schemes based on the set of symmetric cryptography functions described in
the Symmetric Cryptography Primitive Functions chapter.

The implementation of each DAA scheme is presented as a set of primitive functions.

The full list of Intel IPP DAA Functions is given is Table 4-2.

Table 4-2

Intel IPP Data Authentication Functions

Function Base Name
DAADESGet Si ze
DAADESI ni t

DAADESUpdat e

DAADESFi nal
DAADESMessageDi gest
DAATDESGet Si ze
DAATDESI ni t

DAATDESUpdat e

DAATDESFi nal
DAATDESMessageDi gest
DAARI j ndael 128Cet Si ze
DAARI j ndael 128l ni t

DAARI j ndael 128Updat e

DAARI j ndael 128Fi nal
DAARI j ndael 128MessageDi gest

DAARI j ndael 192Cet Si ze
DAAR j ndael 192l ni t

DAAR j ndael 192Updat e

DAARI | ndael 192Fi nal
DAARI | ndael 192MessageDi gest

Operation
Gets the size of the | ppsSDAADESSE at e context.

Initializes user-supplied memory as | ppsDAADESSt at e
context for future use.

Digests the current input message stream of the specified
length.

Completes computation of the DAC value.
Computes the DAC value of the message.
Gets the size of | ppsDAATDESSt at e context.

Initializes user-supplied memory as | ppsDAATDESS! at e
context for future use.

Digests the current input message stream of the specified
length.

Completes computation of the DAC value.
Computes the DAC value of the message.
Gets the size of the | ppsDAARI j ndael 128St at e context.

Initializes user-supplied memory as
| ppsDAARI j ndael 128St at e context for future use.

Digests the current input message stream of the specified
length.

Completes computation of the DAC value.
Computes the DAC value of the message.
Gets the size of the | ppsDAARI j ndael 192St at e context.

Initializes user-supplied memory as
| ppsDAARI j ndael 192St at e context for future use.

Digests the current input message stream of the specified
length.

Completes computation of the DAC value.

Computes the DAC value of the message.
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Table 4-2

Intel IPP Data Authentication Functions (continued)

Function Base Name
DAAR j ndael 256Cet Si ze
DAARI j ndael 2561 ni t

DAARI j ndael 256Updat e

DAARI j ndael 256Fi nal
DAARI j ndael 256MessageDi gest

DAABI owf i shGet Si ze
DAABI owf i shl ni t

DAABI owf i shUpdat e

DAABI owf i shFi nal

DAABI owf i shMessageDi gest
DAATwWof i shGet Si ze
DAATwof i shini t

DAATwWof i shUpdat e

DAATwof i shFi nal
DAATwof i shMessageDi gest

Operation
Gets the size of the | ppsDAARI j ndael 256St at e context.

Initializes user-supplied memory as
| ppsDAARI j ndael 256St at e context for future use.

Digests the current input message stream of the specified
length.

Completes computation of the DAC value.
Computes the DAC value of the message.
Gets the size of the | ppsDAABI owf i shSt at e context.

Initializes user-supplied memory as
| ppsDAABI owf i shSt at e context for future use.

Digests the current input message stream of the specified
length.

Completes computation of the DAC value.
Computes the DAC value of the message.
Gets the size of the | ppsDAATwWOf i shSt at e context.

Initializes user-supplied memory as | pps DAATwWof i shSt at e
context for future use.

Digests the current input message stream of the specified
length.

Completes computation of the DAC value.

Computes the DAC value of the message.
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The primitive implementing a DAA scheme uses the context as the operational vehicle to
carry all necessary variables to manage computation of the chaining digest value. For
example, the primitive implementing the DAA scheme based on the Rijndaell128 block
cipher uses i ppsDAAR j ndael 128 context.

The function | ni t (DAARi j ndael 128l ni t , DAADESI ni t , and others) initializes the context
and sets up the specified initialization vectors. Once initialized, the function Updat e
(DAARI j ndael 128Updat e, DAADESUpdat e, and others) digests the input message stream
with the selected hash algorithm till it exhausts all message blocks. The function Fi nal
(DAARI j ndael 128Fi nal , DAADESFi nal , and others) is designed to pad the partial
message block into a final message block with the specified padding scheme, and further
uses the hash algorithm to transform the final block into a message digest value.

The following example illustrates how the application code can apply an implemented DAA
based on the Rijndael128 block cipher to digest the input message stream:
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1. Call the function DAARi j ndael 128Cet Si ze to get the size required to configure
the i ppsDAARI j ndael 128St at e context.

2. Ensure that the required memory space is properly allocated. With the allocated
memory, call the function DAARI | ndael 1281 nit to set up the initial context
state.

3. Keep calling the function DAAR j ndael 128Updat e to digest incoming message
stream in the queue till its completion.

4. Call the function DAARI | ndael 128Fi nal for padding the final partial block
applying Rijndaell128 block cipher and transforming ciphertext block into resultant
DAA value.

5. Call the operating system memory free service function to release the
| ppsDAARI j ndael St at e context.

DAADESGetSize
Gets the size of the | ppsDAADESSt at e context.
Syntax
| ppSt at us | ppsDAADESCGet Si ze(i nt *pSi ze) ;
Parameters
pSi ze Pointer to the | ppsDAADESSt at e context.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
DAADESInit

Initializes user-supplied memory as
| ppsDAADESS! at e context for future use.

Syntax
| ppSt at us i ppsDAADESI ni t (const | pp8u *pKey, | ppsDAADESSt ate *pCtx);
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Parameters

pKey Pointer to the DES key.

pCt x Pointer to the | ppsDAADESSt at e context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsDAADESSE at e context. In addition, the function uses the key to provide
all necessary key material for both encryption and decryption operation.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
DAADESUpdate

Digests the current input message stream of the
specified length.
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Syntax

| ppSt at us i ppsDAADESUpdat e(const | pp8u *pSrcMesg, int mesglen,
| ppsDAADESSt at e* pCt x) ;

Parameters

pSrcMesg Pointer to the buffer containing a part or the whole message.
nmesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsDAADESSt at e context.

Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length. The function first integrates the previous partial
message block with the input message stream, and then partitions them into multiple
message blocks (as specified by applied hash algorithm) with a possible additional partial
block. For each message block, the function uses the selected block cipher to transform the
block of plaintext into a new chaining digest value.
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Return Values
i ppSt sNoEr r

i ppSt sNul | PtrErr
i ppSt sLengt hErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the input data stream
length is less than zero.

Indicates an error condition if the context parameter
does not match the operation.

DAADESFinal

Completes computation of the DAC value.

Syntax
| ppSt at us | ppsDAADESFi nal (1 pp8u *pDAC, int daclLen, | ppsDAADESSt ate* pCtx);
Parameters
pDAC Pointer to the DAC value.
daclLen Specified length of the DAC.
pCt x Pointer to the | ppsDAADESSt at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stored result into the specified pDAC memory.

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sLengt hErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if dacLen is less than 1 or
greater than cipher’s data block length.

Indicates an error condition if the context parameter
does not match the operation.
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DAADESMessageDigest

Computes the DAC value of the message.

Syntax

| ppSt at us | ppsDAADESMessageDi gest (const | pp8u *pSrcMsg, int msglLen,
const | pp8u *pKey, |pp8u *pMAC, int nmaclLen);

Parameters

pSrcMsg Pointer to the input message.
nmsglLen Message length in bytes.

pKey Pointer to the user-supplied key.
pMAC Pointer to the resultant HMAC value.
maclLen Specified HMAC length.

Description

This function is declared in the i ppcp. h file. The function takes the input key pKey of the
specified key length keyLen and applied keyed hash-based message authentication code
scheme to transform the input message into the respective message authentication code
pMAC of the specified length maclLen.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if nsgLen is less than zero, nacLen is

less than 1 or greater than cipher’s data block length, keyLen
value is illegal.

DAATDESGetSize

Gets the size of the | ppsDAATDESSt at e context.
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Syntax
| ppSt at us | ppsDAATDESCet Si ze(i nt *pSi ze) ;
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Parameters
pSi ze Pointer to the | ppsDAATDESSt at e context.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
DAATDESInit

Initializes user-supplied memory as the
| ppsDAATDESSt at e context for future use.

Syntax

| ppSt at us i ppsDAATDESI ni t (const | pp8u* pKey, const |pp8u* pKey2, const
| pp8u* pKey3, | ppsDAATDESSt at e* pCtx);

Parameters

pKey Pointer to the TDES key.

pKey?2 Pointer to the TDES key.

pKey3 Pointer to the TDES key.

pCt x Pointer to the | ppsDAATDESS! at e context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsDAATDESS! at e context. In addition, DAATDESI ni t uses the key to
provide all necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
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DAATDESUpdate

Digests the current input message stream of the
specified length.

Syntax

| ppSt at us | ppsDAATDESUpdat e(const | pp8u *pSrcMesg, int mesglen,
| ppsDAATDESSt at e *pCt x) ;

Parameters

pSrcMesg Pointer to the buffer containing a part or the whole message.
nesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsDAATDESS! at e context.

Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length. The function first integrates the previous partial
message block with the input message stream, and then partitions them into multiple
message blocks (as specified by applied hash algorithm) with a possible additional partial
block. For each message block, the function uses the selected block cipher to transform the
block of plaintext into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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DAATDESFinal

Completes computation of the DAC value.

Syntax
| ppSt at us | ppsDAATDESFi nal (| pp8u *pDAC, int daclLen, |ppsDAATDESSt ate* pCtx);
Parameters
pDAC Pointer to the DAC value.
daclLen Specified length of the DAC.
pCt x Pointer to the | ppsDAATDESS! at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stored result into the specified pDAC memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if dacLen is less than 1 or
greater than cipher’s data block length.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

DAATDESMessageDigest

Computes the DAC value of the message.

Syntax

| ppSt at us | ppsDAATDESMessageDi gest (const | pp8u *pSrcMsg, int nsglLen,
const | pp8u *pKeyl, const |pp8u *pKey2, const |pp8u *pKey3, |pp8u
*pMAC, int maclLen);
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Parameters

pSrcMsg Pointer to the input message.
nsglLen Message length in bytes.

pKeyl Pointer to the user-supplied key.
pKey?2 Pointer to the user-supplied key.
pKey3 Pointer to the user-supplied key.
pMAC Pointer to the resultant HMAC value.
maclLen Specified HMAC length.

Description

This function is declared in the i ppcp. h file. The function takes the input key pKey1,
pKey2, and pKey3 of the specified key length keyLen and applied keyed hash-based
message authentication code scheme to transform the input message into the respective
message authentication code pMAC of the specified length nacLen.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if nsgLen is less than zero, maclLen is

less than 1 or greater than cipher’s data block length, keyLen
value is illegal.

DAARijndael128GetSize

Gets the size of the | ppsDAARI j ndael 128St at e

context.
Syntax
| ppSt at us | ppsDAARi j ndael 128Get Si ze(i nt *pSi ze);
Parameters
pSi ze Pointer to the | ppsDAARi j ndael 128St at e context.
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i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

DAARijndael128Init

Initializes user-supplied memory as
| ppsDAARI j ndael 128St at e context for future
use.

Syntax

| ppSt at us | ppsDAARi j ndael 1281 ni t (const | pp8u* pKey,
| ppsRi j ndael KeyLengt h keyLen, | ppsDAARi j ndael 128State* pCtx);

Parameters
pKey Pointer to the Rijndael128 key.
keyLen Key byte stream length in bytes defined by the
| ppsRi j ndael KeyLengt h enumerator.
pCt x Pointer to the | ppsDAARi j ndael 128St at e being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsDAARI j ndael 128St at e context. In addition, the function uses the key to
provide all necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyLen is not equal to

| ppsRi j ndael Key128, | ppsRi j ndael Key192, or
| ppsRi j ndael Key256.
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DAARIjndael128Update

Digest the current input message stream of the
specified length.

Syntax

| ppSt at us i ppsDAARi j ndael 128Updat e(const | pp8u *pSrcMesg, int nesglen,
| ppsDAARI j ndael 128St at e* pCtx);

Parameters

pSrcMesg Pointer to the buffer containing a part or the whole message.
nesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsDAARI j ndael 128St at e context.
Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length. The function first integrates the previous partial
message block with the input message stream, and then partitions them into multiple
message blocks (as specified by applied hash algorithm) with a possible additional partial
block. For each message block, the function uses the selected block cipher to transform the
block of plaintext into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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DAARIjndael128Final

Completes computation of the DAC value.

Syntax

| ppSt at us | ppsDAARi j ndael 128Fi nal (| pp8u *pDAC, int daclLen,
| ppsDAARI j ndael 128State *pCtx);

Parameters

pDAC Pointer to the DAC value.

daclLen Specified length of the DAC.

pCt x Pointer to the | ppsDAARi j ndael 128St at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stored result into the specified pDAC memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if dacLen is less than 1 or
greater than cipher’s data block length.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

DAARijndael128MessageDigest

Computes the DAC value of the message.

Syntax

| ppSt at us | ppsDAARi j ndael 128MessageDi gest (const | pp8u *pSrcMsg, int nsglLen,
const | pp8u *pKey, |ppsRijndael KeyLength keyLen, |pp8u *pMAC, int nmaclLen);
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Parameters

pSrcMsg Pointer to the input message.
nsglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keyLen Key length.

pMAC Pointer to the resultant HMAC value.
maclLen Specified HMAC length.

Description

This function is declared in the i ppcp. h file. The function takes the input key pKey of the
specified key length keyLen and applied keyed hash-based message authentication code
scheme to transform the input message into the respective message authentication code
pMAC of the specified length maclLen.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if negLen is less than zero, macLen is

less than 1 or greater than cipher’s data block length, keyLen
value is illegal.

DAARijndael192GetSize

Gets the size of the | ppsDAARI j ndael 192St at e

context.
Syntax
| ppSt at us i ppsDAARi j ndael 192CGet Si ze(i nt *pSi ze);
Parameters
pSi ze Pointer to the | ppsDAARi j ndael 192St at e context.

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
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DAARIjndael192Init

Initializes user-supplied memory as
| ppsDAARI j ndael 192St at e context for future
use.

Syntax

| ppSt at us i ppsRi j ndael 1921 nit (const | pp8u* pKey,
| ppsDAARI j ndael KeyLengt h keyLen, | ppsRijndael 192State* pCtx);

Parameters
pKey Pointer to the Rijndael192 key.
keyLen Key byte stream length in bytes defined by the
| ppsRi j ndael KeyLengt h enumerator.
pCt x Pointer to the | ppsDAARi j ndael 192St at e being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsDAAR j ndael 192St at e context. In addition, the function uses the key to
provide all necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyLen is not equal to

| ppsRi j ndael Key128, | ppsRi j ndael Key192, or
| ppsRi j ndael Key256.
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DAARijndael192Update

Digest the current input message stream of the
specified length.

Syntax

| ppSt at us | ppsDAARi j ndael 192Updat e(const | pp8u *pSrcMesg, int nesglen,
| ppsDAARI j ndael 192St at e* pCtx);

Parameters

pSrcMesg Pointer to the buffer containing a part or the whole message.
nesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsDAARI j ndael 192St at e context.
Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length. The function first integrates the previous partial
message block with the input message stream, and then partitions them into multiple
message blocks (as specified by applied hash algorithm) with a possible additional partial
block. For each message block, the function uses the selected block cipher to transform the
block of plaintext into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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DAARijndael192Final

Completes computation of the DAC value.

Syntax

| ppSt at us | ppsDAARi j ndael 192Fi nal (I pp8u *pDAC, int daclLen,
| ppsDAARI j ndael 192St ate *pCtx);

Parameters

pDAC Pointer to the DAC value.

daclLen Specified length of the DAC.

pCt x Pointer to the | ppsDAARi j ndael 192St at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stored result into the specified pDAC memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if dacLen is less than 1 or
greater than cipher’s data block length.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

DAARijndael192MessageDigest

Computes the DAC value of the message.

Syntax

| ppSt at us | ppsDAARi j ndael 192MessageDi gest (const | pp8u *pSrcMsg, int nsglLen,
const | pp8u *pKey, |ppsRijndael KeyLength keyLen, |pp8u *pDAC, int naclLen);
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Parameters

pSrcMsg Pointer to the input message.
nsglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keyLen Key length.

pMAC Pointer to the resultant HMAC value.
maclLen Specified HMAC length.

Description

This function is declared in the i ppcp. h file. The function takes the input key pKey of the
specified key length keyLen and applied keyed hash-based message authentication code
scheme to transform the input message into the respective message authentication code
pMAC of the specified length maclLen.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if negLen is less than zero, macLen is

less than 1 or greater than cipher’s data block length, keyLen
value is illegal.

DAARijndael256GetSize

Gets the size of the | ppsDAARI j ndael 256St at e

context.
Syntax
| ppSt at us i ppsDAARi j ndael 256Cet Si ze(i nt *pSi ze);
Parameters
pSi ze Pointer to the | ppsDAARi j ndael 256St at e context.

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
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DAARIjndael256Init

Initializes user-supplied memory as
| ppsDAARI j ndael 256St at e context for future
use.

Syntax

| ppSt at us i ppsRi j ndael 2561 nit (const | pp8u* pKey,
| ppsDAARI j ndael KeyLengt h keyLen, | ppsRijndael 256St ate* pCtx);

Parameters
pKey Pointer to the Rijndael256 key.
keyLen Key byte stream length in bytes defined by the
| ppsRi j ndael KeyLengt h enumerator.
pCt x Pointer to the | ppsDAARi j ndael 256St at e being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsDAAR j ndael 256St at e context. In addition, the function uses the key to
provide all necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyLen is not equal to

| ppsRi j ndael Key128, | ppsRi j ndael Key192, or
| ppsRi j ndael Key256.
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DAARIjndael256Update

Digest the current input message stream of the
specified length.

Syntax

| ppSt at us | ppsDAARi j ndael 256Updat e(const | pp8u *pSrcMesg, int nesglen,
| ppsDAARI j ndael 256St at e* pCtx) ;

Parameters

pSrcMesg Pointer to the buffer containing a part or the whole message.
nesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsDAARI j ndael 256St at e context.
Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length. The function first integrates the previous partial
message block with the input message stream, and then partitions them into multiple
message blocks (as specified by applied hash algorithm) with a possible additional partial
block. For each message block, the function uses the selected block cipher to transform the
block of plaintext into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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DAARijndael256Final

Completes computation of the DAC value.

Syntax

| ppSt at us | ppsDAARi j ndael 256Fi nal (| pp8u *pDAC, int daclLen,
| ppsDAARI j ndael 256St at e* pCtx) ;

Parameters

pDAC Pointer to the DAC value.

daclLen Specified length of the DAC.

pCt x Pointer to the | ppsDAARi j ndael 256St at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stored result into the specified pDAC memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if dacLen is less than 1 or
greater than cipher’s data block length.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

DAARijndael256MessageDigest

Computes the DAC value of the message.

Syntax

| ppSt at us | ppsDAARi j ndael 256MessageDi gest (const | pp8u *pSrcMsg, int nsglLen,
const | pp8u *pKey, |ppsRijndael KeyLength keyLen, |pp8u *pMAC, int naclen);
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Parameters

pSrcMsg Pointer to the input message.
nsglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keyLen Key length.

pMAC Pointer to the resultant HMAC value.
maclLen Specified HMAC length.

Description

This function is declared in the i ppcp. h file. The function takes the input key pKey of the
specified key length keyLen and applied keyed hash-based message authentication code
scheme to transform the input message into the respective message authentication code
pMAC of the specified length maclLen.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if negLen is less than zero, macLen is

less than 1 or greater than cipher’s data block length, keyLen
value is illegal.

DAABIlowfishGetSize
Gets the size of the | ppsDAABI owf i shSt at e
context.
Syntax
| ppSt at us i ppsDAABI owf i shGet Si ze(int *pSize);
Parameters
pSi ze Pointer to the | ppsDAABI owf i shSt at e context.

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
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DAABIlowfishinit

Initializes user-supplied memory as
| ppsDAABI owf i shSt at e context for future use.

Syntax

| ppSt at us i ppsDAABI owfi shlnit(const |pp8u* pKey, int keylen,
| ppsDAABI owf i shSt at e* pCtx);

Parameters

pKey Pointer to the DAABlowfish key.

keyl en Key byte stream length in bytes.

pCt x Pointer to the | ppsDAABI owf i shSt at e context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsDAABI owf i shSt at e context. In addition, the function uses the key to
provide all necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyl en is less than 1 or greater than
56.
DAABlowfishUpdate

Digests the current input message stream of the
specified length.

Syntax

| ppSt at us | ppsDAABI owf i shUpdat e(const | pp8u *pSrcMesg, int nesglen,
| ppsDAABI owf i shSt at e* pCtx);
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Parameters

pSrcMesg Pointer to the buffer containing a part or the whole message.
nmesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsDAABI owf i shSt at e context.
Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length. The function first integrates the previous partial
message block with the input message stream, and then partitions them into multiple
message blocks (as specified by applied hash algorithm) with a possible additional partial
block. For each message block, the function uses the selected block cipher to transform the
block of plaintext into a new chaining digest value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

DAABIlowfishFinal

Completes computation of the DAC value.

4-62

Syntax

| ppSt at us i ppsDAABI owf i shFi nal (I pp8u *pDAC, int daclLen,
| ppsDAABI owf i shSt at e* pCtx);

Parameters

pDAC Pointer to the DAC value.

daclLen Specified length of the DAC.

pCt x Pointer to the | ppsDAABI owf i shSt at e context.
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Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stored result into the specified pDAC memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if dacLen is less than 1 or
greater than cipher’s data block length.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

DAABlowfishMessageDigest

Computes the DAC value of the message.

Syntax

| ppSt at us i ppsDAABI owf i shMessageDi gest (const | pp8u *pSrcMsg, int nsglLen,
const | pp8u *pKey, int keyLen, |pp8u *pMAC, int naclLen);

Parameters

pSrcMsg Pointer to the input message.
nmsglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keyLen Key length.

pMAC Pointer to the resultant HMAC value.
maclLen Specified HMAC length.

Description

This function is declared in the i ppcp. h file. The function takes the input key pKey of the
specified key length keyLen and applied keyed hash-based message authentication code
scheme to transform the input message into the respective message authentication code
pMAC of the specified length maclLen.
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if nsgLen is less than zero, nacLen is

less than 1 or greater than cipher’s data block length, keyLen
value is illegal.

DAATwofishGetSize
Gets the size of the | ppsDAATwWof i shSt at e
context.
Syntax
| ppSt at us | ppsDAATwWof i shGet Si ze(i nt *pSi ze);
Parameters
pSi ze Pointer to the | ppsDAATwWOf i shSt at e context.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
DAATwofishlInit

Initializes user-supplied memory as
| ppsDAATWOf | shSt at e context for future use.

Syntax

| ppSt at us i ppsDAATwWof i shl nit (const | pp8u* pKey, int keylen,
| ppsDAATWOf i shSt at e* pCt x);

Parameters
pKey Pointer to the DAATwofish key.
keyl en Key byte stream length in bytes.

4-64



Data Authentication Primitive Functions 4

pCt x Pointer to the | ppsDAATwWOf i shSt at e context being initialized.

Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsDAATwof i shSt at e context. In addition, the function uses the key to
provide all necessary key material for both encryption and decryption operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if keyl en is less than 1 or greater than
32.
DAATwofishUpdate

Digests the current input message stream of the
specified length.

Syntax

| ppSt at us i ppsDAATwWof i shUpdat e( const | pp8u *pSrcMesg, int nesglen,
| ppsDAATWOf i shSt at e* pCt x);

Parameters

pSrcMesg Pointer to the buffer containing a part or the whole message.
nmesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the | ppsDAATwof i shSt at e context.

Description

This function is declared in the i ppcp. h file. The function digests the current input
message stream of the specified length. The function first integrates the previous partial
message block with the input message stream, and then partitions them into multiple
message blocks (as specified by applied hash algorithm) with a possible additional partial
block. For each message block, the function uses the selected block cipher to transform the
block of plaintext into a new chaining digest value.
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the input data stream
length is less than zero.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

DAATwofishFinal

Completes computation of the DAC value.
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Syntax

| ppSt at us i ppsDAATwWof i shFi nal (I pp8u *pDAC, int daclLen,
| ppsDAATWOf i shSt at e* pCt x) ;

Parameters

pDAC Pointer to the DAC value.

daclLen Specified length of the DAC.

pCt x Pointer to the | ppsDAATwWOf i shSt at e context.
Description

This function is declared in the i ppcp. h file. The function completes calculation of the
digest value and stored result into the specified pDAC memory.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if dacLen is less than 1 or
greater than cipher’s data block length.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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DAATwofishMessageDigest

Computes the DAC value of the message.

Syntax

| ppSt at us | ppsDAATwWof i shMessageDi gest (const | pp8u *pSrchMsg, int nsglLen,
const | pp8u *pKey, int keyLen, |pp8u *pMAC, int naclen);

Parameters

pSrcMsg Pointer to the input message.
nmsglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keyLen Key length.

pMAC Pointer to the resultant HMAC value.
maclLen Specified HMAC length.

Description

This function is declared in the i ppcp. h file. The function takes the input key pKey of the
specified key length keyLen and applied keyed hash-based message authentication code
scheme to transform the input message into the respective message authentication code
pMAC of the specified length maclLen.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if nsgLen is less than zero, macLen is

less than 1 or greater than cipher’s data block length, keyLen
value is illegal.
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Public Key Cryptography
Functions

This chapter introduces Intel® Integrated Performance Primitives (Intel® IPP) Big Number
Arithmetic, Montgomery Reduction Scheme Functions, Pseudorandom Number Generation
Functions, Prime Number Generation Functions, RSA Algorithm Functions,
Discrete-Logarithm-Based Cryptography Functions, and Elliptic Curve Cryptography
Functions (ECC) functions.

Big Number Arithmetic

This section describes primitives for performing arithmetic operations with integer big
numbers of variable length.

The full list of functions for big number arithmetic is given in Table 5-1.

Table 5-1 Intel IPP Big Number Arithmetic Functions

Function Base Name Operation

Unsigned Big Number Arithmetic Functions

Add_BNU Adds two unsigned integer big numbers of the same length.

Sub_BNU Subtracts one integer big number from another integer big number of the
same length.

Mul One_BNU Multiplies unsigned integer big number by 32-bit unsigned integer.

MACOne BNU | Computes multiplication of unsigned integer big number by 32-bit integer
and accumulates the result with another integer big number.

Mul _BNU4 Multiplies two unsigned integers of 4*32 bits.

Mul — BNU3B Multiplies two unsigned integers of 8*32 bits.

Di v_64u32u Divides unsigned 64-bit integer by unsigned 32-bit integer.

Sqr _32u64u Computes the square of 32-bit words in the input array.

Sqr _BNU4 Computes the square of an unsigned integer big number of 4*32 bits.
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Table 5-1 Intel IPP Big Number Arithmetic Functions (continued)

Function Base Name Operation

Sqr _BNU8 Computes the square of an unsigned integer big number of 8*32 bits.

Set Cct String BNU Converts octet string into unsigned integer big number.

Cet Cct String BNU Converts unsigned integer big number into octet string.

Signed Big Number Arithmetic Functions

Bi gNunCet Si ze Gets the size of the | ppsBi gNunt at e context.

Bi gNum nit Initializes context and partitions allocated buffer.

Set _BN Defines the sign and value of the context.

Set Cct String BN Converts octet string into a positive Big Number.

Cet Si ze BN Returns the maximum length of the integer big number the structure can
store.

Cet BN Extracts the sign and value of the integer big number from the input
structure.

Get Cct String BN Converts a positive Big Number into octet String.

Cnp_BN Compares two Big Numbers.

CnpZer o_BN Checks the value of the input data field.

Add BN Adds two integer big numbers.

Sub BN Subtracts one integer big humber from another.

Mul BN Multiplies two integer big numbers.

MAC BN | Multiplies two integer big numbers and accumulates the result with the
third integer big number.

Div_BN Divides one integer big number by another.

Mod BN Computes modular reduction for input integer big number with respect to
specified modulus.

CGcd BN Computes the greatest common divisor.

Modl nv_ BN Computes multiplicative inverse of a positive integer big number with

respect to specified modulus.

The magnitude of an integer big number is specified by an array of unsigned integer data
type | pp32u rp[l engt h] and corresponds to the mathematical value

r= Z rpli 1x2%2 .

0<i <l ength

This section uses the following definition to define the sign of an integer big number:
t ypedef enum {
| ppsBi gNunNEG=0,
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| ppsBi gNunPOS=1
} | ppsBi gNunsG\;

The functions described in this section use the context | ppsBi gNunft at e to serve as an
operational vehicle that carries not only the sign and value of the data, but also a sufficient
working buffer reserved for various arithmetic operations. The length of the context

| ppsBi gNunfst at e is defined as the length of the data carried by the structure and the size
of the context | ppsBi gNuntst at e is therefore defined as the maximal length of the data
that this operational vehicle can carry.

o NOTE. In all unsigned big number arithmetic functions described
=, below, integers pointed to by a, b, and r are all of (n*32) bits.

Add_BNU

Adds two unsigned integer big numbers of the
same length.

Syntax

| ppSt at us i ppsAdd_BNU(const | pp32u *a, const |pp32u *b, |pp32u *r, int n,
| pp32u *carry);

Parameters

a First unsigned integer big number of n* 32 bits.

b Second unsigned integer big number of n* 32 bits.

n Size specified for the input parameters a and b and the result
parameter r. The size is expressed in the number of 32-bit words.

r On output, addition result.

carry On output, addition carry. The possible value is O or 1.

Description

This function is declared in the i ppcp. h file. The function adds two unsigned integer big
numbers of the same length and returns the result of the operation with a possible carry.
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The following pseudocode represents this function:

(carr y|(*r ) « (*a) + (*b).

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if n is less than or equal to O.
Sub_BNU

Subtracts one integer big number from another
integer big number of the same length.

Syntax

| ppSt at us i ppsSub_BNU(const | pp32u *a, const |pp32u *b, |pp32u *r, int n,
| pp32u *carry);

Parameters

a First unsigned integer big number of n* 32 bits.

b Second unsigned integer big number of n* 32 bits.

n Size specified for the input parameters a and b and the result
parameter r. The size is expressed in the number of 32-bit words.

r Subtraction result.

carry Subtraction borrow. Possible value is O or 1.

Description

This function is declared in the i ppcp. h file. The function subtracts one integer big number
from another big-number integer of the same length and returns the result of the operation
with a possible borrow returned as the carry argument.

The following pseudo code represents this function:
(ry«<(a)-(b);
carry = ((*a)<(*b)).
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if n is less than or equal to O.
MulOne_BNU

Multiplies unsigned integer big number by 32-bit
unsigned integer.

Syntax

| ppSt at us i ppsMul One_BNU( const | pp32u *a, |pp32u *r, int n, |pp32u w,
| pp32u *carry);

Parameters

a Unsigned integer big number of n* 32 bits.

w Unsigned long integer of 32 bits serving as multiplier for the
operation.

n Size specified for the input parameter a and the result parameter r.
The size is expressed in the number of 32-bit words.

r Multiplication result.

carry Multiplication carry.

Description

This function is declared in the i ppcp. h file. The function computes the multiplication of an
unsigned integer big number a by a 32-bit unsigned integer w. The function returns the
result to the length array r, and the carry of the result to carry.

The following pseudo code represents this function:

carry|(r) e (Caw.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if n is less than or equal to O.
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MACOne_BNU |

Computes multiplication of unsigned integer big
number by 32-bit integer and accumulates the
result with another integer big number.
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Syntax

| ppSt at us i ppsMACOne_BNU_I (const | pp32u *a, |pp32u *r, int n, |pp32u w,
| pp32u *carry);

Parameters

a Multiplicand, an unsigned integer big number.

w 32-bit unsigned long integer multiplier.

n Size specified for the input parameters a and the result parameter
r. The size is expressed in the number of 32-bit words.

r Unsigned integer big number accumulator.

carry Operation carry.

Description

This function is declared in the i ppcp. h file. The function computes the multiplication of an
unsigned integer big number a by a 32-bit integer w and accumulates the result with
another integer big number r of same length. The result of the operation is returned to r,
and the carry of the result is returned as carry.

The following pseudo code represents this function:

carry|(r) «(r)+(am.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if n is less than or equal to O.
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Mul_BNU4

Multiplies two unsigned integers of 4*32 bits.

Syntax

| ppSt at us i ppsMul _BNUW(const | pp32u *a, const |pp32u *b, |pp32u *r);
Parameters

a Multiplicand, an integer big number of 4* 32 bits.

w Multiplier, an integer big number of 4* 32 bits.

r Multiplication result of 8* 32 bits.

Description

This function is declared in the i ppcp. h file. The function multiplies two unsigned integers
of 4* 32 bit and returns the result of 8* 32 bits.

The following pseudo code represents this function:

(1)« (a)b).

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
Mul_BNU8
Multiplies two unsigned integers of 8*32 bits.

Syntax

| ppSt atus i ppsMul _BNU8(const | pp32u *a, const |pp32u *b, |pp32u *r);

Parameters

a Multiplicand, an integer big number of 8* 32 bits.

b Multiplier, an integer big number of 8* 32 bits.

r Multiplication result of 16* 32 bits.
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Description

This function is declared in the i ppcp. h file. The function multiplies two unsigned integers
of 8*32 bit and returns the result of 16* 32 bits.

The following pseudo code represents this function:

(1)« (a)b).

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

Div_64u32u

Divides unsigned 64-bit integer by unsigned 32-bit

integer.
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Syntax

| ppSt at us i ppsDi v_64u32u(l pp64u a, |pp32u b, Ipp32u *q, |pp32u *r);
Parameters

a Dividend of 64 bits.

b Divisor of 32 bits.

q Quotient of 32 bits.

r Remainder of 32 bits.

Description

This function is declared in the i ppcp. h file. The function divides a 64-bit unsigned integer
dividend by a 32-bit unsigned divisor and returns the quotient and remainder.

The following pseudo code represents this function:

a=h*q+r.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
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i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.
i ppSt sQut OF RangeEr r Indicates an error condition if the quotient is not 32
bits. In this case the result is undefined.
i ppSt sDi vByZer oErr Indicates an error condition if zero divisor is used.
Sqr_32ub4u
Computes the square of 32-bit words in the input
array.
Syntax
| ppSt at us i ppsSqr_32u64u(const |pp32u *src, int n, |pp64u *dst);
Parameters
src Array of 32-bit words.
n Input array size.
dst Pointer to the result.
Description

This function is declared in the i ppcp. h file. The function computes the square of each
unsigned 32-bit long word in the input array. The result of the operation is stored in the
array of 64-bit unsigned integers.

The following pseudo code represents this function:

dst[i J«<srcli]*src[i]wherei =0, 1, 2, ..., n-1.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if n is less than or equal to O.
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Sqr_BNU4
Computes the square of an unsigned integer big
number of 4*32 bits.

Syntax

| ppSt at us i ppsSqr_BNU4(const | pp32u *a, |pp32u *r);
Parameters

a Multiplicand of 4* 32 bits.

r Square operation result of 8* 32 bits.
Description

This function is declared in the i ppcp. h file. The function computes the square of an
unsigned integer big number of 4* 32 bits and stores the result in the memory.

The following pseudo code represents this function:

(1)« (aya.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
Sqr_BNUS

Computes the square of an unsigned integer big
number of 8*32 bits.

Syntax

| ppSt at us i ppsSqr_BNU8(const | pp32u *a, |pp32u *r);
Parameters

a Multiplicand of 8* 32 bits.

r Square operation result of 16* 32 bits.
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Description

This function is declared in the i ppcp. h file. The function computes the square of an
unsigned integer big number of 8* 32 bits and stores the result in the memory.

The following pseudo code represents this function:
(*r) < (*a) (*a)

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

SetOctString_BNU

Converts octet string into unsigned integer big
number.

Syntax

| ppSt at us i ppsSet Cct Stri ng_BNU(const | pp8u* pCctStr, int strlLen, |pp32u*
pPBNU, int* pBNUsi ze);

Parameters

pCct St r Pointer to the input octet string Oct St r.

strlLen Length of the octet string.

pBNU Pointer to the unsigned integer big number BNU.

pBNUsi ze Pointer to the size (in 32-bit items) of the unsigned integer big
number.

Description

The function is declared in the i ppcp. h file. This function converts octet string into
unsigned integer big number.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if specified st rLen is less than 1.
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i ppSt sSi zeErr Indicates an error condition if specified * pBNUsi ze is not sufficient
for keeping actual strLen.

GetOctString_BNU

Converts unsigned integer big number into octet
string.

Syntax

| ppSt at us i ppsGet Oct String_BNU(const | pp32u* pBNU, int bnuSize, |pp8u*
pCct Str, int strlLen);

Parameters

pBNU Pointer to the source unsigned integer big number BNU.
bnuSi ze Unsigned integer big number size (in 32-bit intems)
pCct St r Pointer to the source octet string Oct Str.

strlLen Length of the octet string.

Description

The function is declared in the i ppcp. h file. This function converts unsigned integer big
number BNU into octet string Cct St r.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if specified bnuSi ze is less than 1.

i ppSt sRangeErr Indicates an error condition if 2567 st r Len is less than the

unsigned integer big number.
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BigNumGetSize

Gets the size of the | ppsBi gNuntt at e context in

bytes.
Syntax
| ppSt at us i ppsBi gNunteet Si ze(int |ength, int *size);
Parameters
| engt h Integer big number length in | pp32u.
si ze Size of the buffer in bytes required for initialization.
Description

This function is declared in the i ppcp. h file. The function specifies the buffer size required
to define a structuralized working buffer of the context | ppsBi gNunt at e for the storage
and operations on an integer big number in bytes.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if | engt h is less than or equal to O.
BigNumlnit

Initializes context and partitions allocated buffer.

Syntax

| ppStatus ippsBigNuminit(int |ength, |ppsBigNunState *b);

Parameters

| ength Size of the big number for the context initialization.

b Pointer to the supplied buffer used to store the initialized context

| ppsBi gNuntst at e.
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Description

This function is declared in the i ppcp. h file. The function initializes the context
| ppsBi gNunfst at e using the specified buffer space and partitions the given buffer to store
and execute arithmetic operations on an integer big number of the | engt h size.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if | engt h is less than or equal to O.
Set_BN

Defines the sign and value of the context.
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Syntax

| ppSt at us i ppsSet _BN(I ppsBi gNunmSGN sgn, int |ength, const |pp32u *data,
| ppsBi gNunfst at e *Xx) ;

Parameters

sgn Sign of | ppsBi gNuntSt at e *x.

| ength Array length of the input data.

dat a Data array.

X On output, the context | ppsBi gNunt at e updated with the input
data.

Description

This function is declared in the i ppcp. h file. The function defines the sign and value for
| ppsBi gNunfst at e *x with the specified inputs | ppsBi gNunmSGN sgn and const | pp32u
*dat a.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.
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i ppSt sLengt hErr Indicates an error condition if | engt h is less than or
equal to O.
i ppSt sQut OF RangeEr r Indicates an error condition if | engt h is more than the

size of | ppsBi gNuntt ate *x.

i ppSt sBadAr gErr Indicates an error condition if the big number is set to
zero with the negative sign.

Example 5-1 Create a Big Number

| ppsBi gNunfst at e* New BN(i nt size, const |pp32u* pData=0){
/1l get the size of the Big Nunber context
int ctxSize;
i ppsBi gNuntet Si ze(si ze, &ctxSize);
/1 allocate the Big Number context
| ppsBi gNunfst at e* pBN = (I ppsBi gNunfst at e*) ( new | pp8u [ctxSi ze] );
/1 and initialize one
i ppsBi gNuml nit(size, pBN);

/l if any data was supplied, then set up the Big Nunber val ue
i f(pData)
i ppsSet _BN(I ppsBi gNunPQCS, si ze, pData, pBN);

/1 return pointer to the Big Nunber context for future use
return pBN;

SetOctString_BN

Converts octet string into a positive Big Number.

Syntax

| ppSt atus i ppsSet Oct String _BN(const | pp8u* pCctStr, int strlLen,
| ppsBi gNuntst at e* pBN) ;
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5-16

Parameters

pCct St r Pointer to the input octet string.

strlLen Octet string length in bytes.

pBN Pointer to the context of the output Big Number.
Description

The function is declared in the i ppcp. h file. This function converts octet string into a

positive Big Number.

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

i ppSt sCont ext Mat chErr

i ppSt sLengt hErr

i ppSt sSi zeErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the context parameter
does not match the operation.

Indicates an error condition if specified strLen is less
than 1.

Indicates an error condition if insufficient space has
been reserved for Big Number.
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Example 5-2 Create a Big Number from a String

voi d Set BN sanpl e(voi d){
/1 desired value of Big Nunber is 0x123456789abcdef Of edcbha9876543210
| pp8u desiredBNval ue[] = "\x12\ x34\ x56\ x78\ x9a\ xbc\ xde\ xf 0"
"\ xf e\ xdc\ xba\ x98\ x76\ x54\ x32\ x10";

/'l estimate required size of Big Number
/[1int size = (sizeof (desiredBNval ue)+3)/ 4;

int size = (sizeof (desiredBNval ue)-1+3)/4;

/1 and create new (and enpty) one
| ppsBi gNunfst at e* pBN = New BN(si ze);

/1 set up the value fromthe srting
i ppsSet Cct String_BN(desiredBNval ue, sizeof (desiredBNval ue)-1, pBN);

Type_BN("Bi g Nunber value is:\n", pBN);

GetSize_BN

Returns the maximum length of the integer big
number the structure can store.

Syntax

| ppSt at us i ppsCGet Si ze_BN(const | ppsBigNunState *b, int *size);
Parameters

b Integer big number of the data type | ppsBi gNunfst at e.
si ze Maximum length of the integer big number.
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Description

This function is declared in the i ppcp. h file. The function evaluates the working buffer
assigned to the context | ppsBi gNunfst at e and returns the size of the structure to indicate
the maximum length of the integer big number that the structure can store.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
Get_BN

Extracts the sign and value of the integer big
number from the input structure.
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Syntax

| ppSt at us i ppsGet _BN( | ppsBi gNunSGN *sgn, int *length, | pp32u *data, const
| ppsBi gNunftst at e *Xx) ;

Parameters

sgn Sign of | ppsBi gNuntSt at e *x.

| ength Array length of the input data.

dat a Data array.

X Integer big number of the context | ppsBi gNuntt at e.
Description

This function is declared in the i ppcp. h file. The function extracts the sign and value of the
integer big number from the input structure.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
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GetOctString_BN

Converts a positive Big Number into octet String.

Syntax

| ppSt atus i ppsGet Oct String_BN(const | pp8u* pCctStr, int strLen, const
| ppsBi gNuntst at e* pBN) ;

Parameters

pCct St r Pointer to the input octet string.

strlLen Octet string length in bytes.

pBN Pointer to the context of the input Big Number.
Description

The function is declared in the i ppcp. h file. This function converts a positive Big Number
into the octet string.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if specified pCct Str is
insufficient in length.

i ppSt sRangeErr Indicates an error condition if Big Number is negative.
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Example 5-3 Type a Big Number

voi d Type_BN(const char* pMsg, const | ppsBi gNunttate* pBN){
/'l size of Big Nunmber
int size;
i ppsGet Si ze_BN(pBN, &size);

/1 extract Big Number value and convert it to the string presentation
| pp8u* bnVval ue = new I pp8u [size*4];
i ppsGet Cct String_BN(bnVal ue, size*4, pBN);

/'l type header

i f(pMsg)
cout <<pMsg;

/'l type val ue

for(int n=0; n<size*4; n++)
cout <<hex <<(int)bnVal ue[n];

cout <<endl ;

delete [] bnVal ue;

Cmp_BN

Compares two Big Numbers.

Syntax

| ppSt at us i ppsCnp_BN(const | ppsBi gNunfSt ate *pA, const | ppsBi gNuntt at e
*pB, 1pp32u *pRsult);

5-20



Public Key Cryptography Functions 5

Parameters

pA Pointer to the context of the Big Number A.
pB Pointer to the context of the Big Number B.
pRsul t Pointer to the result of the comparison.
Description

The function is declared in ippcp.h file. This function compares Big Numbers A and B and
sets up the result according to the following conditions:

- if A==B, then *pResul t = IS_ZERO
- if A> B, then *pResul t = GREATER_THAN_ZERO
- if A<B, then *pResul t = LESS_THAN_ZERO

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

CmpZero_BN

Checks the value of the input data field.
Syntax
| ppSt at us i ppsCnpZero_BN(const | ppsBigNunState *b, |pp32u *result);
Parameters
b Integer big number of the data type | ppsBi gNunft at e.
result Indicates whether the input integer big number is positive,

negative, or zero.

Description

This function is declared in the i ppcp. h file. The function scans the data field of the input
const | ppsBi gNunttate *b and returns
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e | S _ZEROif the value held by | ppsBi gNunfst at e *b is zero
e GREATER THAN_ ZEROf the input is more than zero
= LESS THAN ZEROif the input is less than zero.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
Add_BN

Adds two integer big numbers.
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Syntax

| ppSt at us i ppsAdd_BN( | ppsBi gNunst at e *a, | ppsBi gNunttate *b,
| ppsBi gNunfSt ate *r);

Parameters

a First integer big number of the data type
| ppsBi gNuntt at e.

b Second integer big number of the data type
| ppsBi gNunfst at e.

r Addition result.

Description

This function is declared in the i ppcp. h file. The function adds two integer big numbers
regardless of their signs and sizes and returns the result of the operation.

The following pseudo code represents this function:

(*r) < (*a) + (*b).

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.
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i ppSt sQut OF RangeEr r Indicates an error condition if the size of r is smaller
than the resulting data length.

NOTE. The function executes only under the condition that size of
_ | ppsBi gNuntst at e *r is not less than either the length of
| ppsBi gNunfst at e *a or that of | ppsBi gNunfSt at e *b.

Example 5-4 Add Big Numbers
voi d Add_BN sanpl e(voi d){
/1 define and set up Big Number A
const | pp32u bnuA[] = {0x01234567, 0x9abcdeff, 0x11223344};
| ppsBi gNuntst at e* bnA = New BN(si zeof (bnuA)/ si zeof (1 pp32u));

/'l define and set up Big Number B
const | pp32u bnuB[] = {0x76543210, Oxf edcabee, 0x44332211} ;
| ppsBi gNunfst at e* bnB = New BN(si zeof (bnuB)/ si zeof (1 pp32u), bnuB);

/1 define Big Nunmber R
i nt sizeR = nmax(sizeof (bnuA), sizeof(bnuB));
| ppsBi gNuntst at e* bnR = New BN( 1+si zeR/ si zeof (| pp32u));

/Il R = A+B
i ppsAdd_BN(bnA, bnB, bnR);

/'l type R
Type_BN("R=A+B:\n", bnR);

delete [] (Ipp8u*)bnA;
delete [] (I pp8u*)bnB;
delete [] (I pp8u*)bnR
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Sub_BN

Subtracts one integer big number from another.

5-24

Syntax

| ppSt at us i ppsSub_BN( | ppsBi gNunst ate *a, | ppsBi gNunttate *b,
| ppsBi gNunfSt ate *r);

Parameters

a First integer big number of the data type
| ppsBi gNuntt at e.

b Second integer big number of the data type
| ppsBi gNuntst at e.

r Subtraction result.

Description

This function is declared in the i ppcp. h file. The function subtracts one integer big number
from another regardless of their signs and sizes and returns the result of the operation.

The following pseudo code represents this function:

(*r) < (*a)—(*b).

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

i ppSt sQut OF RangeEr r Indicates an error condition if | ppsBi gNunfst at e *r is smaller
than the result data length.

NOTE. The function executes only under the condition that size of
_ | ppsBi gNuntt at e *r is not less than either the length of
| ppsBi gNunfst at e *a or that of | ppsBi gNunfSt at e *b.
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Mul_BN

Multiplies two integer big numbers.

Syntax

| ppSt atus i ppsMul _BN( | ppsBi gNunst ate *a, | ppsBi gNunState *b,
| ppsBi gNunfSt ate *r);

Parameters

a Multiplicand of | ppsBi gNuntt at e.
b Multiplier of | ppsBi gNunft at e.

r Multiplication result.

Description

This function is declared in the i ppcp. h file. The function multiplies an integer big number
by another integer big number regardless of their signs and sizes and returns the result of
the operation.

The following pseudo code represents this function:

r < a*b.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sQut OF RangeEr r Indicates an error condition if | ppsBi gNunfSt at e *r is
smaller than the result data length.

NOTE. The function executes only under the condition that the size
_ | ppsBi gNuntSt at e *r is not less than the sum of the lengths of
| ppsBi gNunfst at e *a or that of | ppsBi gNunfst at e *b minus one.
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MAC_BN_I

Multiplies two integer big numbers and accumulates
the result with the third integer big number.
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Syntax

| ppSt atus i ppsMAC BN | (I ppsBi gNuntState *a, |ppsBi gNunState *b,
| ppsBi gNunfSt ate *r);

Parameters

a Multiplicand of | ppsBi gNuntt at e.
b Multiplier of | ppsBi gNuntt at e.

r Multiplication result.

Description

This function is declared in the i ppcp. h file. The function multiplies one integer big
number by another and accumulates the result with the third input integer big number
regardless of their signs and sizes. The function subsequently returns the result of the
operation.

The following pseudocode represents this function:

r <r +a*b.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sQut O RangeEr r Indicates an error condition if | ppsBi gNunfSt at e *r is
smaller than the result data length.

NOTE. The function executes only under the condition that the size
_ | ppsBi gNuntSt at e *r is not less than the sum of the lengths of
| ppsBi gNunfst at e *a or that of | ppsBi gNunf5t at e *b minus one.
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Div_BN

Divides one integer big number by another.

Syntax

| ppSt atus i ppsDi v_BN(I ppsBi gNunstate *a, | ppsBi gNunState *b,

| ppsBi gNunfst at e

Parameters
a
b

q
r

Description

*q, |ppsBigNunttate *r);

Dividend of | ppsBi gNuntt at e.
Divisor of | ppsBi gNuntt at e.
Quotient of | ppsBi gNuntt at e.
Remainder of | ppsBi gNuntt at e.

This function is declared in the i ppcp. h file. The function divides an integer big number
dividend by another integer big number regardless of their signs and sizes and returns the
quotient of the division and the respective remainder.

The following pseudo code represents this function:

g<a’b
r «<a-b*q

Return Values
i ppSt sNoEr r
i ppSt sNul | PtrErr

i ppSt sQut OF RangeEr r

i ppSt sDi vByZer oErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if | ppsBi gNunfSt at e *r is
smaller than the length of | ppsBi gNunState *b or
when the size of | ppsBi gNuntt at e *q is smaller than
the quotient result data length.

Indicates an error condition if the zero divisor is
attempted.
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NOTE. The size of | ppsBi gNuntt at e *q should not be less than
. (length of *a) - (length of *b) + 1, and the size of

| ppsBi gNunfst at e *r should be no less than the length of

| ppsBi gNunfst at e *Db.

Mod_BN

Computes modular reduction for input integer big
number with respect to specified modulus.

Syntax

| ppSt at us i ppsMod_BN( | ppsBi gNunst at e *a, | ppsBi gNunState *m
| ppsBi gNunfSt ate *r);

Parameters

a Integer big number of | ppsBi gNuntt at e.
m Modulus integer of | ppsBi gNunft at e.

r Modular reduction result.

Description

This function is declared in the i ppcp. h file. The function computes the modular reduction
for an input integer big number with respect to the modulus specified by a positive integer

big number and returns the modular reduction result in the range of [0, (m1)].
The following pseudo code represents this function:

r < a modm.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.
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i ppSt sQut OF RangeEr r Indicates an error condition if | ppsBi gNunfSt at e *r is
smaller than the length of | ppsBi gNunfSt ate *m

i ppSt sBadMbdul usErr Indicates an error condition if the modulus
| ppsBi gNuntSt at e *m is not a positive integer.

o NOTE. The size of | ppsBi gNuntSt at e *r should not be less than the
_ length of | ppsBi gNunfState *m

Gcd_BN

Computes greatest common divisor.

Syntax

| ppSt atus i ppsCcd_BN( I ppsBi gNunSt ate *a, | ppsBi gNuntState *b,
| ppsBi gNunt ate *g);

Parameters

a First integer big number of | ppsBi gNuntt at e.

b Second integer big number of | ppsBi gNuntt at e.
g Greatest common divisor to a and b.

Description

This function is declared in the i ppcp. h file. The function computes the greatest common
divisor (GCD) for two positive integer big numbers.

The following pseudo code represents this function:

g<«gcd(a,b).

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.
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i ppSt sQut OF RangeEr r Indicates an error condition if | ppsBi gNunfSt at e *g is
smaller than the length of | ppsBi gNunSt ate *a or
| ppsBi gNunfst at e *b.

o NOTE. The size of | ppsBi gNunfst at e * g should not be less than
. either the length of | ppsBi gNunf5t at e *a and | ppsBi gNuntt at e
*b.

Modinv_BN

Computes multiplicative inverse of a positive
integer big number with respect to specified
modulus.

Syntax

| ppSt at us i ppsModl nv_BN( | ppsBi gNunSt ate *e, | ppsBigNunState *m
| ppsBi gNunfSt at e *d);

Parameters

e Integer big number of | ppsBi gNuntt at e.
m Modulus integer of | ppsBi gNunft at e.

d Multiplicative inverse.

Description

This function is declared in the i ppcp. h file. The function uses the extended Euclidean
algorithm to compute the multiplicative inverse of a given positive integer big number e
with respect to the modulus specified by another positive integer big number m where

gcd(e, m = 1.
The following pseudo code represents this function:

compute d such thatd*e = 1 nod m

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
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i ppSt sBadAr gErr Indicates an error condition if e is less than or equal to
0.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sBadvbdul usErr Indicates an error condition if the modulus e is more
than m or gcd (e, n) is more than 1, or m is less
than or equal to O.

i ppSt sQut O RangeEr r Indicates an error condition if | ppsBi gNunfSt at e *d is
smaller than the length of | ppsBi gNunfSt ate *m

NOTE. The size of | ppsBi gNuntt at e *d should not be less than the
length of | ppsBi gNuntSt ate *m

Montgomery Reduction Scheme Functions

This section describes Montgomery reduction scheme functions. The full list of these
functions is given in Table 5-2.

Table 5-2 Intel IPP Montgomery Reduction Scheme Functions
Function Base Name Operation
Mont CGet Si ze Gets the size of the | ppsMont St at e context.
Mont | ni t Initializes the context and partitions the specified buffer space.
Mont Set Sets the input integer big number to a value and computes the
Montgomery reduction index.
Mont Get Extracts the big number modulus.
Mont For m Converts input positive integer big number into Montgomery form.
Mont Wul Computes Montgomery modular multiplication for positive integer big

numbers of Montgomery form.

Mont Exp Computes Montgomery exponentiation.

Montgomery reduction is a technique for efficient implementation of modular multiplication
without explicitly carrying out the classical modular reduction step.

This section describes functions for Montgomery modular reduction, Montgomery modular
multiplication, and Montgomery modular exponentiation.
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Let n be a positive integer, and let R and T be integers such that R > n, gcd (n, R = 1,
and 0 < T < nR. The Montgomery reduction of T modulo n with respect to R is defined as
TR - 1 nod n.

For better results, functions included in the cryptography package use
R = bX where b =232 and k is the Montgomery index integer computed by the ceiling
function of the bit length of the integer n over 32.

All functions use employ the context | ppsMont St at e to serve as an operational vehicle to
carry the Montgomery reduction index k, the integer big number modulus n, the least
significant word n0O of the muiltiplicative inverse of the modulus n with respect to the
Montgomery reduction factor R, and a sufficient working buffer reserved for various
Montgomery modular operations.

Furthermore, two new terms are introduced in this section:

« length of the context | ppsMont St at e is defined as the data length of the modulus n
carried by the structure

« size of the context | ppshbnt St at e is therefore defined as the maximum data length
of such an integer modulus n that could be carried by this operational vehicle.

The following example can briefly illustrate the procedure of using the primitives described
in this section to compute a classical modular exponentiation T = x® nod n. Consider
computing T = x* nod n, for some integer x with 0 < x < n.

First get the buffer size required to configure the context | ppshbnt St at e by calling
Mont Get Si ze and then allocate the working buffer using OS service function, with
allocated buffer to call Mont | ni t to initialize the context | ppshbnt St at e.

Set the modulus n by calling Mont Set and then convert x into its respective Montgomery
form by calling Mont For m that is, computing x = xR mod n. Then compute the
Montgomery reduction of xx using the function Mont Mul to generate T = xx R_l mod n .
The Montgomery reduction of T*T nod n with respect to Ris

_ 1.2 _
TR Yrod n = ()ng l) R'mod n = x*Rmod n.

Further applying Mont Mul with this value and the value of 1 yields the desired result
T = x* nod n.

The classical modular exponentiation should be computed by performing the following
sequence of operations:
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1. Get the buffer size required to configure the context | ppshMont St at e by calling
the function Mont Cet Si ze. For limited memory system, choose binary method,
and otherwise, choose sliding window method. Using the binary method reduces
the buffer size significantly while using sliding window method enhances the
performance.

2. Allocate working buffer through an operating system memory allocation function
and configure the structure | ppsMont St at e by calling the function Mont | ni t with
the allocated buffer and the choice made on the modular exponential method at
time invoking Mont CGet Si ze.

3. Call the function Mont Set to set the integer big number module for
| ppshbont St at e.

Call the function Mont For mto convert the integer x to be its Montgomery form.
Call the function Mont Exp to compute the Montgomery modular exponentiation.

Call the function Mont Mul to compute the Montgomery modular multiplication of
the above result with the integer 1 as to convert the above result back to the
desired classical modular exponential result.

7. Free the memory using an operating system memory free function, if needed.

MontGetSize

Gets the size of the | ppsMont St at e context.

Syntax

| ppSt at us i ppsMont Get Si ze( | ppsExpMet hod nethod, int length, int *size);
Parameters

net hod Selected exponential method.

| engt h Data field length for the modulus.

si ze Size of the buffer required for initialization.

Description

This function is declared in the i ppcp. h file. The function specifies the buffer size required
to define the structuralized working buffer of the context | ppsMont St at e to store the
modulus and perform operations using various Montgomery modulus schemes.

The function returns the required buffer size based on the selected exponential method.
The binary method helps to significantly reduce the buffer size, while the sliding windows
method results in enhanced performance.
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if | engt h is less than or equal to O.
Montinit
Initializes the context and partitions the specified
buffer space.
Syntax
| ppSt atus i ppsMont | nit (1l ppsExpMet hod nethod, int |ength, |ppshMntState
* n-) '
Parameters
met hod Selected exponential method.
buf fer Buffer for initializing m
| ength Data field length for the modulus.
m Pointer to the context | ppshbont St at e.
Description

This function is declared in the i ppcp. h file. The function initializes the context using the
specified buffer space. The function then partitions the buffer using the selected modular
exponential method in such a way as to carry up to | engt h*si zeof (| pp32u) -bit big
number modulus and execute various Montgomery modulus operations.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if | engt h is less than or equal to O.
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MontSet

Sets the input integer big number to a value and
computes the Montgomery reduction index.

Syntax

| ppSt at us i ppsMont Set (const | pp32u *n, int length, |ppshontState *m;

Parameters

n Input big number modulus.

m Pointer to the context | ppsMont St at e capturing the modulus and
the least significant word of the multiplicative inverse Ni .

Description

This function is declared in the i ppcp. h file. The function sets the input positive integer big
number n to be the modulus for the context | ppsMont St at e *m computes the
Montgomery reduction index k with respect to the input big number modulus n and the
least significant 32-bit word of the multiplicative inverse Ni with respect to the modulus R,
that satisfies

RERI-n*Ni = 1.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sBadMbdul usErr Indicates an error condition if the modulus is not a
positive odd integer.

i ppSt sLengt hErr Indicates an error condition if | engt h is less than or
equal to O.

i ppSt sQut OF RangeEr r Indicates an error condition if | engt h is larger than

| ppshbnt State *m
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MontGet

Extracts the big number modulus.

Syntax

| ppSt at us i ppsMont Get (I pp32u *n, int *length, const |ppsWontState *m;
Parameters

m context | ppshWont St at e.

n Modulus data field.

| engt h Modulus data length.

Description

This function is declared in the i ppcp. h file. The function extracts the big number modulus
from the input | ppsMont State *m

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
MontForm

Converts input positive integer big number into
Montgomery form.

Syntax

| ppSt at us i ppsMont For n( | ppsBi gNuntSt ate *a, |ppshontState *m
| ppsBi gNunfSt ate *r);

Parameters

a Input integer big number within the range [0, m - 1].
m Input big number modulus of | ppsBi gNuntt at e.

r Resulting Montgomery formr = a*R nod m

5-36



Public Key Cryptography Functions 5

Description

This function is declared in the i ppcp. h file. The function converts an input positive integer
big number into the Montgomery form with respect to the big number modulus and stores
the conversion result.

The following pseudo code represents this function:

r <- a*R nod m

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sBadAr gErr Indicates an error condition if a is a negative integer.

i ppSt sScal eRangeErr Indicates an error condition if a is more than m

i ppSt sQut OF RangeEr r Indicates an error condition if | ppsBi gNunfSt at e *r is

larger than | ppsMont State *m

o NOTE. The size of | ppsBi gNunSt at e *r should not be less than the
_ data length of the modulus m

MontMul

Computes Montgomery modular multiplication for
positive integer big numbers of Montgomery form.

Syntax

| ppSt at us i ppsMont Mul (| ppsBi gNunfSt ate *a, | ppsBi gNunfState *b,
| ppsMont State *m | ppsBi gNunfState *r);

Parameters
a Multiplicand within the range [0, m - 1].
b Multiplier within the range [0, m - 1].
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m Modulus.
r Montgomery multiplication result.
Description

This function is declared in the i ppcp. h file. The function computes the Montgomery
modular multiplication for positive integer big numbers of Montgomery form with respect
to the modulus | ppsMont State *m As a result, | ppsBi gNunf5t at e *r holds the product.

The following pseudo code represents this function:

r <- a*b*R?! nmod m

Return Values
i ppSt sNoEr r

i ppSt sBadAr gErr

i ppStsNul | PtrErr

i ppSt sScal eRangeErr
i ppSt sQut OF RangeEr r

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if a or b is a negative
integer.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if a or b is more than m

Indicates an error condition if | ppsBi gNunfSt at e *r is
larger than | ppsMont State *m

o NOTE. The size of | ppsBi gNunfst at e *r should not be less than the
_ data length of the modulus m

Example 5-5 Montgomery Multiplication
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voi d Mont Mul _sanpl e(voi d) {
int size;
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Example 5-5 Montgomery Multiplication (continued)

/1 define and initialize Mintgonery Engi ne over Mdul us N

| pp32u bnuN = 19;

i ppsMont Cet Si ze( | ppsBi naryMet hod, 1, &size);

| ppsMont St ate* pMont = (I ppsWont State*)( new | pp8u [size] );
i ppsMont I nit (I ppsBi naryMet hod, 1, phMont);

i ppsMont Set (&bnuN, 1, phont);

/1 define and init Big Number rmultiplicant A
| pp32u bnuA = 12;

| ppsBi gNunfst at e* bnA = New _BN(1, &bnuA);

/1 encode A into Montfonery form

i ppsMont For n{ bnA, pMont, bnA);

/1 define and init Big Nunber nmultiplicant A
| pp32u bnuB = 15;
| ppsBi gNuntst at e* bnB = New_BN(1, &bnuB);

/1 conmpute R = A*B nod N
| ppsBi gNunfst at e* bnR = New BN(1);
i ppsMont Mul (bnA, bnB, pMont, bnR);

Type_BN("R = A*B nmod N:\n", bnR);

delete [] (Ipp8u*)phont;
delete [] (I pp8u*)bnA;
delete [] (I pp8u*)bnB;
delete [] (I pp8u*)bnR;
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MontExp

Computes Montgomery exponentiation.

Syntax

| ppSt at us i ppsMont Exp( | ppsBi gNunfSt ate *a, | ppsBi gNunState *e,
| ppsMont State *m | ppsBi gNunfState *r);

Parameters

a Big number Montgomery integer within the range of [0, m - 1].
e Big number exponent.

m Modulus.

r Montgomery exponentiation result.

Description

This function is declared in the i ppcp. h file. The function computes Montgomery
exponentiation with the exponent specified by the input positive integer big number to the
given positive integer big number of the Montgomery form with respect to the modulus m

The following pseudo code represents this function:

r <- a®R€D npd m

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppSt sBadAr gErr Indicates an error condition if a or e is a negative
integer.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sScal eRangeErr Indicates an error condition if a or e is more than m

i ppSt sQut O RangeEr r Indicates an error condition if | ppsBi gNunfSt ate *r is

larger than | ppsMont State *m
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NOTE. The size of | ppsBi gNuntt at e *r should not be less than the
data length of the modulus m

Pseudorandom Number Generation Functions

Many cryptographic systems rely on pseudorandom number generation functions in their
design that make the unpredictable nature inherited from a pseudorandom number
generator the security foundation to ensure safe communication over open channels and
protection against potential adversaries.

The full list of Intel IPP Pseudorandom Number Generation Functions is given in Table 5-3.

Table 5-3 Intel IPP Pseudorandom Number Generation Functions

Function Base Name

Operation

Pseudorandom Number Generation Functions

PRNGCet Si ze
PRNG ni t

PRNGSet Seed

PRNGSet Augnent

PRNGSet Modul us

PRNGSet HO
PRNGen

PRNGen_BN

Gets the size of the | ppSPRNGSt at e context.

Initializes user-supplied memory as | ppsPRNGSt at e context for future
use.

Sets the initial state with the given input seed for pseudorandom number
generation.

Sets the initial state with the given input entropy for the pseudorandom
number generation.

Sets the initial state with the given input modulus for the pseudorandom
number generation.

Sets the initial state with the given input IV for the SHA-1 algorithm.

Generates a pseudorandom unsigned Big Number of the specified
bitlength.

Generates a pseudorandom positive Big Number of the specified
bitlength.

This section describes functions that comprise the pseudorandom bit sequence generator
implemented by a US FIPS-approved method and based on a SHA-1 one-way hash function
specified by [FIPS PUB 186-2], appendix 3.

The application code for generating a sequence of pseudorandom bits should perform the
following sequence of operations:
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1. Call the function PRNGCet Si ze to get the size required to configure the
| ppsPRNGSt at e context.

2. Ensure that the required memory space is properly allocated. With the allocated
memory, call the PRNG ni t function to set up the default value of the parameters
for pseudorandom generation process.

3. If the default values of the parameters are not satisfied, call the function
PRNGSet Seed and/or PRNGSet Ar gunment and/or PRNGSet Mbdul us and/or
PRNGSet HO to reset any of the control pseudorandom generator parameters.

4. Keep calling the function PRNGGen or PRNGGen_BN to generate pseudo random
value of the desired format.

5. Free the memory allocated for the | ppsPRNGSt at e context by calling the
operating system memory free service function.

User’'s Implementation of a Pseudorandom Number Generator
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Both functions i ppsPRNGGen and i ppsPRNGGen_BN as well as their supplementary
functions represent the implementation of the pseudorandom number generator in the
IPPCP library. This given implementation is based on recommendations made in [EIPS PUB
186-2]. If you prefer to use the implementation of the pseudorandom number generator
which is different from the given, you can still use IPPCP library. To do this, use the
following definition of the generator introduced by the IPPCP library:

Syntax

typedef |ppStatus(_STDCALL *I ppBitSupplier)(lpp32u* pData, int nBits,
voi d* pEbsPar ans) ;

Parameters

pDat a Pointer to the output data.

nBits Number of generated data bits.
pEbsPar ans Pointer to the user defined context.
Description

This declaration is included in the ippcp.h file. The function generates any data (probably
pseudorandom numbers) of the specified nBi t s length.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sErr Indicates an error condition.
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PRNGGetSize

Gets the size of the | ppsPRNGSt at e context in
bytes.

Syntax
| ppSt at us | ppsPRNGCet Si ze(i nt *pSi ze) ;

Parameters
pSi ze Pointer to the | ppsPRNGSt at e context size in bytes.

Description

This function is declared in the i ppcp. h file. The function gets the | ppsPRNGSt at e context
size in bytes and stores it in *pSi ze.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
PRNGInit

Initializes user-supplied memory as
| ppsPRNGSt at e context for future use.

Syntax

| ppStatus i ppsPRNG nit(int seedBits, |ppsPRNGState* pCtx);
Parameters

seedBits Size in bits for the seed value.

pCt x Pointer to the | ppsPRNGSt at e context being intialized.
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Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsPRNGSt at e context. In addition, the function sets up the default internal
random generator parameters (seed, entropy augment, modulus, and initial hash value HO
of the SHA-1 algorithm). PRNG default parameters are as follows:

e seed =0x0

= entropy augment =0x0

e modulus =0xFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

- HO =0xC3D2E1F01032547698BADCFEEFCDAB8967452301

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if seedBi t s is less than 1 or greater
than 512.
PRNGSetSeed

Sets up the seed value for the pseudorandom
number generator.
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Syntax

| ppSt at us | ppsPRNGSet Seed(const | ppsBi gNuntt at e* pSeed, | ppsPRNGSt at e*
pCtx);

Parameters
pSeed Pointer to the seed value being set up.
pCt x Pointer to the | ppsPRNGSt at e context.
Description

This function is declared in the i ppcp. h file. The function resets the seed value with the
supplied value of seedBi t s bit length. The supplied big number should be created prior to
the function call using the appropriate Big Number Arithmetic functions (see Example 5-1).
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

o NOTE. This function restarts the pseudorandom number generation
_ process, which results in losing already generated pseudorandom
numbers.
PRNGSetAugment

Sets the initial state with the given input entropy
for the pseudorandom number generation.

Syntax

| ppsSt at us i ppsPRNGSet Augnent (const | ppsBi gNunSt at e* pAugnent ,
| ppsPRNGSt at e* pCt x);

Parameters

pAugment Pointer to the entropy augment value being set up.
pCt x Pointer to the | ppsPRNGSt at e context.
Description

This function is declared in the i ppcp. h file. The function resets entropy augment value
with the supplied value of the seedBi t s bit length. The supplied big number should be
created prior to the function call using the appropriate Big Number Arithmetic functions

(see Example 5-1).

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
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i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

PRNGSetModulus

Sets the initial state with the given input modulus
for the pseudorandom number generation.

Syntax

| ppSt at us i ppsPRNGSet Mbdul us(const | ppsBi gNuntt at e* pModul us,
| ppsPRNGSt at e* pCt x);

Parameters

pModul us Pointer to the modulus value being set up.
pCt x Pointer to the | ppsPRNGSt at e context.
Description

This function is declared in the i ppcp. h file. The function resets the modulus value with
the supplied value up to 160 bit length. The supplied big number should be created prior to
the function call using the appropriate Big Number Arithmetic functions (see Example 5-1).

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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PRNGSetHO

Sets the initial state with the given input IV for the
SHA-1 algorithm.

Syntax
| ppSt at us | ppsPRNGSet HO( const | ppsBi gNuntt at e* pHO, | ppsPRNGSt at e* pCtx);
Parameters
pHO Pointer to the initial hash value being set up.
pCt x Pointer to the | ppsPRNGSt at e context.
Description

This function is declared in the i ppcp. h file. The function resets the initial hash value with
the supplied value up to 160 bit length. The supplied big number should be created prior to
the function call using the appropriate Big Number Arithmetic functions (see Example 5-1).

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

PRNGen

Generates a pseudorandom unsigned Big Number
of the specified bitlength.

Syntax

| ppSt at us i ppsPRNGen( | pp32u* pRandBNU, int nBits, void* pCtx);
Parameters

pRandBNU Pointer to the output pseudorandom unsigned integer big number.
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nBits Number of the generated pseudorandom bit.
pCt x Pointer to the | ppsPRNGSt at e context.
Description

This function is declared in the i ppcp. h file. The function generates pseudorandom
unsigned integer big number of the specified nBi t s length.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if nBi t s is less than 1.

PRNGen_BN

Generates a pseudorandom positive Big Number of
the specified bitlength.

Syntax
| ppSt at us i ppsPRNGen_BN( | ppsBi gNunfst at e* pRandBN, int nBits, void* pCx);
Parameters
pRandBN Pointer to the output pseudorandom Big Number.
nBits Number of the generated pseudorandom bit.
pCt x Pointer to the | ppsPRNGSt at e context.
Description
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This function is declared in the i ppcp. h file. The function generates pseudorandom
positive Big Number of the specified nBi t s length.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
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i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sLengt hErr Indicates an error condition if nBi t s is less than 1.

Example 5-6 Find Pseudorandom Co-primes

voi d Fi ndCoPri nmes(void){
int size;

/1 define Pseudo Random Generator (default settings)

i ppsPRNGCet Si ze( &si ze) ;

| ppsPRNGSt at e* pPrng = (| ppsPRNGSt at e*) (new | pp8u [size] );
i ppsPRNG ni t (160, pPrng);

/1 define 256-bits Big Nunbers X and Y
const int bnBitSize = 256;

| ppsBi gNunfst at e* bnX = New BN(bnBit Si ze/ 32);
| ppsBi gNunftSt at e* bnY = New BN(bnBit Si ze/ 32);

/1 define tenporary Big Nunbers GCD and 1

| ppsBi gNunfst at e* bnGCD = New BN( bnBi t Si ze/ 32) ;
| pp32u one = 1,

| ppsBi gNunftst at e* bnOne = New BN(1, &one);
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Example 5-6 Find Pseudorandom Co-primes (continued)

5-50

/'l generate pseudo random X and Y
/] while GCD(X,Y) !'=1
| pp32u result;
int counter;
for(counter=0,result=1; result; counter++) {
i ppsPRNGen_BN(bnX, bnBitSize, pPrng);
i ppsPRNGen_BN(bnY, bnBitSize, pPrng);
i ppsCcd_BN(bnX, bnY, bnGCD);
i ppsCnp_BN(bnGCD, bnOne, &result);

}

cout <<"Coprines:" <<endl;
Type_BN("X: ", bnX); cout <<endl;
Type_BN("Y: ", bnY); cout <<endl;

cout <<"were fond on <<counter <<" attenpt"”
delete [] (Ipp8u*)pPrng;

delete [] (Ipp8u*)bnX;

delete [] (I pp8u*)bny;

delete [] (Ipp8u*)bnGCDh,

delete [] (I pp8u*)bnOne;

<<endl ;
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Prime Number Generation Functions

This section introduces Intel® Integrated Performance Primitives (Intel® IPP) functions for
prime number generation.

The full list of prime number generation functions is given in Table 5-4.

Table 5-4 Intel IPP Prime Number Generation Functions

Function Base Name Operation

Prime Number Generation Functions

Pri neGet Si ze Gets the size of the | ppsPri neSt at e context.

Prinel nit Initializes user-supplied memory as the | ppsPri meSt at e context for
future use.

Pri meGen Generates a random probable prime number of the specified bitlength.

Pri meTest Tests the given integer for being a probable prime.

Pri neSet Sets the Big Number for primality testing.

Pri meSet BN Sets the Big Number for primality testing.

Pri meGet Extracts the probable prime unsigned integer big number.

PrimeGet BN Extracts the probable prime positive Big Number.

This section describes Intel IPP functions for generating probable prime numbers of
variable lengths and validating probable prime numbers through a probabilistic primality
test scheme for cryptographic use. A probable prime number is thus defined as an integer
that passes the Miller-Rabin probabilistic primality-based test.

The scheme adopted for the probable prime number generation is based on a well-known
prime number theorem. Study shows that the number of primitives that are no greater
than the given large integer X is closely approximated by the expression. Let denote the
number of primes that are not greater than x. In this case the statement is true

m X - g
x = X/ (INX)
Further study indicates that if X represents the event where the tested k-bit integer n is
composite and if Y; denotes the event where the Miller-Rabin test with the security
parameter t declares n to be a prime, the test error probability is upper bounded by

P <k V227 fort = 2, k>88, or 3<t <k/9, k>21.

Subsequently, a practical strategy for generating a random k-bit probable prime is to
repeatedly pick k-bit random odd integers until finding one integer that can pass a
recognized probabilistic primality test scheme as a probable prime. The available set of
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probable prime number generation functions enables you to specify an appropriate value of
the security parameter t used in the Miller-Rabin primality test to meet the cryptographic
requirements for your application.

All Intel IPP for prime number generation use the context | ppsPri meSt at e as an
operational vehicle that carries the bitlength of the target probable prime number, the
structure capturing the state of the pseudorandom number generation, the structuralized
working buffer used for Montgomery modular computation in the Miller-Rabin primality
test, and the buffer to store the generated probable prime number.

The following sequence of operations is required to generate a probable prime number of
the specified bitlength:

1. Call the function Pri neCet Si ze to get the size required to configure the
| ppsPri neSt at e context.

2. Allocate memory through the operating system memory allocation function and
configure the | ppsPri meSt at e context by calling the function Prinelnit.

3. Generate probable prime number of the specified bitlength by calling the function
Pri neGen. If the returned | ppSt at us is i ppSt sl nsuf fi ci ent Ent r opy, then
change the parameters of the pseudorandom generator and call the function
Pri neGen again.

4. Extract the generated probable prime number by calling the functions Pri neGet
and Pri meCet _BN.

5. Free the memory allocated to the | ppsPri meSt at e context by calling the
operating system memory-free service function.

PrimeGetSize
Gets the size of the | ppsPri meSt at e context in

bytes.
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Syntax

| ppSt atus i ppsPri meGet Si ze(int nMaxBits, int* pSize);
Parameters

nMaxBi t s Maximum length of the probable prime number in bits.
pSi ze Pointer to the | ppsPri neSt at e context size in bytes.
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Description

This function is declared in the i ppcp. h file. The function gets the | ppsPri neSt at e
context size in bytes and stores it in pSi ze.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if nMaxBi t s is less than 1.
Primelnit

Initializes user-supplied memory as
| ppsPri neSt at e context for future use.

Syntax

| ppStatus ippsPrinelnit(int nMaxBits, |ppsPrinmeState* pCtx);
Parameters

nMVaxBit s Maximum length of the probable prime number in bits.
pCt x Pointer to the | ppsPri neSt at e context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsPri meSt at e context.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sLengt hErr Indicates an error condition if nMaxBi t s is less than 1.
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PrimeGen

Generates a random probable prime number of the

specified bitlength.

Syntax

| ppStatus i ppsPrinmeGen(int nBits, int nTrials, |ppsPrineState* pCx,

| ppBi t Suppl i er rndFunc,

voi d* pRndParan ;

Parameters

nbits Target bitlength for the desired probable prime number.

nTrials Security parameter specified for the Miller-Rabin probable
primality.

pCt x Pointer to the | ppsPri neSt at e context.

rndFunc Specified Random Generator.

pRndPar am Pointer to the Random Generator context.

Description

This function is declared in the i ppcp. h file. The function employs the r ndFuncRandom
Generator specified by the user to generate a random probable prime number of the
specified nBi t s length. The generated probable prime number is further validated by the
Miller-Rabin primality test scheme with the specified security parameter nTri al s.

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

i ppSt sLengt hErr
i ppSt sCont ext Mat chErr

i ppSt sBadAr gErr
i ppSt sQut OF RangeEr r

i ppSt sl nsufficientEntropy
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Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if nBi t s is less than 1.

Indicates an error condition if the context parameter
does not match the operation.

Indicates an error condition if nTri al s is less than 1.

Indicates an error condition if nBits > nMaxBi ts (see
PrimeCGetSi ze and Prinel nit)

Indicates a warning condition if prime generation fails
due to poor choice of entropy.
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PrimeTest
Tests the given integer for being a probable prime.

Syntax

| ppStatus i ppsPrinmeTest(int nTrials, |pp32u *pResult, |ppsPrinestate*
pCt x, |ppBitSupplier rndFunc, void* pRndParan;

Parameters

nTrials Security parameter specified for the Miller-Rabin probable
primality.

pResul t Pointer to the result of the primality test.

pCt x Pointer to the | ppsPri neSt at e context.

rndFunc Specified Random Generator.

pRndPar am Pointer to the Random Generator context.

Description

This function is declared in the i ppcp. h file. The function uses the Miller-Rabin
probabilistic primality test scheme with the given security parameter to test if the given
integer is a probable prime. The pseudorandom number used in the Miller-Rabin test is
generated by the specified r ndFunc Random Generator. The function sets up the * pResul t
as IS_PRIME or IS_COMPOSITE to show if the input probable prime passes the Miller-Rabin
test.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sBadAr gErr Indicates an error condition if nTri al s is less than 1.
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PrimeSet
Sets the Big Number for primality testing.

Syntax
| ppSt at us i ppsPri meSet (const | pp32u* pBNU, int nBits, |ppsPrineState* pCtx);
Parameters
pBNU Pointer to the unsigned integer big number.
nBits Unsigned integer big number length in bits.
pCt x Pointer to the | ppsPri neSt at e context.
Description

This function is declared in the i ppcp. h file. The function sets a probable prime number
and its length for the probabilistic primality test.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if nBi t s is less than 1.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sQut OF RangeEr r Indicates an error condition if nBi t s is too large to fit
pCt x.

PrimeSet_BN

Sets the Big Number for primality testing.

Syntax
| ppSt at us i ppsPri meSet _BN(const | ppsBi gNuntt ate* pBN, | ppsPrineState* pCtx);
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Parameters

pBN Pointer to the Big Number context.

pCt x Pointer to the | ppsPri neSt at e context.
Description

This function is declared in the i ppcp. h file. The function sets the Big NUmber for
probabilistic primality test.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sQut OF RangeEr r Indicates an error condition if the Big Number is too
large to fit pCt x.

PrimeGet
Extracts the probable prime unsigned integer big
number.
Syntax
| ppSt atus i ppsPri meGet (1 pp32u* pBNU, int *pSize, const |IppsPrineState *pCtx);
Parameters
pBNU Pointer to the unsigned integer big number.
pSi ze Pointer to the length of the unsinged integer big number.
p Pointer to the | ppsPri neSt at e context.
Description

This function is declared in the i ppcp. h file. The function extracts the probable prime
number from * pCt X context and stores it into the specified unsigned integer big number.
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Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

i ppSt sCont ext Mat chErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the context parameter
does not match the operation.

PrimeGet_BN

Extracts the probable prime positive Big Number.

Syntax
| ppSt atus | ppsPri meGet _BN(| ppsBi gNuntt at e* pBN, const |ppsPrineState *pCtx);
Parameters
pBN Pointer to the Big NUmber context.
pCt x Pointer to the | ppsPri neSt at e context.
Description

This function is declared in the i ppcp. h file. The function extracts the probable prime
positive big number from the * pCt X context and stores it into the specified Big Number

context.

Return Values
i ppSt sNoEr r

i ppSt sNul | PtrErr
i ppSt sCont ext Mat chErr

i ppSt sQut OF RangeEr r
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Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the context parameter
does not match the operation.

Indicates an error condition if the Big Number is too
small to store probable prime number.
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Example 5-7 Check Primality

voi d CheckPrime(void){
| pp32u result;
int size;

/1 define 256-bit Prinme Generator

int maxBitSize = 256;

i ppsPrimeGet Si ze(maxBit Si ze, &size);

| ppsPri meState* pPrinmeGen = (|l ppsPrinmeState*)( new | pp8u [size] );
i ppsPrinmelnit(maxBitSize, pPrinmeCen);

/1 define Pseudo Random Generator (default settings)

i ppsPRNGGet Si ze( &si ze) ;

| ppsPRNGSt at e* pPrng = (| ppsPRNGSt at e*) (new | pp8u [size] );
i ppsPRNG ni t (160, pPrng);

/1 define known prine value (27128 -3)/ 76439
| pp32u bnuPrinel[] = {
0xBEAD208B, 0x5E668076, Ox2ABF62E3, 0xDB7C};
| ppsBi gNunfst at e* bnP1 = New BN(4, bnuPrinel);
/1 make sure P1 is really prinme
i ppsPri meSet BN(bnP1, pPrinmeCen);
i ppsPrineTest (50, &result, pPrinmeGen,
i ppsPRNGen, pPrng);
I'S PRI ME==resul t?
cout <<"Primality of P1 is confirmed\n"
cout <<"Primality of Pl isn't confirmed\n";
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Example 5-7 Check Primality (continued)

/[ define another known prinme value 27128 -2797 -1
| pp32u bnuPrinme2[] = {

OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFD};
| ppsBi gNunftst at e* bnP2 = New _BN(4, bnuPrine2);
/1l make sure P2 is really prinme
i ppsPri meSet _BN(bnP2, pPrinmeGen);
i ppsPri meTest (50, &result, pPrinmeGen,

i ppsPRNGen, pPrng);

IS PRI ME==resul t ?

cout <<"Primality of P2 is confirmed\n"

cout <<"Primality of P2 isn't confirmed\n";

/1 define conposite Big Nunber C = P1*P2
| ppsBi gNuntst at e* bnC = New_BN( 8) ;
i ppsMul _BN(bnP1, bnP2, bnC);
/1 make sure Cis really conposite
i ppsPri meSet _BN(bnC, pPrinmeCen);
i ppsPrinmeTest (50, &result, pPrinmeCen,
i ppsPRNGen, pPrng);
I'S PRI ME==resul t?
cout <<"Strange, but C=P1*P2 is prine\n"
cout <<"OK, C=P1*P2 is conposite\n";

delete [] (I pp8u*)pPrinmeCen;
delete [] (Ipp8u*)pPrng;
delete [] (I pp8u*)bnPl;
delete [] (I pp8u*)bnP2;
delete [] (I pp8u*)bnC
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RSA Algorithm Functions

This section introduces Intel® Integrated Performance Primitives (Intel® IPP) functions for
RSA algorithm. The section describes a set of primitives to perform operations required for
RSA cryptographic systems [PKCS 1.2.1]. This set of primitives offers a flexible user

interface that enables the RSA crypto key size scalability with the limit of up to 4096 bits.

RSA algorithm functions include

= Functions for Building RSA System, the system being then used by functions listed
below.

= RSA Primitives, which perform RSA encryption and decryption.

e RSA-based schemes, which combine RSA cryptographic primitives with other
techniques, such as computing hash message digests or applying mask generation
functions (MGFs), to achieve a particular security goal. IPPCP contains two groups of
functions implementing RSA-based schemes: RSA-OAEP Scheme Functions and
RSA-SSA Scheme Functions.

Functions for Building RSA System

The list of functions for building RSA cryptographic system is given in Table 5-5.

Table 5-5 Intel IPP RSA Algorithm Functions

Function Base Name Operation

RSAGet Si ze Gets the size of the | ppRSASt at e context.

RSAI ni t Initializes user-supplied memory as the | ppRSASt at e context for future
use.

RSASet Key Sets the tag-designated key component into the established RSA context.

RSAGet Key Extracts the tag-designated key component from the RSA context.

RSAGener at e Generates key components for the desired RSA cryptographic system.

RSAVal i dat e Validates key components of the RSA cryptographic system.

You can use the primitives to build an RSA cryptographic system with the supplied
randomized seed and stimulus. The function RSACGener at e generates the RSA system
probable primes p and g, the system composite integer n, as well as the key pair, the RSA
public key e and its respective private key d.

RSA Primitives and RSA-based schemes (RSA-OAEP Scheme Functions and RSA-SSA
Scheme Functions) use | ppsRSASt at e context, which is initialized using the RSAI ni t
function, as an operational vehicle carrying the RSA system composite integer, a pair of
RSA probable primes, RSA key pair, and working buffers.
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RSAGetSize
Gets the size of the | ppsRSASt at e context.
Syntax
| ppSt at us i ppsRSAGet Si ze(int nBitsN, int nBitsP, | ppRSAKeyType flag, int*
pSi ze) ;
Parameters
nBi tsN Length of the RSA system in bits (that is, the length of the
composite RSA modulus n in bits).
nBi t sP Length in bits of the largest of two prime factors of the RSA
modulus.
flag The flag indicating RSA system for encryption or decryption
operation.
pSi ze Pointer to the IppsRSAState context size in bytes.
Description
This function is declared in the i ppcp. h file. The function gets the | ppsRSASt at e context
size in bytes and stores it in *pSi ze. Use the f| ag == | ppRSApubl i ¢ to establish RSA for
encryption or f| ag == | ppRSApr i vat e to establish RSA for the decryption operation.

Refer to RSA-OAEP Scheme Functions and RSA-SSA Scheme Functions on which f | ag
value to select for the schemes.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sNot Support edvbdeErr Indicates an error condition if nBi t SN< 32 or nBi t sN
> 4096.

i ppSt sBadAr gErr Indicates an error condition if (nBi t sP = nBi t sN) or

(2*nBitsP < nBitsN) or fl ag value is illegal.
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RSAInit

Initializes user-supplied memory as the
| ppsRSASt at e context for future use.

Syntax

| ppStatus i ppsRSAInit(int nBitsN, int nBitsP, |ppRSAKeyType fl ag,
| ppsRSASt at e* pCt x);

Parameters

nBi tsN Length of the RSA system in bits (that is, the length of the
composite RSA modulus n in bits)

nBi t sP Length in bits of the largest of two prime factors of the RSA
modulus.

flag The flag indicating RSA system for encryption or decryption
operation.

pCt x Pointer to the | ppsRSASt at e context being initialized.

Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by

pCt x as the | ppsRSASt at e context. Use the f| ag == | ppRSApubl i ¢ to initialize RSA

context for encryption or f| ag == | ppRSApri vat e to initialize RSA context for the

decryption operation. Refer to RSA-OAEP Scheme Functions and RSA-SSA Scheme
Functions on which f | ag value to select for the schemes.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sNot Support edvbdeErr Indicates an error condition if nBi t SN< 32 or nBi t sN
> 4096.

i ppSt sBadAr gErr Indicates an error condition if nBi t SN > nBi t sP or

illegal f | ag value.
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RSASetKey

Sets the tag-designated key component into the
established RSA context.

Syntax

| ppSt at us | ppsRSASet Key(const | ppsBi gNuntt at e* pBN, i ppsRSAKeyTag t ag,
| ppsRSASt at e* pCt x) ;

Parameters

pBN Pointer to the Big Number context presented by key component.
tag The tag of the key component being set up.

pCt x Pointer to the | ppsRSASt at e context.

Description

This function is declared in the i ppcp. h file. The function sets the key specified by pBN to
the tag-designated component of the | ppRSASt at e context:

e tag == 1| ppRSAkeyN, the function sets up the RSA system composite integer n
e tag == 1| ppRSAkeyP, the function sets up the RSA system prime factor p

e tag ==1ppRSAkeyQ, the function sets up the RSA system prime factor g

e tag == 1| ppRSAkeyE, the function sets up the RSA system public exponent e

e tag == 1|ppRSAkeyD, the function sets up the RSA system public exponent d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sLengt hErr Indicates an error condition if the length of the Big
Number specified by pBNis less than 1.

i ppSt sBadAr gErr Indicates an error condition if some of the arguments
are invalid:

Big Number specified by pBN is negative,
key component specified by t ag does not match the
RSA context.
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i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sQut OF RangeEr r Indicates an error condition if the length of the Big
Number specified by pBN is too big to be stored in the
| ppsRSASt at e context.

RSAGetKey

Extracts the tag-designated key component from
the RSA context.

Syntax

| ppSt at us | ppsRSAGet Key (| ppsBi gNunst at e* pBN, | ppsRSAKeyTag t ag,
| ppsRSASt at e* pCt x);

Parameters

pBN Pointer to the output Big Number context.

tag The tag of the key component being extracted from.
pCt x Pointer to the | ppsRSASt at e context.

Description

This function is declared in the i ppcp. h file. The function extracts the tag-designated key
component from the * pCt x RSA context and stores it in the specified * pBN Big Number

context:

e tag == 1ppRSAkeyN, the function extracts the RSA system composite integer n
e tag == 1| ppRSAkeyP, the function extracts the RSA system prime factor p

e tag == 1ppRSAkeyQ, the function extracts the RSA system prime factor g

e tag == ppRSAkeyE, the function extracts the RSA system public exponent e

e tag == 1| ppRSAkeyD, the function extracts the RSA system public exponent d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.
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i ppSt sBadAr gErr Indicates an error condition if the key component
speicified by tag does not match the RSA context.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sQut OF RangeEr r Indicates an error condition if the length of the Big
Number specified by pBN is too small to be stored as a
key component.

RSAGenerate

Generates key components for the desired RSA
cryptographic system.

Syntax

| ppSt at us | ppsRSAGener at e( | ppsBi gNuntt at e* pE, int nBitsN, int nBitsP, int
nTrials, |ppsRSAState* pCtx, |ppBitSupplier rndFunc, void* pRndParanj;

Parameters

pE Pointer to the | ppsBi gNunft at e context of the newly generated
RSA public exponent key.

nBi tsN Length of the RSA system in bits (that is, the length of the
composite RSA modulus n in bits)

nBi t sP Length in bits of one of the two prime factors of the RSA modulus.

nTrials Security parameter specified for the Miller-Rabin probable primality

pCt x Pointer to the | ppsRSASt at e context.

rndFunc Specified Random Generator

pRndPar am Pointer to the random Generator context.

Description

The function is declared in the i ppcp. h file. This function generates the desired RSA
cryptographic system based on:

= the input * pE specifying the initial value for searching the RSA public exponent

e input parameters nBi t sN and nBi t sP specifying the bit lengths of the composite RSA
modulus n and the largest RSA prime factor p respectively.

This function employs the specified r ndFunc Random Generator to generate a random
probable prime numbers p and q.
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The function then computes the RSA composite modulus n = (p*qg), and the RSA private
exponent d, and it further computes all other CRT-related RSA components.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sNot Support edvbdeErr Indicates an error condition if RSA context was
initialized with the | ppRSApubl i ¢ flag.

i ppSt sBadAr gErr Indicates an error condition in cases not explicitly
mentioned above.

i ppSt sl nsufficientEntropy Indicates a warning condition if prime generation fails
due to poor choice of entropy.

RSAValidate

Validates key components of the RSA cryptographic
system.

Syntax

| ppSt at us i ppsRSAVal i dat e(const | ppsBi gNuntt ate* pE, int nTrials, |pp32u*
pResult, | ppsRSAState* pCtx, |ppBitSuppler rndFunc, void* pRndParan;

Parameters

pE Pointer to the | ppsBi gNunfst at e context of the RSA public
exponent.

nTrails Security parameter specified for the Miller-Rabin probable
primality.

pResul t Pointer to the result of validation.

pCt x Pointer to the | ppsRSASt at e context.

rndFunc Specified Random Generator.

pRndPar am Pointer to the Random Generator context.
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Description

This function is declared in the i ppcp. h file. The function validates key components of the
RSA cryptographic system and stores the result (I S_VALI D_KEY or I S_| NVALI D_KEY) of
the validation procedure in *pResul t .

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sBadAr gErr Indicates an error condition if nBi t SN > nBi t sP or
nTrials < 1.

i ppSt sLengt hErr Indicates an error condition if the length of the Big
Number specified by pE is less than 1.

i ppSt sQut OF RangeEr r Indicates an error condition if the length of the Big
Number specified by pE is too big to be stored in the
| ppsRSASt at e context.

RSA Primitives

The list of RSA cryptographic primitives is given in Table 5-6.

Table 5-6 Intel IPP RSA Primitives

Function Base Name Operation
RSAENncr ypt Performs the RSA encryption operation.
RSADecr ypt Performs the RSA decryption operation.

The application code for conducting a typical RSA encryption must perform the following
sequence of operations, starting with building of a crypto system:

1. Call the function RSACet Si ze to get the size required to configure | ppsRSASt at e
context.

2. Ensure that the required memory space is properly allocated. With the allocated
memory, call the RSAI ni t function to initialize the context for the RSA encryption.

3. Keep calling the RSASet Key to set up RSA public key (n, €).
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4. Invoke the RSAEncr ypt function with the established RSA public key to encode
the plaintext into the respective ciphertext.

5. Free the memory allocated for the | ppsRSASt at e context by calling the operating
system memory free service function.

The typical application code for the RSA decryption must perform the following sequence of

operations:
1. Call the function RSACet Si ze to get the size required to configure | ppsRSASt at e
context.

2. Ensure that the required memory space is properly allocated. With the allocated
memory, call the RSAI ni t function to initialize the context for the RSA decryption.

3. Establish the RSA private key by means of either RSAGener at e function or by key
setup function RSASet Key. The RSAGener at e function computes the private key d
with respect to the generated public key e, as well as several other components
for applying the CRT. When using RSASet Key, you have an option of presenting
the private key either as a pair (n,d) or quantiple (p, g, dP, dQ, gInv).

4. Invoke the RSADecr ypt function with the established RSA public key to decode
the ciphertext into the respective plaintext.

5. Free the memory allocated for the | ppsRSASt at e context by calling the operating
system memory free service function.

RSAENcrypt

Performs the RSA encryption operation.

Syntax

| ppSt at us i ppsRSAEncrypt (const | ppsBi gNuntt at e* pX, | ppsBi gNunfst at e* pY,
| ppsRSASt at e* pCt x);

Parameters

pX Ppointer to the | ppsBi gNuntt at e context of the plaintext.

pY Pointer to the | ppsBi gNunft at e context of the ciphertext.

pCt x Pointer to the | ppsRSASt at e context.

Description

This function is declared in the i ppcp. h file. The function performs the RSA encryption
operation.
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sl nval i dCrypt oKeyErr Indicates an error condition if the RSA context has not
been properly set up for the operation.

i ppSt sQut OF RangeEr r Indicates an error condition if:
length of the Big Number specified by pX is too big
length of the Big Number specified by pY is too small.

RSADecrypt

Performs the RSA decryption operation.
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Syntax

| ppSt at us i ppsRSADecr ypt (| ppsBi gNuntst at e* pX, | ppsBi gNunfst at e* pY,
| ppsRSASt at e* pCt x) ;

Parameters

pX Ppointer to the | ppsBi gNuntt at e context of the ciphertext.
pY Pointer to the | ppsBi gNunfst at e context of the plaintext.
pCt x Pointer to the | ppsRSASt at e context.

Description

This function is declared in the i ppcp. h file. The function performs the RSA encryption
operation.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.



Public Key Cryptography Functions 5

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sl nval i dCrypt oKeyErr Indicates an error condition if the RSA context has not
been properly set up for the operation.

i ppSt sQut OF RangeEr r Indicates an error condition if:
length of the Big Number specified by pX is too big or
length of the Big Number specified by pY is too small.

The example below illustrates the use of RSA primitives. The example uses the Bi gNurber
class and functions creating some cryptographic contexts, whose source code can be found
in Appendix B.

Example 5-8 The Use of RSA Primitives

static I pp32u dataN[] = {
0x091DBDCB, 0x46F8E5FD,
OxCA2A8F59, 0xE2537298, OxF6CL687F, 0x527A9A41, OXx7B61A51F, OXxEOAAB12D,
0x4598394E, 0x8834B245, 0x06095374, OXEE6A649D, 0XxD93A2584, Ox 3EE6B4B7,
0xDFC73772, OxAFB8EOA3, 0x5B8B807F, 0x19719D8A, OXx60E1ECA6, 0x 76 ED520D,
OXEBG6FCD48, 0x61EA48CE, 0x035C02AB, 0x BSDFBAAF, Ox7454F51F, 0x40D6B6FO,
0xD41043A4, 0x368D07EE, 0x9DA871F7, 0x2338AC2B, 0x0682CE9C, 0xBBF82F09
b
static | pp32u dataP[] = {
0x58FB6599, 0x7541BA2A, 0x459D1F39, 0x5B252176,
O0xAA040A2D, Ox7E28FAE7, OX6ESD1E3B, 0x124EF023, 0x3D84F632, 0Xx93B81A9E,
OxAEF4FDA4, 0x99EB9F44, 0xA1B56001, 0x08810B10, 0xB1B9B3C9, O0xEECFAE81
b
static I pp32u dataQ] = {
0xAF461503, OXxA441E700, 0x4D0416A5, 0xCE335252,
0x3204B5CF, OXEAODA3B4, 0x66B42E92, 0x9840B416, 0x028B9D86, 0x5A0F2035,
0x8866B1D0, 0x3F6C42D0, 0xAAD1DO35, 0x341233EA, 0x27F453F6, 0xC97FB1FO
b
static | pp32u datafE[] = {0x11};
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Example 5-8 The Use of RSA Primitives (continued)

i nt RSA sanpl e(voi d)

Bi gNunber P(dataP, sizeof (dataP)/sizeof(dataP[0]));

Bi gNunmber Q dataQ sizeof (dataQ/si zeof (data 0]));

Bi gNunber N = P*Q

Bi gNunmber E(dat aE, sizeof (dataE)/sizeof(dataE[0]));

| ppsRSASt at e* pRSApub = newRSA(N. Bi t Si ze(), P.BitSize(), |ppRSApublic);
| ppsRSASt at e* pRSAprvl = newRSA(N. BitSize(), P.BitSize(), |ppRSAprivate);
| ppsRSASt at e* pRSAprv2 = newRSA(N. Bi t Si ze(), P.BitSize(), |ppRSAprivate);

/'l compute private key
Bi gNunmber phi = (P-Bi gNunber (1)) *(Q Bi gNunber (1));
Bi gNumber D = phi. I nverseMil (E);

/1l set up public RSA (N, E)
i ppsRSASet Key(N, | ppRSAkeyN, pRSApub);
i ppsRSASet Key(E, | ppRSAkeyE, pRSApub);

/1 set up private (no CRT) RSA (N, D)
i ppsRSASet Key(N, | ppRSAkeyN, pRSAprvl);
i ppsRSASet Key (D, | ppRSAkeyD, pRSAprvl);

/1l set up private (CRT) RSA (P, Q D

i ppsRSASet Key( P, | ppRSAkeyP, pRSAprv2);
i ppsRSASet Key(Q | ppRSAkeyQ, pRSAprv2);
i ppsRSASet Key(D, | ppRSAkeyD, pRSAprv2);

/] validate RSA

| ppsPRNGSt at e* pRand = newPRNE ) ;

| pp32u result;

i ppsRSAVal i date(E, 50, &result, pRSAprv2, ippsPRNGen, pRand);
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Example 5-8 The Use of RSA Primitives (continued)

i f(IS_VALID KEY!=result) {
cout <<"validation fail" <<endl;
return O;

}

/1 validation pass

/'l pl anet ext

| pp32u dataM] = {
0x4D353E2D, 0xD2F1B76D,
0x5281CE32, 0x7BC27519, 0x2F3ACl4F, 0x0448DB97, OXxDO95AEB4, 0x82FB3E87,
0x1BE392F9, 0x43581159, 0xD5024121, 0xB48D2869, 0x2BAAD29A, 0xA1B7C136,
0xF47728B4, 0x4CDCFE4F, 0x839A2DDB, 0xFF8AEL0E, 0x25C9C2B3, 0x FO3EDCFB,
0x4626F5AF, OxD7E0B2C0, 0xB4251F84, 0xC31B2E8B, 0xA8F55267, 0x5C68F1EE,
0x26DCD87D, 0xCA82310B, 0x504B45E2, 0x6350E329, OXACE9E300, 0xO0EB7A19

H

Bi gNunber M dat aM si zeof (dat aM / si zeof (dataM 0]) ) ;

/'l encrypt planetext
Bi gNunber C(0, N. Dwor dSi ze() ) ;
i ppsRSAEncrypt (M C, pRSApub);

/'l decrypt ciphertext using pRSAprvil
Bi gNunmber Z1(0, N. Dwor dSi ze());
i ppsRSADecrypt (C, Z1, pRSAprvil);
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Example 5-8 The Use of RSA Primitives (continued)

/1 decrypt ciphertext using pRSAprv2
Bi gNunber Z2(0, N. Dwor dSi ze());
i ppsRSADecrypt (C, Z2, pRSAprv2);

del et eRSA( pRSApub) ;
del et eRSA(pRSAprvl);

del et eRSA(pRSAprv2);

return (M==2Z1) && (M==Z2);

RSA-OAEP Scheme Functions

This subsection describes functions implementing RSA-OAEP encryption scheme, featured
in [PKCS 1.2.1].

The full list of these functions is given in Table 5-7.

Table 5-7 Intel IPP RSA-based Encryption Scheme Functions

Function Base Name Operation

RSAQAEPENcr ypt Carries out the RSA-OAEP encryption scheme.
RSAQAEPENncr ypt _MD5 MD5-based helper of the RSA-OAEP encryption scheme.
RSAOQAEPENcr ypt SHAL SHA-1-based helper of the RSA-OAEP encryption scheme.

RSACAEPENcr ypt _SHA224 SHA-224-based helper of the RSA-OAEP encryption scheme.
RSAQAEPENncr ypt _SHA256 SHA-256-based helper of the RSA-OAEP encryption scheme.

RSAQAEPENncr ypt SHA384 SHA-384-based helper of the RSA-OAEP encryption scheme.
RSAQAEPENcr ypt _SHA512 SHA-512-based helper of the RSA-OAEP encryption scheme.

RSAQAEPDecr ypt Carries out the RSA-OAEP decryption scheme.
RSAQAEPDecr ypt _NMD5 MDS5-based helper of the RSA-OAEP decryption scheme.
RSAOAEPDecr ypt _SHAL SHA-1-based helper of the RSA-OAEP decryption scheme.

RSAQAEPDecr ypt SHA224 SHA-224-based helper of the RSA-OAEP decryption scheme.
RSAQAEPDecr ypt _SHA256 SHA-256-based helper of the RSA-OAEP decryption scheme.
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Table 5-7 Intel IPP RSA-based Encryption Scheme Functions (continued)

Function Base Name Operation
RSAQAEPDecr ypt _SHA384 SHA-384-based helper of the RSA-OAEP decryption scheme.
RSAQAEPDecr ypt SHA512 SHA-512-based helper of the RSA-OAEP decryption scheme.

To invoke a function that carries out RSA-OAEP scheme, the | ppsRSASt at e context must
be initialized (by the RSAI ni t function) with a proper value of the f | ag parameter:

 For the RSA-OAEP encryption scheme, fl ag == | ppRSApubl i ¢
e For the RSA-OAEP decryption scheme, fl ag == | ppRSApri vat e.
RSAOAEPENcrypt

Carries out the RSA-OAEP encryption scheme.

Syntax

| ppSt at us i ppsRSACAEPENncr ypt (const | pp8u* pSrc, int srcLen, const |pp8u*
pLabel , int | abLen, const |pp8u* pSeed, |pp8u* pDst, |ppsRSAState*
pCt x, |ppHash hushFunc, int hashLen, |ppM3F ngf Func);

Parameters

pSrc Pointer to the octet message to be encrypted.

srclLen Length of the message to be encrypted.

pLabel Pointer to the optional label to be associated with the message.

| abLen Length of the optional label.

pSeed Pointer to the random octet string of length hashLen.

pDst Pointer to the output octet ciphertext string.

pCt x Pointer to the properly initialized | ppsRSASt at e context.

hashFunc Hash function, which meets the General Definition of a Hash
Function given in chapter 3.

hashLen Length of the hash function output, in octets.

ngf Func Mask generation function (MGF), which meets the definition given
in section User’s Implementation of a Mask Generation Function in
chapter 3.
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Description

This function is declared in the i ppcp. h file. The function carries out the RSA-OAEP
encryption scheme, defined in [PKCS 1.2.1].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sl nval i dCrypt oKeyErr Indicates an error condition if the RSA context has not
been properly set up for the operation.

i ppSt sLengt hErr Indicates an error condition if the input length
parameters do not meet any of the following
conditions:
srcLen>0,

srcLen>N-2-hashLen-2, where N is the length of
the RSA modulus in octets,

| abLen>0,

hashLen>0.

RSAOAEPENcrypt_MD5

Carries out the RSA-OAEP encryption scheme using
MD5 hash algorithm.
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Syntax

| ppSt at us | ppsRSAOAEPENncr ypt _MD5(const | pp8u* pSrc, int srcLen, const
| pp8u* pLabel, int |abLen, const |pp8u* pSeed, |pp8u* pDst,
| ppsRSASt at e* pCix);

Parameters

pSrc Pointer to the octet message to be encrypted.

srclLen Length of the message to be encrypted.

pLabel Pointer to the optional label to be associated with the message.
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| abLen Length of the optional label.

pSeed Pointer to the random octet string of length hashLen, where
hashLen is the length (in octets) of the hash message digest.

pDst Pointer to the output octet ciphertext string.

pCt x Pointer to the properly initialized | ppsRSASt at e context.

Description

This function is declared in the i ppcp. h file. The function uses MD5 hash function and
MD5-based MGF implemented in Intel IPP to carry out the RSA-OAEP encryption scheme
and thus is a specific form of the general RSAOAEPEncr ypt function.

Return Values

The function may return any of the values that the general RSAOAEPENncr ypt function
returns.

RSAOAEPENcrypt_SHA1

Carries out the RSA-OAEP encryption scheme using
SHA-1 hash algorithm.

Syntax

| ppSt at us | ppsRSAQAEPENncr ypt _SHA1(const |pp8u* pSrc, int srclLen, const
| pp8u* pLabel, int |abLen, const |pp8u* pSeed, |pp8u* pDst,
| ppsRSASt at e* pCt x) ;

Parameters

pSrc Pointer to the octet message to be encrypted.

srcLen Length of the message to be encrypted.

pLabel Pointer to the optional label to be associated with the message.

| abLen Length of the optional label.

pSeed Pointer to the random octet string of length hashLen, where
hashLen is the length (in octets) of the hash message digest.

pDst Pointer to the output octet ciphertext string.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
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Description

This function is declared in the i ppcp. h file. The function uses SHA-1 hash function and
SHA-1-based MGF implemented in Intel IPP to carry out the RSA-OAEP encryption scheme
and thus is a specific form of the general RSAOAEPENncr ypt function.

Return Values

The function may return any of the values that the general RSAQAEPENncr ypt function
returns.

RSAOAEPENcrypt_SHAZ224

Carries out the RSA-OAEP encryption scheme using
SHA-224 hash algorithm.

Syntax

| ppSt at us i ppsRSACAEPENncr ypt _SHA224(const | pp8u* pSrc, int srcLen, const |pp8u*
pLabel , int | abLen, const |pp8u* pSeed, |pp8u* pDst, |ppsRSAState* pCtx);
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Parameters

pSrc Pointer to the octet message to be encrypted.

srclLen Length of the message to be encrypted.

pLabel Pointer to the optional label to be associated with the message.

| abLen Length of the optional label.

pSeed Pointer to the random octet string of length hashLen, where
hashLen is the length (in octets) of the hash message digest.

pDst Pointer to the output octet ciphertext string.

pCt x Pointer to the properly initialized | ppsRSASt at e context.

Description

This function is declared in the i ppcp. h file. The function uses SHA-224 hash function and
SHA-224-based MGF implemented in Intel IPP to carry out the RSA-OAEP encryption
scheme and thus is a specific form of the general RSAOAEPENncr ypt function.

Return Values

The function may return any of the values that the general RSACAEPENcr ypt function
returns.
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RSAOAEPENcrypt_SHA256

Carries out the RSA-OAEP encryption scheme using
SHA-256 hash algorithm.

Syntax

| ppSt at us i ppsRSACAEPENncr ypt _SHA256( const | pp8u* pSrc, int srcLen, const |pp8u*
pLabel , int | abLen, const |pp8u* pSeed, |pp8u* pDst, |ppsRSAState* pCtx);

Parameters

pSrc Pointer to the octet message to be encrypted.

srcLen Length of the message to be encrypted.

pLabel Pointer to the optional label to be associated with the message.

| abLen Length of the optional label.

pSeed Pointer to the random octet string of length hashLen, where
hashLen is the length (in octets) of the hash message digest.

pDst Pointer to the output octet ciphertext string.

pCt x Pointer to the properly initialized | ppsRSASt at e context.

Description

This function is declared in the i ppcp. h file. The function uses SHA-256 hash function and
SHA-256-based MGF implemented in Intel IPP to carry out the RSA-OAEP encryption
scheme and thus is a specific form of the general RSAOAEPENncr ypt function.

Return Values

The function may return any of the values that the general RSAQAEPENncr ypt function
returns.
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RSAOAEPENncrypt_SHA384

Carries out the RSA-OAEP encryption scheme using
SHA-384 hash algorithm.

Syntax

| ppSt at us i ppsRSACAEPENncr ypt _SHA384(const | pp8u* pSrc, int srcLen, const |pp8u*
pLabel , int | abLen, const |pp8u* pSeed, |pp8u* pDst, |ppsRSAState* pCtx);

Parameters

pSrc Pointer to the octet message to be encrypted.

srcLen Length of the message to be encrypted.

pLabel Pointer to the optional label to be associated with the message.

| abLen Length of the optional label.

pSeed Pointer to the random octet string of length hashLen, where
hashLen is the length (in octets) of the hash message digest.

pDst Pointer to the output octet ciphertext string.

pCt x Pointer to the properly initialized | ppsRSASt at e context.

Description

This function is declared in the i ppcp. h file. The function uses SHA-384 hash function and
SHA-384-based MGF implemented in Intel IPP to carry out the RSA-OAEP encryption
scheme and thus is a specific form of the general RSAOAEPENncr ypt function.

Return Values

The function may return any of the values that the general RSAOQAEPENncr ypt function
returns.
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RSAOAEPENcrypt_SHA512

Carries out the RSA-OAEP encryption scheme using
SHA-512 hash algorithm.

Syntax

| ppSt at us i ppsRSACAEPENncr ypt _SHA512( const | pp8u* pSrc, int srcLen, const |pp8u*
pLabel , int | abLen, const |pp8u* pSeed, |pp8u* pDst, |ppsRSAState* pCtx);

Parameters

pSrc Pointer to the octet message to be encrypted.

srcLen Length of the message to be encrypted.

pLabel Pointer to the optional label to be associated with the message.

| abLen Length of the optional label.

pSeed Pointer to the random octet string of length hashLen, where
hashLen is the length (in octets) of the hash message digest.

pDst Pointer to the output octet ciphertext string.

pCt x Pointer to the properly initialized | ppsRSASt at e context.

Description

This function is declared in the i ppcp. h file. The function uses SHA-512 hash function and
SHA-512-based MGF implemented in Intel IPP to carry out the RSA-OAEP encryption
scheme and thus is a specific form of the general RSAOAEPENncr ypt function.

Return Values

The function may return any of the values that the general RSAQAEPENncr ypt function
returns.
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RSAOAEPDecrypt

Carries out the RSA-OAEP decryption scheme.

Syntax

| ppSt at us | ppsRSACAEPDecr ypt (const | pp8u* pSrc, const |pp8u* pLabel, int
| abLen, |pp8u* pDst, int* pDstLen, |ppsRSAState* pCtx, |ppHash
hushFunc, int hashLen, |ppM3F ngf Func);

Parameters

pSrc Pointer to the octet ciphertext to be decrypted.

pLabel Pointer to the optional label to be associated with the message.

| abLen Length of the optional label.

pDst Pointer to the output octet plaintext message.

pDst Len Pointer to the length of the decrypted message.

pCt x Pointer to the properly initialized | ppsRSASt at e context.

hashFunc Hash function, which meets the General Definition of a Hash
Function given in chapter 3.

hashLen Length of the hash function output, in octets.

ngf Func Mask generation function (MGF), which meets the definition given
in section User’s Implementation of a Mask Generation Function in
chapter 3.

Description

This function is declared in the i ppcp. h fil e. The function carries out the RSA-OAEP
decryption scheme defined in [PKCS 1.2.1].

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sl nval i dCrypt oKeyErr Indicates an error condition if the RSA context has not
been properly set up for the operation.

5-82



Public Key Cryptography Functions 5

i ppSt sLengt hErr Indicates an error condition if the input length
parameters do not meet any of the following
conditions:
| abLen>0,
hashLen>0,
2-hashLen +2>N, where N is the length of the RSA
modulus in octets.L

RSAOAEPDecrypt_MD5

Carries out the RSA-OAEP decryption scheme using
MD5 hash algorithm.

Syntax

| ppSt at us i ppsRSACAEPDecr ypt _MD5( const | pp8u* pSrc, const |pp8u* pLabel,
int |abLen, |pp8u* pDst, int* pDstlLen, |ppsRSAState* pCtx);

Parameters

pSrc Pointer to the octet ciphertext to be decrypted.

pLabel Pointer to the optional label to be associated with the message.
| abLen Length of the optional label.

pDst Pointer to the output octet plaintext message.

pDst Len Pointer to the length of the decrypted message.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses MD5 hash function and
MD5-based MGF implemented in Intel IPP to carry out the RSA-OAEP decryption scheme
and thus is a specific form of the general RSAOAEPDecr ypt function.

Return Values

The function may return any of the values that the general RSAOAEPDecr ypt function
returns.
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RSAOAEPDecrypt_SHA1

Carries out the RSA-OAEP decryption scheme using
SHA-1 hash algorithm.

Syntax

| ppSt at us | ppsRSAQAEPDecr ypt _SHA1(const | pp8u* pSrc, const | pp8u*
pLabel , int |abLen, |pp8u* pDst, int* pDstLen, |ppsRSAState* pCtx);

Parameters

pSrc Pointer to the octet ciphertext to be decrypted.

pLabel Pointer to the optional label to be associated with the message.
| abLen Length of the optional label.

pDst Pointer to the output octet plaintext message.

pDst Len Pointer to the length of the decrypted message.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses SHA-1 hash function and
SHA-1sbased MGF implemented in Intel IPP to carry out the RSA-OAEP decryption scheme
and thus is a specific form of the general RSAOAEPDecr ypt function.

Return Values

The function may return any of the values that the general RSAOAEPDecr ypt function
returns.

RSAOAEPDecrypt_SHA224

Carries out the RSA-OAEP decryption scheme using
SHA-224 hash algorithm.

Syntax

| ppSt at us | ppsRSAQAEPDecr ypt _SHA224(const | pp8u* pSrc, const |pp8u*
pLabel , int |abLen, |pp8u* pDst, int* pDstLen, |ppsRSAState* pCtx);
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Parameters

pSrc Pointer to the octet ciphertext to be decrypted.

pLabel Pointer to the optional label to be associated with the message.
| abLen Length of the optional label.

pDst Pointer to the output octet plaintext message.

pDst Len Pointer to the length of the decrypted message.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses SHA-224 hash function and
SHA-224-based MGF implemented in Intel IPP to carry out the RSA-OAEP decryption
scheme and thus is a specific form of the general RSAOAEPDecr ypt function.

Return Values

The function may return any of the values that the general RSAQAEPDecr ypt function
returns.

RSAOAEPDecrypt_SHAZ256

Carries out the RSA-OAEP decryption scheme using
SHA-256 hash algorithm.

Syntax

| ppSt at us i ppsRSAQAEPDecr ypt _SHA256( const | pp8u* pSrc, const |pp8u*

pLabel , | abLen, |pp8u* pDst, int* pDstLen, |ppsRSAState* pCtx);
Parameters
pSrc Pointer to the octet ciphertext to be decrypted.
pLabel Pointer to the optional label to be associated with the message.
| abLen Length of the optional label.
pDst Pointer to the output octet plaintext message.
pDst Len Pointer to the length of the decrypted message.
pCt x Pointer to the properly initialized | ppsRSASt at e context.
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Description

This function is declared in the i ppcp. h file. The function uses SHA-256 hash function and
SHA-256-based MGF implemented in Intel IPP to carry out the RSA-OAEP decryption
scheme and thus is a specific form of the general RSAOAEPDecr ypt function.

Return Values

The function may return any of the values that the general RSAQAEPDecr ypt function
returns.

RSAOAEPDecrypt_SHA384

Carries out the RSA-OAEP decryption scheme using
SHA-384 hash algorithm.
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Syntax

| ppSt at us i ppsRSAQAEPDecr ypt _SHA384( const | pp8u* pSrc, const |pp8u*
pLabel , int | abLen, |pp8u* pDst, int* pDstLen, |ppsRSAState* pCtx);

Parameters

pSrc Pointer to the octet ciphertext to be decrypted.

pLabel Pointer to the optional label to be associated with the message.
| abLen Length of the optional label.

pDst Pointer to the output octet plaintext message.

pDst Len Pointer to the length of the decrypted message.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses SHA-384 hash function and
SHA-384-based MGF implemented in Intel IPP to carry out the RSA-OAEP decryption
scheme and thus is a specific form of the general RSAOAEPDecr ypt function.

Return Values

The function may return any of the values that the general RSAQAEPDecr ypt function
returns.
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RSAOAEPDecrypt_SHA512

Carries out the RSA-OAEP decryption scheme using
SHA-512 hash algorithm.

Syntax

| ppSt at us | ppsRSAQAEPDecr ypt _SHA512( const | pp8u* pSrc, const |pp8u*
pLabel , int |abLen, |pp8u* pDst, int* pDstLen, |ppsRSAState* pCtx);

Parameters

pSrc Pointer to the octet ciphertext to be decrypted.

pLabel Pointer to the optional label to be associated with the message.
| abLen Length of the optional label.

pDst Pointer to the output octet plaintext message.

pDst Len Pointer to the length of the decrypted message.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses SHA-512 hash function and
SHA-512-based MGF implemented in Intel IPP to carry out the RSA-OAEP decryption
scheme and thus is a specific form of the general RSAOAEPDecr ypt function.

Return Values

The function may return any of the values that the general RSAOAEPDecr ypt function
returns.

RSA-SSA Scheme Functions

This subsection describes functions implementing RSA-SSA sighature scheme with
appendix, featured in [PKCS 1.2.1].

The full list of these functions is given in Table 5-8.

Table 5-8 Intel IPP RSA-based Sighature Scheme Functions

Function Base Name Operation
RSASSASI gn Carries out the RSA-SSA signature generation scheme.
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Table 5-8 Intel IPP RSA-based Signature Scheme Functions (continued)

Function Base Name Operation

RSASSASI gn_NMD5 MD5-based helper of the RSA-SSA signature generation scheme.
RSASSASI gn_SHAL SHA-1-based helper of the RSA-SSA signature generation scheme.
RSASSASI gn_SHA224 SHA-224-based helper of the RSA-SSA signature generation scheme.
RSASSASI gn_SHA256 SHA-256-based helper of the RSA-SSA signature generation scheme.
RSASSASI gn_SHA384 SHA-384-based helper of the RSA-SSA signature generation scheme.
RSASSASI gn_SHA512 SHA-512-based helper of the RSA-SSA signature generation scheme.
RSASSAVeri fy Carries out the RSA-SSA signature verification scheme.

RSASSAVeri fy NMD5 MD5 based helper of the RSA-SSA signature verification scheme.
RSASSAVer i fy_ SHAL SHA-1-based helper of the RSA-SSA signature verification scheme.
RSASSAVer i fy SHA224 SHA-224-based helper of the RSA-SSA signature verification scheme.
RSASSAVer i fy SHA256 SHA-256-based helper of the RSA-SSA signature verification scheme.
RSASSAVeri fy SHA384 SHA-384-based helper of the RSA-SSA signature verification scheme.
RSASSAVeri fy SHA512 SHA-512-based helper of the RSA-SSA signature verification scheme.

To invoke a function that carries out RSA-SSA scheme, the | ppsRSASt at e context must be
initialized (by the RSAI ni t function) with a proper value of the f | ag parameter:

= For the RSA-SSA signing scheme, fl ag == | ppRSApri vat e

* For the RSA-SSA verification scheme, f| ag == | ppRSApubl i c.
RSASSASign
Carries out the RSA-SSA signature generation
scheme.

Syntax

| ppSt at us i ppsRSASSASI gn(const | pp8u* pHMsg, int hashLen, const |pp8u*
pSalt, int saltlLen, |pp8u* pSign, |ppsRSAState* pCtx, |ppHash
hushFunc, | ppM&F ngf Func) ;

Parameters
pHVEQg Pointer to the octet message hash to be signed.
hashLen Length of the message hash * pHVEQ in octets.
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pSal t Pointer to the random octet salt string

saltlLen Length of the salt string in octets.

pSi gn Pointer to the output octet signature.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
hashFunc Hash function, which meets the General Definition of a Hash

Function given in chapter 3.

ngf Func MGF, which meets the definition given in section User’s
Implementation of a Mask Generation Function in chapter 3.

Description

This function is declared in the i ppcp. h file. The function generates a message signature
according to the RSASSA-PSS scheme defined in [PKCS 1.2.1]. Intel IPP implementation of
the scheme assumes that its first step, i.e. computing the hash digest of the original
message, is executed prior to the function call and the resulting message hash * pHVsg is
passed to the function. The use of a message hash instead of the original message reduces
the length of the function input message, limited by the upper bound of the integer data
type ((232—1) -8 bit), and thus allows applying the entire RSA-SSA scheme to input
messages of greater lengths. To compute the original message hash to be passed to the
function, you should use the same hash function as the one specified by the hashFunc
parameter and applied at the subsequent steps of the scheme.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sl nval i dCrypt oKeyErr Indicates an error condition if the RSA context has not
been properly set up for the operation.

i ppSt sLengt hErr Indicates an error condition if the input length
parameters do not meet any of the following
conditions:
hashLen>0,

saltLen>0,
N>hashLen +sal t Len+2, where N is the length of
the RSA modulus in octets.
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RSASSASign_MD5

Carries out the RSA-SSA signature generation
scheme using MD5 hash algorithm.
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Syntax

| ppSt at us i ppsRSASSASI gn_MD5( const | pp8u* pHVg, const |pp8u* pSalt, int
sal tLen, | pp8u* pSign, | ppsRSAState* pCtx);

Parameters

pHVEg Pointer to the octet message hash to be signed.

pSal t Pointer to the random octet salt string.

saltlLen Length of the salt string in octets.

pSi gn Pointer to the output octet signature.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses MD5 hash function and
MD5-based MGF implemented in Intel IPP to generate a message signature according to
the RSASSA-PSS scheme and thus is a specific form of the general RSASSASI gn function.
Provided the | ppsRSASt at e context is properly initialized, the entire RSA-SSA signing
scheme is carried out in two steps:

1. Call the MD5MessageDi gest function to generate the hash message to be signed.
2. Call RSASSASI gn_MD5 with pHMsg pointing to the resulting message hash.

Return Values

The function may return any of the values that the general RSASSASI gn function returns.
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RSASSASign_SHA1

Carries out the RSA-SSA signature generation
scheme using SHA-1 hash algorithm.

Syntax

| ppSt at us | ppsRSASSASI gn_SHAL1( const | pp8u* pHVsg, const | pp8u* pSalt, int
sal tLen, | pp8u* pSign,|ppsRSAState* pCtx);

Parameters

pHVEg Pointer to the octet message hash to be signed.

pSal t Pointer to the random octet salt string.

saltLen Length of the salt string in octets.

pSi gn Pointer to the output octet signature.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses SHA-1 hash function and
SHA-1-based MGF implemented in Intel IPP to generate a message signature according to
the RSASSA-PSS scheme and thus is a specific form of the general RSASSASI gn function.
Provided the | ppsRSASt at e context is properly initialized, the entire RSA-SSA signing
scheme is carried out in two steps:

1. Call the SHA1MessageDi gest function to generate the hash message to be signed.
2. Call RSASSASI gn_SHA1 with pHVEg pointing to the resulting message hash.

Return Values

The function may return any of the values that the general RSASSASI gn function returns.
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RSASSASign_SHA224

Carries out the RSA-SSA signature generation
scheme using SHA-224 hash algorithm.

Syntax

| ppSt at us | ppsRSASSASI gn_SHA224( const | pp8u* pHVsg, const | pp8u* pSalt,
int saltLen, |pp8u* pSign,|ppsRSAState* pCtx);

Parameters

pHVEg Pointer to the octet message hash to be signed.

pSal t Pointer to the random octet salt string.

saltlLen Length of the salt string in octets.

pSi gn Pointer to the output octet signature.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses SHA-224 hash function and
SHA-224-based MGF implemented in Intel IPP to generate a message signature according
to the RSASSA-PSS scheme and thus is a specific form of the general RSASSASI gn
function. Provided the | ppsRSASt at e context is properly initialized, the entire RSA-SSA
signing scheme is carried out in two steps:

1. Call the SHA224MessageDi gest function to generate the hash message to be signed.
2. Call RSASSASI gn_SHA224 with pHMsg pointing to the resulting message hash.

Return Values

The function may return any of the values that the general RSASSASI gn function returns.
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RSASSASign_SHA256

Carries out the RSA-SSA signature generation
scheme using SHA-256 hash algorithm.

Syntax

| ppSt at us | ppsRSASSASI gn_SHA256( const | pp8u* pHVsg, const | pp8u* pSalt,
int saltLen, |pp8u* pSign,|ppsRSAState* pCtx);

Parameters

pHVEg Pointer to the octet message hash to be signed.

pSal t Pointer to the random octet salt string.

saltLen Length of the salt string in octets.

pSi gn Pointer to the output octet signature.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses SHA-256 hash function and
SHA-256-based MGF implemented in Intel IPP to generate a message signature according
to the RSASSA-PSS scheme and thus is a specific form of the general RSASSASI gn
function. Provided the | ppsRSASt at e context is properly initialized, the entire RSA-SSA
signing scheme is carried out in two steps:

1. Call the SHA256MessageDi gest function to generate the hash message to be signed.
2. Call RSASSASI gn_SHA256 with pHVsg pointing to the resulting message hash.

Return Values

The function may return any of the values that the general RSASSASI gn function returns.
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RSASSASign_SHA384

Carries out the RSA-SSA signature generation
scheme using SHA-384 hash algorithm.

Syntax

| ppSt at us | ppsRSASSASI gn_SHA384( const Ipp8u* pHVMsg, const | pp8u* pSalt,
int saltLen, Ipp8u*pSign, | ppsRSAState* pCtx);

Parameters

pHVEg Pointer to the octet message hash to be signed.

pSal t Pointer to the random octet salt string.

saltlLen Length of the salt string in octets.

pSi gn Pointer to the output octet signature.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses SHA-384 hash function and
SHA-384-based MGF implemented in Intel IPP to generate a message signature according
to the RSASSA-PSS scheme and thus is a specific form of the general RSASSASI gn
function. Provided the | ppsRSASt at e context is properly initialized, the entire RSA-SSA
signing scheme is carried out in two steps:

1. Call the SHA384MessageDi gest function to generate the hash message to be signed.
2. Call RSASSASI gn_SHA384 with pHVsg pointing to the resulting message hash.

Return Values

The function may return any of the values that the general RSASSASI gn function returns.
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RSASSASign_SHA512

Carries out the RSA-SSA signature generation
scheme using SHA-512 hash algorithm.

Syntax

| ppSt at us | ppsRSASSASI gn_SHA512( const | pp8u* pHVsg, const | pp8u* pSalt,
int saltLen, |pp8u* pSign,I|ppsRSAState* pCtx);

Parameters

pHVEg Pointer to the octet message hash to be signed.

pSal t Pointer to the random octet salt string.

saltLen Length of the salt string in octets.

pSi gn Pointer to the output octet signature.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses SHA-512 hash function and
SHA-512-based MGF implemented in Intel IPP to generate a message signature according
to the RSASSA-PSS scheme and thus is a specific form of the general RSASSASI gn
function. Provided the | ppsRSASt at e context is properly initialized, the entire RSA-SSA
signing scheme is carried out in two steps:

1. Call the SHA512MessageDi gest function to generate the hash message to be signed.
2. Call RSASSASI gn_SHA512 with pHVsg pointing to the resulting message hash.

Return Values

The function may return any of the values that the general RSASSASI gn function returns.
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RSASSAVerify

Carries out the RSA-SSA signature verification

scheme.

Syntax

| ppSt at us i ppsRSASSAVeri fy(const | pp8u* pHWsg, int hashLen, const |pp8u* pSign,
| ppBool * plsValid, |ppsRSAState* pCtx, |ppHash hushFunc, |ppM3F ngf Func);

Parameters

pHVEg Pointer to the octet message hash that has been signed.

hashLen Length in octets of the message hash * pHVsg.

pSi gn Pointer to the octet signature string to be verified.

plsvalid Pointer to the verification result.

pCt x Pointer to the properly initialized | ppsRSASt at e context.

hashFunc Hash function, which meets the General Definition of a Hash
Function given in chapter 3.

ngf Func MGF, which meets the definition given in section User’s
Implementation of a Mask Generation Function in chapter 3.

Description

This function is declared in the i ppcp. h file. The function carries out the RSASSA-PSS
signature verification scheme defined in [PKCS 1.2.1]].

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sCont ext Mat chErr
i ppSt sl nval i dCrypt oKeyErr

i ppSt sLengt hErr
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Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the context parameter
does not match the operation.

Indicates an error condition if the RSA context has not
been properly set up for the operation.

Indicates an error condition if the input length
parameter does not meet any of the following
conditions:
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hashLen>0,
hashLen +2>N, where N is the length of the RSA
modulus in octets.

RSASSAVerify_MD5

Carries out the RSA-SSA signature verification
scheme using MD5 hash algorithm.

Syntax

| ppSt at us i ppsRSASSAVeri fy_MD5(const | pp8u* pHMVsg, const | pp8u* pSign,
| ppBool * plsValid, |ppsRSAState* pCtx);

Parameters

pHVEg Pointer to the octet message hash that has been signed.
pSi gn Pointer to the octet signature string to be verified.
plsvalid Pointer to the verification result.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses MD5 hash function and
MD5-based MGF implemented in Intel IPP to verify a signature according to the
RSASSA-PSS scheme and thus is a specific form of the general RSASSAVer i fy function.
Return Values

The function may return any of the values that the general RSASSAVer i fy function
returns.
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RSASSAVerify_SHA1

Carries out the RSA-SSA signature verification
scheme using SHA-1 hash algorithm.

Syntax

| ppSt at us | ppsRSASSAVeri fy SHAl1(const | pp8u* pHWMsg, const |pp8u* pSign,
| ppBool * plsValid, |ppsRSAState* pCtx);

Parameters

pHVEg Pointer to the octet message hash that has been signed.
pSi gn Pointer to the octet signature string to be verified.

pl svalid Pointer to the verification result.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses SHA-1 hash function and
SHA-1-based MGF implemented in Intel IPP to verify a signature according to the
RSASSA-PSS scheme and thus is a specific form of the general RSASSAVer i fy function.

Return Values

The function may return any of the values that the general RSASSAVer i fy function
returns.

RSASSAVerify_SHA224

Carries out the RSA-SSA signature verification

scheme

using SHA-224 hash algorithm.
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Syntax

| ppSt at us i ppsRSASSAVeri fy_ SHA224(const | pp8u* pHWsg, const | pp8u*
pSi gn, |ppBool* plsValid, |ppsRSAState* pCix);

Parameters
pHVEg Pointer to the octet message hash that has been signed.
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pSi gn Pointer to the octet signature string to be verified.

pl svalid Pointer to the verification result.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses SHA-224 hash function and
SHA-224-based MGF implemented in Intel IPP to verify a signature according to the
RSASSA-PSS scheme and thus is a specific form of the general RSASSAVer i fy function.

Return Values

The function may return any of the values that the general RSASSAVer i f y function
returns.

RSASSAVerify_SHA256

Carries out the RSA-SSA signature verification
scheme using SHA-256 hash algorithm.

Syntax

| ppSt at us i ppsRSASSAVeri fy_ SHA256( const | pp8u* pHMsg, const | pp8u*
pSi gn, |ppBool* plsValid, |ppsRSAState* pCtx);

Parameters

pHVEg Pointer to the octet message hash that has been signed.
pSi gn Pointer to the octet signature string to be verified.
plsvalid Pointer to the verification result.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses SHA-256 hash function and
SHA-256-based MGF implemented in Intel IPP to verify a signature according to the
RSASSA-PSS scheme and thus is a specific form of the general RSASSAVer i fy function.
Return Values

The function may return any of the values that the general RSASSAVer i fy function
returns.
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RSASSAVerify_SHA384

Carries out the RSA-SSA signature verification
scheme using SHA-384 hash algorithm.

Syntax

| ppSt at us | ppsRSASSAVeri fy_SHA384(const | pp8u* pHWsg, const | pp8u*
pSi gn, |ppBool* plsValid, |ppsRSAState* pCtx);

Parameters

pHVEg Pointer to the octet message hash that has been signed.
pSi gn Pointer to the octet signature string to be verified.

pl svalid Pointer to the verification result.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses SHA-384 hash function and
SHA-384-based MGF implemented in Intel IPP to verify a signature according to the
RSASSA-PSS scheme and thus is a specific form of the general RSASSAVer i fy function.

Return Values

The function may return any of the values that the general RSASSAVer i fy function
returns.

RSASSAVerify_SHA512

Carries out the RSA-SSA signature verification

scheme

using SHA-512 hash algorithm.
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Syntax

| ppSt at us i ppsRSASSAVeri fy SHA512(const | pp8u* pHWsg, const | pp8u*
pSi gn, |ppBool* plsValid, |ppsRSAState* pCix);

Parameters
pHVEg Pointer to the octet message hash that has been signed.
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pSi gn Pointer to the octet signature string to be verified.

pl svalid Pointer to the verification result.

pCt x Pointer to the properly initialized | ppsRSASt at e context.
Description

This function is declared in the i ppcp. h file. The function uses SHA-512 hash function and
SHA-512-based MGF implemented in Intel IPP to verify a signature according to the
RSASSA-PSS scheme and thus is a specific form of the general RSASSAVer i fy function.

Return Values

The function may return any of the values that the general RSASSAVer i f y function
returns.

Discrete-Logarithm-Based Cryptography Functions

This section introduces Intel® Integrated Performance Primitives (Intel® IPP) functions
allowing for different operations with Discrete Logarithm (DL) based cryptosystem over a
prime finite field GF(p). The functions are mainly based on the [IEEE P1363A] standard.
Implementation of the Digital Signature operations is based on [FIPS PUB 186-2]. The
Diffie-Hellman (DH) Agreement scheme is based on [X9.42].

The full list of Intel IPP DL-based cryptography functions is given in Table 5-9.

Table 5-9 Intel IPP Discrete-Logarithm-Based Cryptography Functions

Function Base Name Operation

DLPCet Si ze Gets the size of the | ppsDLPSt at e context.

DLPI ni t Initializes user-supplied memory as the | ppsDLPSt at e context for
future use.

DLPSet Sets up domain parameters of the DL-based cryptosystem over GF(p).

DLPGet Retrieves domain parameters of the DL-based cryptosystem over
GF(p)-

DLPSet DP Sets up a particular domain parameter of the DL-based cryptosystem
over GF(p).

DLPGet DP Retrieves a particular domain parameter of the DL-based cryptosystem
over GF(p).

DLPGenKeyPai r Generates a private key and computes public keys of the DL-based

cryptosystem over GF(p).

DLPPubl i cKey Computes a public key from the given private key of the DL-based
cryptosystem over GF(p).
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Table 5-9 Intel IPP Discrete-Logarithm-Based Cryptography Functions (continued)

Function Base Name Operation

DLPVal i dat eKeyPai r Validates private and public keys of the DL-based cryptosystem over
GF(p).

DLPSet KeyPai r Sets private and/or public keys of the DL-based cryptosystem over
GF(p).

DLPGener at eDSA Generates domain parameters of the DL-based cryptosystem over
GF(p) to use DSA.

DLPVal i dat eDSA Validates domain parameters of the DL-based cryptosystem over GF(p)
to use DSA.

DLPSi gnDSA Performs the DSA digital signature signing operation.

DLPVeri f yDSA Verifies the input DSA digital signature.

DLPCGener at eDH Generates domain parameters of the DL-based cryptosystem over
GF(p) to use the DH Agreement scheme.

DLPVal i dat eDH Validates domain parameters of the DL-based cryptosystem over GF(p)
to use the DH Agreement scheme.

DLPShar edSecr et DH Computes a shares secret field element by using the Diffie-Hellman
scheme.

All functions described in this section employ the | ppsDLPSt at e context as operational
vehicle that carries domain parameters of the DL cryptosystem, a pair of keys, and working
buffers.

The application code intended for executing typical operations should perform the following
sequence of operations:

1. Call the function DLPGet Si ze to get the size required to configure the
| ppsDLPSt at e context.

2. Ensure that the required memory space is properly allocated. With the allocated
memory, call the DLPI ni t function to initialize the context of the DL-based
cryptosystem.

3. Set domain parameters of the DL-based cryptosystem by calling the DLPSet
function, or generate domain parameters by calling the DLPGener at eDSA or
DLPGener at eDH.

4. Call one of the functions DLPSi gnDSA, DLPVer i f yDSA, and DLPShar edSecr et DH
to compute digital signature, to verify authenticity of the digital signature, and to
compute the shared element accordingly.

5. Free the memory allocated for the | ppsDLPSt at e context by calling the operating
system memory free service function unless the context is no longer needed.

Free the memory allocated for the | ppsPRNGSt at e context by calling the operating system
memory free service function.
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DLPGetSize
Gets the size of the | ppsDLPSt at e context.
Syntax
| ppSt at us i ppsDLPGet Si ze(int peBits, int reBits, int *pSize);
Parameters
peBits Bitsize of the GF(p) element (that is, the length of the DL-based
cryptosystem in bits)
reBits Bitsize of the multiplicative subgroup GF(r).
pSi ze Pointer to the | ppsDLPSt at e context size in bytes.
Description

This function is declared in the i ppcp. h file. The function gets the | ppsDLPSt at e context
size in bytes and stores in *pSi ze. DL-based cryptosystem over GF(p) assumes that r/p-1
where both p and r are primes.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sSi zeErr Indicates an error condition if peBits <reBits.

DLPInit

Initializes user-supplied memory as the
| ppsDLPSt at e context for future use.

Syntax

| ppsStatus | ppsDLPInit(int peBits, int reBits, |ppsDLPState* pCtx);
Parameters

peBits Bitsize of the GF(p) element (that is, the length of the DL-based

cryptosystem in bits)
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reBits Bitsize of the multiplicative subgroup GF(r).
pCt x Pointer to the | ppsDLPSt at e context being initialized.
Description

This function is declared in the i ppcp. h file. The function initializes the memory pointed by
pCt x as the | ppsDLPSt at e context.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sSi zeErr Indicates an error condition ifpeBits <reBits.

DLPSet

Sets up domain parameters of the DL-based
cryptosystem over GF(p).

5-104

Syntax

| ppSt at us i ppsDLPSet (const | ppsBi gNunfst at e* pP, const | ppBi gNuntt at e*
pQ const | ppsBi gNunttate* pG | ppsDLPSt ate* pCtx);

Parameters

pP Pointer to the characteristic p of the prime finite field GF(p).

pQ Pointer to the characteristic g of the multiplicative subgroup GF(q).
pG Pointer to the generator G of the multiplicative subgroup GF(r).
pCt x Pointer to the cryptosystem context.

Description

This function is declared in the i ppcp. h file. The function sets up DL-based cryptosystem
domain parameters into the cryptosystem context.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
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i ppStsNul | PtrErr
i ppSt sCont ext Mat chErr

i ppSt sRangeErr

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the context parameter
does not match the operation.

Indicates an error condition if any of the Big Numbers
specified by pP, pR, and pGis too big to be stored in the
| ppsDLPSt at e context.

DLPGet

Retrieves domain parameters of the DL-based

cryptosystem over GF(p).

Syntax

| ppSt at us i ppsDLPGet (| ppsBi gNunst at e* pP, | ppsBi gNuntt at e* pQ
| ppsBi gNunfst at e* pG i ppsDLPSt at e* pCtx);

Parameters

pP Pointer to the characteristic p of the prime finite field GF(p).

pQ Pointer to the characteristic g of the multiplicative subgroup GF(q).
pG Pointer to the generator G of the multiplicative subgroup GF(r).
pCt x Pointer to the cryptosystem context.

Description

This function is declared in the i ppcp. h file. The function retrieves DL-based cryptosystem
domain parameters into the cryptosystem context.

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sCont ext Mat chErr

i ppSt sl nconpl et eCont ext Err

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the context parameter
does not match the operation.

Indicates an error condition if the cryptosystem
context has not been properly set up.
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i ppSt sRangeErr Indicates an error condition if any of the Big Numbers
specified by pP, pR, and pGis too small for the DL
parameter.

DLPSetDP

Sets up a particular domain parameter of the
DL-based cryptosystem over GF(p).

Syntax

| ppSt at us i ppsDLPSet DP(const | ppsBi gNuntt at e* pDP, | ppsDLPKeyTag tag,
| ppsDLPSt at e* pCt x);

Parameters

pDP Pointer to the domain parameter value to be set.
tag Tag specifying the desired domain parameter.
pCt x Pointer to the cryptosystem context.
Description

This function is declared in the i ppcp. h file. The function assigns the value specified by
pDP to a particular domain parameter of the DL-based cryptosystem. The domain
parameter to be set up is determined by t ag as follows:

- Iftag == | ppDLPkeyP, the function assigns value to the characteristic p, the size of
the prime finite field GF(p).
e Iftag == | ppDLPkeyR, the function assigns value to the characteristic r, the prime

divisor of (p-1) and the order of g.

e Iftag == ppDLPkeyG, the function assigns value to the characteristic g, the element
of GF(p) generating a multiplicative subgroup of order r.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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i ppSt sRangeErr Indicates an error condition if the Big Number specified
by pDP is too big to be stored in the | ppsDLPSt at e
context.

i ppSt sBadAr gErr Indicates an error condition if some of the function

parameters are invalid:
- Big Number specified by pDP is negative

- Domain parameter specified by t ag does not
match the | ppsDLPSt at e context.

DLPGetDP

Retrieves a particular domain parameter of the
DL-based cryptosystem over GF(p).

Syntax

| ppSt at us i ppsDLPGet DP(const | ppsBi gNuntt at e* pDP, | ppsDLPKeyTag tag,
| ppsDLPSt at e* pCt x);

Parameters

pDP Pointer to the output Big Number context.

tag Tag specifying the domain parameter to be retrieved.
pCt x Pointer to the cryptosystem context.

Description

This function is declared in the i ppcp. h file. The function retrieves value of a particular
domain parameter of the DL-based cryptosystem from the | ppsDLPSt at e context and
stores the value in the Big Number context * pDP. The domain parameter to be retrieved is
determined by t ag as follows:

- Iftag == | ppDLPkeyP, the function retrieves value of the characteristic p, the size of
the prime finite field GF(p).
e Iftag == | ppDLPkeyR, the function retrieves value of the characteristic r, the prime

divisor of (p-1) and the order of g.

e Iftag == | ppDLPkeyG, the function retrieves value of the characteristic g, the
element of GF(p) generating a multiplicative subgroup of order r.
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Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

i ppSt sCont ext Mat chErr

i ppSt sl nconpl et eCont ext Err
i ppSt sQut OF RangeEr r

i ppSt sBadAr gErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the context parameter
does not match the operation.

Indicates an error condition if the cryptosystem
context has not been properly set up.

Indicates an error condition if the Big Number specified
by pDP is too small for the DL parameter.

Indicates an error condition if the domain parameter
specified by the tag does not match the | ppsDLPSt at e
context.

DLPGenKeyPair

Generates a private key and computes public keys

of the DL-based cryptosystem over GF(p).

Syntax

| ppSt at us | ppsDLPGenKeyPai r (i ppsBi gNuntst at e* pPrivate, ippsBi gNunftt at e*

pPublic, |ppsDLPState* pCtx,

| ppBi t Suppl i er rndFunc, voi d* pRndParan;

Parameters

pPrivate Pointer to the private key privKey.
pPublic Pointer to the public key pubKey.

pCt x Pointer to the cryptosystem context.
rndFunc Specifed Random Generator.

pRndPar am Pointer to the Random Generator context.
Description

This function is declared in the i ppcp. h file. The function generates a private key privKey
and computes a public key pubKey of the DL-based cryptosystem. The function employs
specified r ndFunc Random Generator to generate a pseudorandom private key. The value
of the private key privKey is a random number that lies in the range of [2,R-2].
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Return Values
i ppSt sNoEr r

i ppSt sNul | PtrErr
i ppSt sCont ext Mat chErr
i ppSt sl nconpl et eCont ext Err

i ppSt sRangeErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the context parameter
does not match the operation.

Indicates an error condition if the cryptosystem
context has not been properly set up.

Indicates an error condition if any of the Big Numbers
specified by pPri vat e and pPubl i ¢ is too small for
the DL key.

DLPPublicKey

Computes a public key from the given private key

of the DL-based cryptosystem over GF(p).

Syntax

| ppSt at us i ppsDLPPubl i cKey( const
| ppsBi gNunfst at e* pPubl i c,

Parameters
pPrivate
pPublic
pCt x

Description

| ppsBi gNunfst at e* pPrivate,
| ppsDLPSt at e* pCt x);

Pointer to the input private key privKey.
Pointer to the output public key pubKey.

Pointer to the cryptosystem context.

This function is declared in the i ppcp. h file. The function computes a public key pubKey of

the DL-based cryptosystem.

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.
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i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sl nconpl et eCont ext Err Indicates an error condition if the cryptosystem
context has not been properly set up.

i ppSt sl nval i dPri vat eKey Indicates an error condition if the privKey has an
illegal value.
i ppSt sRangeErr Indicates an error condition if Big Number specified by

pPubl i c is too small for the DL public key.

DLPValidateKeyPair

Validates private and public keys of the DL-based
cryptosystem over GF(p).
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Syntax

| ppSt at us i ppsDLPVal i dat eKeyPai r (const | ppsBi gNunft at e* pPrivate, const
| ppsBi gNuntst at e* pPublic, |ppDLPResult* pResult, |ppsDLPState* pCtx);

Parameters

pPrivate Pointer to the input private key privKey.
pPublic Pointer to the output public key pubKey.
pResul t Pointer to the validation result.

pCt x Pointer to the cryptosystem context.
Description

This function is declared in the i ppcp. h file. The function validates the private key privKey
and the public key pubKey of the DL-based cryptosystem. The result of the validation is
stored in the *pResul t and may be assigned to one of the enumerators listed below:

i ppDLVal i d Validation has passed successfully.
i ppDLI nval i dPri vat eKey l<private<(R-1) is false.

i ppDLI nval i dPubl i cKey (L<public<(P-1)is false.

i ppDLI nval i dKeyPai r public !'= G'private (nod P).
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sl nconpl et eCont ext Err Indicates an error condition if the cryptosystem
context has not been properly set up.

DLPSetKeyPair

Sets private and/or public keys of the DL-based
cryptosystem over GF(p).

Syntax

| ppSt at us i ppsDLPSet KeyPai r (const | ppsBi gNuntt at e* pPrivate, const
| ppsBi gNuntst at e* pPublic, |ppsDLPState* pCtx);

Parameters

pPrivate Pointer to the input private key privKey.
pPublic Pointer to the output public key pubKey.
pCt x Pointer to the cryptosystem context.
Description

This function is declared in the i ppcp. h file. The function stores the private key priveKey
and public key pubKey in the cryptosystem context.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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i ppSt sl nconpl et eCont ext Err Indicates an error condition if the cryptosystem
context has not been properly set up.

DLPGenerateDSA

Generates domain parameters of the DL-based
cryptosystem over GF(p) to use DSA.

Syntax

i ppSt at us i ppsDLPGener at eDSA(const | ppsBi gNuntt at e* pSeedln, int nTrials,
| ppsDLPSt at e* pCt x, | ppsBi gNunfst at e* pSeedCQut, int* pCounter, |ppBitSupplier
rndFunc, voi d* pRndParam ;

Parameters

pSeedl n Pointer to the input Seed.

nTrials Security parameter specified for the Miller-Rabin probable
primality.

pCt x Pointer to the cryptosystem context.

pSeedQut Pointer to the output Seed value (if requested).

pCount er Pointer to the counter value (if requested).

rndFunc Specified Random Generator.

pRndPar am Pointer to the Random Generator context.

Description

This function is declared in the i ppcp. h file. The function generates domain parameters of
the DL-based cryptosystem over GF(p) to use DSA. The function uses a procedure specified
in [FIPS PUB 186-2] for generating both a 160-bit randomized prime r and a LpeBits prime
p based on the input *pSeedl n.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.
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i ppSt sSi zeErr

i ppSt sRangeErr

i ppSt sBadAr gErr
i ppSt sl nsuf fuci ent Ent r opy

Indicates an error condition if:
peBits <512,

peBi t s is not divided by 64,
reBits !=160.

Indicates an error condition if:

bitsize of the input Seed value is less than 160,

bitsize of the input Seed value is greater than peBit s,
not enough space to store the output Seed value (if
requested).

Indicates an error condition if nTri al s < 1.

Indicates a warning condition if prime generation fails
due to a poor choice of the entropy.

DLPValidateDSA

Validates domain parameters of the DL-based

cryptosystem over GF(p) to use DSA.

Syntax

| ppSt at us i ppsDLPVal i dat eDSA(i nt nTrials, |ppDLResult* pResult,
| ppsDLPSt at e* pCtx, | ppBitSupplier rndFunc, void* pRndParanj;

Parameters

nTrials Security parameter specified for the Miller-Rabin probable
primality.

pResul t Pointer to the validation result.

pCt x Pointer to the cryptosystem context.

rndFunc Specified Random Generator.

pRndPar am Pointer to the Random Generator context.

Description

This function is declared in the i ppcp. h file. The function validates domain parameters of
the DL-based cryptosystem over GF(p) to use DSA. The result of validation is stored in the
*pResul t and may be assigned to one of the enumerators listed below:

i ppDLVal i d
i ppDLBasel sEven

Validation has passed successfully.

P is even.
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i ppDLOr der | sEven

i ppDLI nval i dBaseRange
i ppDLI nval i dOr der Range
i ppDLConposi t eBase

i ppDLConposi t eOr der

i ppDLI nval i dCof act or

i ppDLI nval i dGener at or

R is even.
P<2
R<2

peBits-— peBits

lor P>2

reBits—-1
' or R>2

reBits

P is not a prime.

R is not a prime.

R is not divided by (P-1).

1< G < (P-1)is false or G™R =1 (mod P).

To ensure that both p and r are primes, the function applies nTri al -round Miller-Rabin
primality test. Test data for primality test is provided by the specified r ndFunc Random

Generator.

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

i ppSt sCont ext Mat chErr

i ppSt sl nconpl et eCont ext Err

i ppSt sBadAr gErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the context parameter
does not match the operation.

Indicates an error condition if the cryptosystem
context has not been properly set up.

Indicates an error condition if nTri al s < 1.

DLPSignDSA

Performs the DSA digital signature signing

operation.
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Syntax

| ppSt at us i ppsDLPSi gnDSA( const | ppsBi gNunfst at e* pMsg, const
| ppsBi gNunfst at e* pPrivate, |ppsBi gNunttate* pSignR, | ppsBi gNuntt at e*
pSi gnS, | ppsDLPSt ate* pCtx);

Parameters
pMsg Pointer to the message representation msgRep to be signed.
pPrivate Pointer to the signer’s private key privKey.
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pSi gnR Pointer to the r-component of the signature.
pSi gnS Pointer to the s-component of the signature.
pCt x Pointer to the cryptosystem context.
Description

This function is declared in the i ppcp. h file. The function performs the DSA digital
signature signing operation provided that the ephemeral signer’s key pair (both private and
public) was previously computed (generated by DLPGenKeyPai r or computed by

DLPPubl i cKey) and then set up into the DLP context by the DLPSet KeyPai r function.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sl nconpl et eCont ext Err Indicates an error condition if the cryptosystem
context has not been properly set up.

i ppSt sMessageErr Indicates an error condition if the value of msgRep is
greater than the multiplicative subgroup characteristic
@-

i ppSt sl nval i dPri vat eKey Indicates an error condition if an illegal value has been

assigned to privKey.

i ppSt sRangeErr Indicates an error condition if any of the signature
components has not enough space.

DLPVerifyDSA

Verifies the input DSA digital signature.

Syntax

| ppSt at us i ppsDLPVeri f yDSA(const | ppsBi gNuntt at e* pMsg, const
| ppsBi gNunfst at e* pSi gnR, const | ppsBi gNunfst at e* pSi gnS, | ppDLResul t*
pResul t, |ppsDLPState* pCtx);
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Parameters

pMsg Pointer to the message representation msgRep.

pSi gnR Pointer to the signature r-component to be verified.
pSi gnS Pointer to the signature s-component to be verified.
pResul t Pointer to the result of the verification.

pCt x Pointer to the cryptosystem context.

Description

This function is declared in the i ppcp. h file. The function verifies the input DSA digital
signature's components *pSi gnR and * pSi gnS with the supplied message representation
msgRep. Signer's public key must be stored by the DLPSet KeyPai r function before the
DLPVer i f yDSA operation.

The function sets the *pResul t to i ppDLVal i d if it validates the input DSA digital
signature, or to i ppDLI nval i dSi gnat ur e if the DSA digital signature verification fails.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sl nconpl et eCont ext Err Indicates an error condition if the cryptosystem
context has not been properly set up.

i ppSt sMessageErr Indicates an error condition if the value of msgRep is
greater than the multiplicative subgroup characteristic

@.

The example below illustrates the use of functions DLPSi gnDSA and DLPVer i f yDSA. The
example uses the Bi gNunber class and functions creating some cryptographic contexts,
whose source code can be found in Appendix B.
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Example 5-9 The Use of DLPSignDSA and DLPVerifyDSA

/1

/1 known domrmi n paraneters

/1

static const int M= 512; // DSA system bitsize
static const int L = 160; // DSA order Dbitsize

static

Bi gNunber P("0x8DF2A494492276AA3D25759BB06869CBEACOD83AFBSDOCF7" \
" CBB8324F0D7882E5D0762FC5B7210EAFC2E9ADAC32AB7AAC! \
" 49693DFBF83724C2ECO736EE31C80291") ;

static
Bi gNunmber Q" 0xC773218C737ECBEE993B4F2DED30F48EDACE915F") ;

static

Bi gNunmber G("0x626D027839EA0A13413163A55B4CB500299D5522956CEFCB" \
" 3BFF10F399CE2C2E71CB9DESFA24BABF58E5B79521925C9C" \
" CA2E9F6F464B088CC572AF53E6D78802") ;

I

/1 known DSA regul ar key pair

I

static

Bi gNunmber X("0x2070B3223DBA372FDE1COFFC7B2E3B498B260614" ) ;
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Example 5-9 The Use of DLPSignDSA and DLPVerifyDSA (continued)

static

Bi gNunmber Y("0x19131871D75B1612A819F29D78D1B0D7346F7AA77BB62A85" \
"9BFD6C5675DA9D212D3A36EF1672EF660B8C7C255CCOEC74" \
" 858FBA33F44C06699630A76B030EE333") ;

i nt DSAsign_verify_sanpl e(void)
{
/1 DLP cont ext
| ppsDLPSt ate *DLPState = newDLP(M L);

/1 set up DLP crypto system
i ppsDLPSet (P, Q G DLPState);

/'l message

| pp8u nessage[] = "abc";
/1l conpute nessage digest to be signed
| pp8u nd[ SHA1_DI GEST_LENGTH 8] ;
i ppsSHA1MessageDi gest (nmessage, sizeof (nessage)-1, nd);
Bi gNunmber di gest (0, BITS_2_ WORDS( SHA1 DI GEST_LENGTH) ) ;
i ppsSet Cct String BN(md, SHAL DI GEST_LENGTH 8, digest);

/'l generate epheneral key pair (ephX ephY)
Bi gNurmber ephX(0, BITS 2 WORDS(L));
Bi gNunmber ephY(0, BITS 2 _WORDS(M);
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Example 5-9 The Use of DLPSignDSA and DLPVerifyDSA (continued)
| ppsPRNGSt at e* pRand = newPRNE ) ;
i ppsDLPGenKeyPai r (ephX, ephY, DLPState, ippsPRNGen, pRand);
del et ePRNGE pRand) ;

/1

/'l generate signature

/1

Bi gNunber signR(0, BITS 2 WORDS(L)); /1 Rand S signature's conponent

Bi gNurmber signS(0, BITS 2 WORDS(L));
i ppsDLPSet KeyPai r (ephX, ephY, DLPState); // set up epheneral keys

i ppsDLPSi gnDSA( di gest, X, /1 sign digest
si gnR, signs,
DLPSt at e) ;
/1
/'l verify signature
/1
i ppsDLPSet KeyPai r (0, Y, DLPState); /1l set up regular public key

| ppDLResul t result;
i ppsDLPVeri f yDSA(di gest, signR, signsS, Il verify
& esult, DLPState);

del et eDLP(DLPSt at €) ;
return resul t==i ppDLVali d;
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DLPGenerateDH

Generates domain parameters of the DL-based
cryptosystem over GF(p) to use the DH Agreement

scheme.

Syntax

| ppSt at us | ppsDLPGener at eDH( const | ppsBi gNuntt at e* pSeedln, int nTrials,
| ppsDLPSt at e* pCt x, | ppsBi gNuntt at e* pSeedCut, int* pCounter,
| ppBi t Supplier rndFunc, void* pRndParan;

Parameters

pSeedl n Pointer to the input Seed.

nTrials Security parameter specified for the Miller-Rabin probable

primality.

pCt x Pointer to the cryptosystem context.

pSeedCut Pointer to the output Seed value (if requested).

pCount er Pointer to the counter value (if requested).

rndFunc Specified Random Generator.

pRndPar am Pointer to the Random Generator context.

Description
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This function is declared in the i ppcp. h file. The function generates domain parameters of
the DL-based cryptosystem over GF(p) to use Diffie-Hellman Agreement scheme. The
function uses a procedure specified in [X9.42] for generating both randomized prime p and
r based on the input * pSeedl n.

Generated primes r and p are further validated through a nTri al -round Miller-Rabin
primality test. Both generation and primality test procedures employ specified r ndFunc
Random Generator.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.
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i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sSi zeErr Indicates an error condition if:
peBits <512 orreBits < 160,
peBi t s is not divided by 256.

i ppSt sRangeErr Indicates an error condition if:
bitsize of the input Seed value is less thanreBits,
not enough space to store the output Seed value (if

requested).
i ppSt sBadAr gErr Indicates an error condition if nTri al s < 1.
i ppSt sl nsuf fuci ent Ent r opy Indicates a warning condition if prime generation fails

due to a poor choice of the entropy.

DLPValidateDH

Validates domain parameters of the DL-based
cryptosystem over GF(p) to use the DH Agreement

Syntax

| ppSt at us i ppsDLPVal i dateDH(int nTrials, |ppDLResult* pResult,
| ppsDLPSt at e* pCt x, | ppBitSupplier rndFunc, void* pRndParan;

Parameters

nTrials Security parameter specified for the Miller-Rabin probable
primality.

pResul t Pointer to the validation result.

pCt x Pointer to the cryptosystem context.

rndFunc Specified Random Generator.

pRndPar am Pointer to the Random Generator context.

Description

This function is declared in the i ppcp. h file. The function validates domain parameters of
the DL-based cryptosystem over GF(p) to use Diffie-Hellman Agreement scheme. The
result of validation is stored in the * pResul t and may be assigned to one of the
enumerators listed below:
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i ppDLVal i d

i ppDLBasel sEven

i ppDLOr der I sEven

i ppDLI nval i dBaseRange
i ppDLI nval i dOr der Range
i ppDLConposi t eBase

i ppDLConposi t eOr der

i ppDLI nval i dCof act or

i ppDLI nval i dGener at or

Validation has passed successfully.

P is even.

R is even.

p<2PBtslor P2
reBits-—

R<2 Lorr>2

peBits

reBits

P is not a prime.

R is not a prime.

R is not divided by (P-1).

1< G < (P-1)is false or G™R =1 (mod P).

To ensure that both p and r are primes, the function applies nTri al -round Miller-Rabin
primality test. Test data for primality test is provided by the specified r ndFunc Random

Generator.

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sCont ext Mat chErr
i ppSt sl nconpl et eCont ext Err

i ppSt sBadAr gErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if the context parameter
does not match the operation.

Indicates an error condition if the cryptosystem
context has not been properly set up.

Indicates an error condition if nTri al s < 1.

DLPSharedSecretDH

Computes a shared field element by using the
Diffie-Hellman scheme.

Syntax

| ssSt at us i ppsDLPShar edSecr et DH(const | ppsBi gNunt at e* pPrivateA, const

| ppsBi gNuntst at e* pPubl i cB,
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Parameters

| ppsBi gNuntst at e* pShare, | ppsDLPState* pCtx);

pPrivat eA Pointer to your own private key privateKeyA.
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pPubl i cB Pointer to the public key pubKeyB belonging to the other party.
pShar e Pointer to the shared secret element Share.

pCt x Pointer to the cryptosystem context.

Description

This function is declared in the i ppcp. h file. The function computes a shared secret

privateKeyA

element FG(p) pubKeyB (mod p) .

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the context parameter
does not match the operation.

i ppSt sl nconpl et eContext Err  Indicates an error condition if the cryptosystem
context has not been properly set up.

i ppSt sRangeErr Indicates an error condition if Share does not have
enough space.

Elliptic Curve Cryptography Functions

Intel® Integrated Performance Primitives (Intel® IPP) for cryptography offer functions
allowing for different operations with an elliptic curve defined over a prime finite field GF(p)
and binary finite field GF(2™). The functions are based on standards ([IEEE P1363A],
[SEC1], and [ANSI]. For more information on parameters recommended for the functions,

see [SEC2].
The full list of Elliptic Curve Cryptography functions is given in Table 5-10.

Table 5-10 Intel IPP Elliptic Curve Cryptography Functions

Function Base Name Operation

Functions Operating over GF(p)

ECCPGet Si ze Gets the size of the | ppSECCPSt at e context.

ECCPI ni t Initializes context for the elliptic curve cryptosystem over GF(p).

ECCPSet Sets up elliptic curve domain parameters over GF(p).

ECCPSet St d Sets up a recommended set of elliptic curve domain parameters over
GF(p).
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Table 5-10 Intel IPP Elliptic Curve Cryptography Functions (continued)

Function Base Name Operation

ECCPGet Retrieves elliptic curve domain parameters over GF(p).

ECCPGet Order Bi t Si ze Retrieves order size of the elliptic curve base point over GF(p) in bits

ECCPVal i dat e Checks validity of the elliptic curve domain parameters over GF(p).

ECCPPoi nt Get Si ze Gets the size of the | ppsECCPPoi nt context in bytes for a point on the
elliptic curve point defined over GF(p).

ECCPPoi nt I ni t Initializes context for a point on the elliptic curve defined over GF(p).

ECCPSet Poi nt Sets coordinates of a point on the elliptic curve defined over GF(p).

ECCPSet Poi nt AtInfinity  Setsthe point at infinity.

ECCPCet Poi nt Retrieves coordinates of the point on the elliptic curve defined over GF(p).

ECCPCheckPoi nt Checks correctness of the point on the elliptic curve defined over GF(p).

ECCPConpar ePoi nt Compares two points on the elliptic curve defined over GF(p).

ECCPNegat i vePoi nt Finds an elliptic curve point which is an additive inverse for the given
point over GF(p).

ECCPAddPoi nt Computes the addition of two elliptic curve points over GF(p).

ECCPMuUl Poi nt Scal ar Performs scalar multiplication of a point on the elliptic curve defined over
GF(p).

ECCPGenKeyPai r Generates a private key and computes public keys of the elliptic
cryptosystem over GF(p).

ECCPPubl i cKey Computes a public key from the given private key of the elliptic
cryptosystem over GF(p).

ECCPVal i dat eKeyPai r Validates private and public keys of the elliptic cryptosystem over GF(p).

ECCPSet KeyPai r Sets private and/or public keys of the elliptic cryptosystem over GF(p).

ECCPShar edSecr et DH Computes a shared secret field element by using the Diffie-Hellman
scheme.

ECCPShar edSecr et DHC Computes a shared secret field element by using the Diffie-Hellman
scheme and the elliptic curve cofactor.

ECCPSi gnDSA Computes a digital signature over a message digest.

ECCPVer i f yDSA Verifies authenticity of the digital signature over a message digest
(ECDSA).

ECCPSi gnNR Computes the digital signature over a message digest (the

Nyberg-Rueppel scheme).

ECCPVeri f yNR Verifies authenticity of the digital signature over a message digest (the
Nyberg-Rueppel scheme).

Functions Operating over GF(2™M)
ECCBGet Si ze Gets the size of the | ppSECCBSt at e context.
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Table 5-10 Intel IPP Elliptic Curve Cryptography Functions (continued)

Function Base Name
ECCBI ni t

ECCBSet

ECCBSet St d

ECCBGet

ECCBGet Order Bi t Si ze
ECCBVal i dat e
ECCBPoi nt Get Si ze

ECCBPoi nt | ni t
ECCBSet Poi nt
ECCBSet Poi nt AtInfinity

ECCBCet Poi nt

ECCBCheckPoi nt
ECCBConpar ePoi nt
ECCBNegat i vePoi nt

ECCBAddPoi nt
ECCBMul Poi nt Scal ar

ECCBGenKeyPai r

ECCBPubl i cKey

ECCBVal i dat eKeyPai r
ECCBSet KeyPai r
ECCBShar edSecr et DH

ECCBShar edSecr et DHC

ECCBSi gnDSA
ECCBVer i f yDSA

ECCBSi gnNR

Operation
Initializes context for the elliptic curve cryptosystem over GF(2“5.

Sets up elliptic curve domain parameters over GF(Z").

Sets up a recommended set of elliptic curve domain parameters over
GF(2™.

Retrieves elliptic curve domain parameters over GF(2”).

Retrieves order size of the elliptic curve base point over GF(Z'T) in bits.

Checks validity of the elliptic curve domain parameters over GF(2”5.

Gets the size of the IppsECCBPoint context in bytes for a point on the
elliptic curve point defined over GF(2”).

Initializes context for a point on the elliptic curve defined over GF(Z"B.
Sets coordinates of a point on the elliptic curve defined over GF(2”}.
Sets the point at infinity.

Retrieves coordinates of the point on the elliptic curve defined over
GF(2™.

Checks correctness of the point on the elliptic curve defined over GF(Z'T).
Compares two points on the elliptic curve defined over GF(Z").

Finds an elliptic curve point which is an additive inverse for the given
point over GF(2™.

Computes the addition of two elliptic curve points over GF(2™).

Performs scalar multiplication of a point on the elliptic curve defined over
GF(2M.

Generates a private key and computes public keys of the elliptic
cryptosystem over GF(2™M).

Computes a public key from the given private key of the elliptic
cryptosystem over GF(2™M).

Validates private and secret keys of the elliptic cryptosystem over GF(Z").
Sets private and/or public keys in the elliptic cryptosystem over GF(ZnB.

Computes a shared secret field element by using the Diffie-Hellman
scheme.

Computes a shared secret field element by using the Diffie-Hellman
scheme and the elliptic curve cofactor.

Computes a digital signature over a message digest.

Verifies authenticity of the digital signature over a message digest
(ECDSA).

Computes the digital signature over a message digest (the
Nyberg-Rueppel scheme).
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Table 5-10 Intel IPP Elliptic Curve Cryptography Functions (continued)
Function Base Name Operation
ECCBVeri f yNR Computes authenticity of the digital signature over a message digest (the

Nyberg-Rueppel scheme).

Public key cryptography successfully allows to solve problems of information security by
enabling secure communication over insecure channels. Although elliptic curves are well
studied as a branch of mathematics, an interest to the cryptographic schemes based on
elliptic curves is constantly rising due to the advantages that the elliptic curve algorithms
provide in the wireless communications: shorter processing time and key length.

Elliptic curve cryptosystems (ECCs) implement a different way of creating public keys.
Because elliptic curve calculation is based on the addition of the rational points in the (x,y)
plane and it is difficult to solve a discrete logarithm from these points, a higher level of
security is achieved through the cryptographic schemes that use the elliptic curves. The
cryptographic systems that encrypt messages by using the properties of elliptic curves are
hard to attack due to the extreme complexity of deciphering the private key.

Use of elliptic curves allows for shorter public key length and encourage cryptographers to
create cryptosystems with the same or higher encryption strength as the RSA or DSA
cryptosystems. Because of the relatively short key length, ECCs do encryption and
decryption faster on the hardware that requires less computation processing volumes. For
example, with a key length of 150-350 bits, ECCs provide the same encryption strength as
the cryptosystems who have to use 600 -1400 bits. Alternatively, it requires considerably
less time to create a digital signature with the ECDSA (Elliptic Curve Digital Signature
Algorithm) algorithm rather than with the RSA algorithm even though you are using the
same processor machine.

Functions Based on GF(p)
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This section describes functions designed to specify the elliptic curve cryptosystem and
perform various operations on the elliptic curve defined over a prime finite field. The
examples of the operations are shown below:

=  Setting up operations
ECCPSet sets up elliptic curve domain parameters. ECCPSet KeyPai r sets a pair of
public and private keys for the given cryptosystem.

= Computation operations
ECCPAddPoi nt adds two points on the elliptic curve. ECCPMul Poi nt Scal ar performs
the scalar multiplication of a point on the elliptic curve. ECCPSi gnDSA computes the
digital signature of a message.

= Validation operations
ECCPVal i dat e checks validity of the elliptic curve domain parameters.
ECCPVal i dat eKeyPai r validates correctness of the public and private keys.
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= Generation operations
ECCPGenKeyPai r generates a private key and computes a public key for the given
elliptic cryptosystem.

= Retrieval operations
ECCPGet retrieves elliptic curve domain parameters. ECCPCet Or der Bi t Si ze retrieves
the size of a base point in bytes.

All functions described in this section employ a context | ppsECCPSt at e that catches

several auxiliary components specifying operations performed on the elliptic curve or entire
elliptic cryptosystem. ECCP stands for Elliptic Curve Cryptography Prime and means that all
functions whose name include this abbreviation perform operations over a prime finite field

GE(p).

ECCPGetSize

Gets the size of the | ppsECCPSt at e context.

Syntax
| ppSt at us | ppsECCPCGet Si ze(int feBitSize, int *pSize);

Parameters
feBitSize Size (in bits) of the field element.

pSi ze Pointer to the size (in bytes) of the context.

Description

The function computes the size of the context in bytes for the elliptic cryptosystem over a
prime finite field GF (p).

Context is a structure | ppsECCPSt at e designed to store information about the
cryptosystem status.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sSi zeErr Indicates an error condition if the value of the parameter

feBitSize is less than 2.
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ECCPInit

Initializes context for the elliptic curve
cryptosystem over GF(p).

Syntax

| ppStatus i ppseECCPInit(int feBitSize, |ppsECCPState* pECC);
Parameters

feBitSize Size (in bits) of a field element.

pECC Pointer to the cryptosystem context.

Description

The function initializes the context of the elliptic curve cryptosystem over the prime finite
field GF(p).

Context is a structure | ppsECCPSt at e designed to store information about the
cryptosystem status.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is
NIULL.

i ppSt sSi zeErr Indicates an error condition if the value of the parameter

feBitSize is less than 2.

ECCPSet
Sets up elliptic curve domain parameters over
GF(p).

Syntax

| ppSt at us | ppsECCPSet (const | ppsBi gNuntt at e* pPrine, const
| ppsBi gNunfst at e* pA, const | ppsBi gNunft at e* pB, const
| ppsBi gNunfst at e* pGX, const | ppsBi gNuntt at e* pGY, const
| ppsBi gNunfst at e* pOrder, int cofactor, |ppsECCPState* pECO);
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Parameters
pPri me
pA

pB

pGX

pGY

pOr der
cof act or
pECC

Description

The function

Pointer to the characteristic p of the prime finite field GF(p).

Pointer to the coefficient A of the equation defining the elliptic
curve.

Pointer to the coefficient B of the equation defining the elliptic
curve.

Pointer to the x-coordinate of the elliptic curve base point.
Pointer to the y-coordinate of the elliptic curve base point.
Pointer to the order of the elliptic curve base point.
Cofactor.

Pointer to the context of the cryptosystem.

sets up the elliptic curve domain parameters over a prime finite field GF(p).

These are as follows:

pPri me sets up the characteristic p of a finite field GF(p) where p is a prime
number.

pA, pB set up the coefficients A and B of the equation defining the elliptic
curve:

y " =x"+A-x+B(modp) .

pGX, pGY are pointers to the affine coordinates of the elliptic curve base point
G.

pOr der is a pointer to the order n of the elliptic curve base point G such that
n-G = O where O is the point at infinity and n is a prime number.

cof act or sets up the ratio h of a general number of points #E on the elliptic
curve (including the point at infinity) to the order n of the base point :
#E

h==—.
n

The domain parameters are set in the cryptosystem context which must be already created
by the i ppsECCPGet Si ze and i ppsECCPI nit functions.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.
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i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPri ne, pA, pB, pGX, pGY, pOr der, and
pECC is not valid.

i ppSt sRangeEr r Indicates an error condition if of one of the parameters
pointed by pPri ne, pA, pB, pGX, pGY, and pOr der
cannot embed the f eBi t Si ze bits length or the value
of cof act or is less than 1.

ECCPSetStd

Sets up a recommended set of elliptic curve domain
parameters over GF(p).
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Syntax

| ppSt at us | ppsECCPSet St d( | ppECCType fl ag, | ppsECCPSt at e* pECC);
Parameters

fl ag Set specifier.

pECC Pointer to the cryptosystem context.

Description

The function sets a recommended set of elliptic curve domain parameters over a prime
finite field GF(p).

The set is defined by the value of the parameter f | ag. Possible values of the parameter are
as follows:

| ppECCPSt d112r 1 For the cryptosystem context where feBi t Si ze==112
| ppECCPSt d112r 2 For the cryptosystem context where feBi t Si ze==112
| ppECCPSt d128r 1 For the cryptosystem context where f eBi t Si ze==128
| ppECCPSt d128r 2 For the cryptosystem context where f eBi t Si ze==128
| ppECCPSt d160r 1 For the cryptosystem context where f eBi t Si ze==160
| ppECCPSt d160r 2 For the cryptosystem context where f eBi t Si ze==160
| ppECCPSt d192r 1 For the cryptosystem context where f eBi t Si ze==192
| ppECCPSt d224r 1 For the cryptosystem context where f eBi t Si ze==224
| ppECCPSt d256r1 1 For the cryptosystem context where f eBi t Si ze==256
| ppECCPSt d384r 1 For the cryptosystem context where f eBi t Si ze==384
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| ppECCPSt d521r 1 For the cryptosystem context where f eBi t Si ze==521.

For more information on parameter values for the recommended elliptic curves, see

[SEC2].

The cryptosystem context must be already created by the i ppsECCPGet Si ze and
i ppsECCPI ni t functions. The value of f eBi t Si ze is applied when these functions are
called and predetermines the possible choice of the f | ag value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the cryptosystem
context is not valid.

i ppSt sECCI nval i dFl agErr Indicates an error condition if the value of the
parameter f | ag is not valid.

ECCPGet

Retrieves elliptic curve domain parameters over
GF(p).

Syntax

| ppSt at us i ppsECCPCet (| ppsBi gNuntt at e* pPrine, | ppsBi gNuntt at e* pA,
| ppsBi gNunfst at e* pB, | ppsBi gNunt at e* pGX, | ppsBi gNuntt at e* pGyY,
| ppsBi gNuntst at e* pOrder, int* cofactor, | ppsECCPState* pECC);

Parameters

pPri me Pointer to the characteristic p of the prime finite field GF(p).

pA Pointer to the coefficient A of the equation defining the elliptic
curve.

pB Pointer to the coefficient B of the equation defining the elliptic
curve.

pGX Pointer to the x-coordinate of the elliptic curve base point.

pGY Pointer to the y-coordinate of the elliptic curve base point.

pOr der Pointer to the order n of the elliptic curve base point.
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cof act or Pointer to the cofactor h.
pECC Pointer to the context of the cryptosystem.
Description

The function retrieves elliptic curve domain parameters from the context of the elliptic
cryptosystem over a finite field GF(p) and allocates them in accordance with the pointers
pPrime, pA, pB, pGX, pGY, pOrder, and cof act or. The elliptic curve domain parameters
must be hitherto defined by one of the functions: i ppsECCPSet or i ppsECCPSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPri e, pA, pB, pGX, pGY, pOr der, or pECC
is not valid.

i ppSt sRangeEr r Indicates an error condition if the memory size of one

of the parameters pointed by pPri ne, pA, pB, pGX,
pGY, pOr der, and pECC is less than the value of
feBitSize in the i ppsECCPI nit function.

ECCPGetOrderBitSize

Retrieve

s order size of the elliptic curve base point

over GF(p) in bits.
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Syntax

| ppSt at us i ppsECCPGet OrderBi t Si ze(int* pBitSize, |ppsECCPState* pECC);
Parameters

pBitSize Pointer to the size of the base point (in bits).

pECC Pointer to the cryptosystem context.
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Description

The function retrieves the order size (in bits) of the elliptic curve base point G from the
context of elliptic cryptosystem over a prime finite field GF(p) and allocates it in accordance
with the pointer pBi t sSi ze. The elliptic curve domain parameters must be hitherto
defined by one of the functions: i ppsECCPSet or i ppsECCPSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the cryptosystem
context is not valid.

ECCPValidate

Checks validity of the elliptic curve domain
parameters over GF(p).

Syntax

| ppSt at us i ppseECCPVal i date(int nTrials, |ppECResult* pResult,
| ppsECCPSt at e* pECC, | ppBit Supplier rndFunc, void* pRndParan;

Parameters

nTrials A number of attempts made to check the number for primality.

pResul t Pointer to the result received upon the check of the elliptic curve
domain parameters.

pECC Pointer to the cryptosystem context.

rndFunc Specified Random Generator.

pRndPar am Pointer to Random Generator context.

Description

The function checks validity of the elliptic curve domain parameters over a prime finite field
GF(p) and stores the result of the check in accordance with the pointer pResul t .
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Elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d. The purpose of the parameters r ndFunc, pRndPar am
and nTri al s is analogous to that of the parameters r ndFunc, pRndPar am and nTri al s in

the i ppsPri meTest function.

The result of the elliptic curve domain parameters check can take one of the following

values:
i ppECVal i d
i ppECConposi t eBase

i ppECI sNot AG

i ppECPoi nt 1 sNot Val i d
i ppECConposi t eOr der

i ppECI nval i dOr der

i ppECI sWWeak SSSA

i ppECI s\WWeak MOV

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sCont ext Mat chErr

i ppSt sBadAr gErr

The parameters are valid.

The prime finite field characterisitc p is a composite
number.

The solutions of the elliptic curve equation do not form
the abelian gzroup because the only requirement that
4.2 +27-b” # 0(modp) is not met.

The base point G is not on the elliptic curve.
The order n of the base point G is a composite number.

The order n of the base point G is not valid because the
requirement that n-G = O where O is the point at
infinity is not met.

The order n of the base point G is equal to the finite
field characteristic p.

The curve is excluded because it is subject to the MOV
reduction attack.

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if one of the contexts
pointed by ¢ or pECC is not valid.

Indicates an error condition if the memory size of the
parameter seed is less than five words (32 bytes in
each) or the value of the parameter nTrail s is less
than 1.
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ECCPPointGetSize

Gets the size of the | ppsECCPPoi nt context in
bytes for a point on the elliptic curve point defined
over GF(p).

Syntax
| ppSt at us | ppsECCPPoi nt Get Si ze(int feBitSize, int* pSize);

Parameters
feBitSize Size (in bits) of the field element.

pSi ze Pointer to the context size.

Description

The function computes the context size in bytes for a point on the elliptic curve defined
over a prime finite field GF(p).

Context is a structure | ppsECCPPoi nt intended for storing the information about a point
on the elliptic curve defined over GF(p).

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sSi zeErr Indicates an error condition if the value of the parameter

feBitSize is less than 2.

ECCPPointInit

Initializes the context for a point on the elliptic
curve defined over GF(p).

Syntax
| ppSt atus i ppsECCPPointlnit(int feBitSize, |ppsECCPPoint* pPoint);
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Parameters

feBitSize Size (in bits) of the field element.

pECC Pointer to the context of the elliptic curve point.
Description

The function initializes the context for a point on the elliptic curve defined over a finite field

GF(p).

Context is a structure | ppsECCPPoi nt intended for storing the information about a point
on the elliptic curve defined over GF(p).

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sSi zeErr Indicates an error condition if the value of the parameter

feBitSize is less than 2.

ECCPSetPoint

Sets coordinates of a point on the elliptic curve
defined over GF(p).
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Syntax

| ppSt at us | ppsECCPSet Poi nt (const | ppsBi gNunst at e* pX, const
| ppsBi gNunfst at e* pY, | ppsECCPPoi nt* pPoint, |ppsECCPState* pECC);

Parameters

pX Pointer to the x-coordinate of the point on the elliptic curve.
pY Pointer to the y-coordinate of the point on the elliptic curve.
pPoi nt Pointer to the context of the elliptic curve point.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function sets the coordinates of a point on the elliptic curve defined over a prime finite
field GF(p).
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The context of the point on the elliptic curve must be already created by functions:
i ppSECCPPoi nt Get Si ze and i ppsECCPPoi nt | ni t . The elliptic curve domain parameters
must be hitherto defined by one of the functions: i ppsECCPSet or i ppsECCPSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pX, pY, pPoi nt, or pECC is not valid.

ECCPSetPointAtinfinity

Sets the point at infinity.

Syntax

| ppSt at us | ppsECCPSet Poi nt At I nfinity(lppsECCPPoi nt* pPoint,
| ppsECCPSt at e* pECC) ;

Parameters

pPoi nt Pointer to the context of the elliptic curve point.
pECC Pointer to the context of the elliptic cryptosystem.
Description

The function sets the point at infinity. The context of the elliptic curve point must be
already created by functions: i ppsECCPPoi nt Get Si ze and i ppsECCPPoi ntlnit. The
elliptic curve domain parameters must be hitherto defined by one of the functions:

i ppSECCPSet or i ppsECCPSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPoi nt or pECC is not valid.
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ECCPGetPoint

Retrieves coordinates of the point on the elliptic
curve defined over GF(p).

Syntax

| ppSt at us | ppsECCPCGet Poi nt (| ppsBi gNuntst at e* pX, | ppsBi gNuntt at e* pY,
const | ppsECCPPoi nt* pPoi nt, |ppsECCPState* pECC);

Parameters

pX Pointer to the x-coordinate of the point on the elliptic curve.
pY Pointer to the y-coordinate of the point on the elliptic curve.
pPoi nt Pointer to the context of the elliptic curve point.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function retrieves the coordinates of the point on the elliptic curve defined over a
prime finite field GF(p) from the point context and allocates them in accordance with the
set pointers pX and pY.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppsECCPSet or i ppsECCPSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pX, pY, pPoi nt, or pECC is not valid.
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ECCPCheckPoint

Checks correctness of the point on the elliptic curve
defined over GF(p).

Syntax

| ppSt at us i ppsECCPCheckPoi nt (const | ppsECCPPoi nt* pP, | ppECResul t*
pResul t, | ppsECCPSt ate* pECC);

Parameters

pP Pointer to the elliptic curve point.

pResul t Pointer to the result of the check.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function checks the correctness of the point on the elliptic curve defined over a prime
finite field GF(p) and allocates the result of the check in accordance with the pointer
pResul t.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d.

The result of the check for the correctness of the point can take one of the following

values:

i ppECval i d Point is on the elliptic curve.

i ppECPoi nt |1 sNot Val i d Point is not on the elliptic curve and is not the point at
infinity.

i ppECPoi ntI sAtInfinite Point is the point at infinity.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pP or pECC is not valid.
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ECCPComparePoint

Compares two points on the elliptic curve defined
over GF(p).

Syntax

| ppSt at us i ppsECCPConpar ePoi nt (const | ppsECCPPoi nt* pP, const
| ppsECCPPoi nt * pQ, | ppECResult* pResult, |ppsECCPState* pECC);

Parameters

pP Pointer to the elliptic curve point P.

pQ Pointer to the elliptic curve point Q.

pResul t Pointer to the comparison result of two points: P and Q.
pECC Pointer to the context of the elliptic cryptosystem.
Description

The function compares two points P and Q on the elliptic curve defined over a prime finite
field GF(p) and allocates the comparison result in accordance with the pointer pResul t .

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d.

The comparison result of two points P and Q can take one of the following values:
i ppECPoI nt | sEqual Points P and Q are equal.
i ppECPoi nt | sNot Equal Points P and Q are different.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pP or pECC is not valid.
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ECCPNegativePoint

Finds an elliptic curve point which is an additive
inverse for the given point over GF(p).

Syntax

| ppSt at us | ppsECCPNegat i vePoi nt (const | ppsECCPPoi nt* pP, | ppsECCPPoi nt *
PR, | ppsECCPSt at e* pECCO);

Parameters

pP Pointer to the elliptic curve point P.

pR Pointer to the elliptic curve point R.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function finds an elliptic curve point R over a prime finite field GF(p), which is an
additive inverse of the given point P, that is, P = —P.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pP, pR, or pECC is not valid.
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ECCPAddPoint

Computes the addition of two elliptic curve points
over GF(p).

Syntax

| ppSt at us i ppsECCPAddPoi nt (const | ppsECCPPoi nt* pP, const | ppsECCPPoi nt *
pQ | ppsECCPPoi nt* pR, | ppsECCPSt at e* pECC);

Parameters

pP Pointer to the elliptic curve point P.

pQ Pointer to the elliptic curve point Q.

pR Pointer to the elliptic curve point R.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function calculates the addition of two elliptic curve points P and Q over a finite field
GF(p) with the result in a point R such that R = P+ Q.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pP, pQ pR, or pECCis not valid.
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ECCPMulPointScalar

Performs scalar multiplication of a point on the
elliptic curve defined over GF(p).

Syntax

| ppSt at us i ppsECCPMul Poi nt Scal ar (const | ppsECCPPoi nt* pP, const
| ppsBi gNuntst at e* pK, | ppsECCPPoi nt* pR, | ppsECCPSt ate* pECC);

Parameters

pP Pointer to the elliptic curve point P.

pK Pointer to the scalar K.

pR Pointer to the elliptic curve point R.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function performs the K scalar multiplication of an elliptic curve point P over GF(p) with
the result in a point R such that R = K-P .

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pP, pK, pR, or pECCis not valid.
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ECCPGenKeyPair

Generates a private key and computes public keys
of the elliptic cryptosystem over GF(p).
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Syntax

| ppSt at us i ppsECCPGenKeyPai r (| ppsBi gNuntt at e* pPri vat e,
| ppsECCPPoI nt St at e* pPublic, |ppsECCPState* pECC, |ppBitSupplier
rndFunc, voi d* pRndParam ;

Parameters

pPrivate Pointer to the private key privKey.

pPublic Pointer to the public key pubKey.

pECC Pointer to the context of the elliptic cryptosystem.
rndFunc Specified Random Generator.

pRndPar am Pointer to the Random Generator context.
Description

The function generates a private key privKey and computes a public key pubKey of the
elliptic cryptosystem over a finite field GF(p). The generation process employs the user
specified r ndFunc Random Generator.

The private key privKey is a number that lies in the range of [1, n-1] where n is the order
of the elliptic curve base point.

The public key pubKey is an elliptic curve point such that pubKey = pri vKey -G, where G
is the base point of the elliptic curve.

The memory size of the parameter privKey pointed by pPri vat e must be less than that of
the base point which can also be defined by the function i ppsECCPGet Or der Bi t Si ze.

The context of the point pubKey as an elliptic curve point must be created by using the
functions i ppsECCPPoi nt Get Si ze and i ppsECCPPoi ntlnit.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d.
Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
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i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPrivate, pPublic, or pECCis not valid.

i ppSt sSi zeErr Indicates an error condition if the memory size of the
parameter privKey pointed by pPri vat e is less than
that of the order of the elliptic curve base point.

ECCPPublicKey

Computes a public key from the given private key
of the elliptic cryptosystem over GF(p).

Syntax

| ppSt at us i ppsECCPPubl i cKey(const | ppsBi gNunfst at e* pPrivate,
| ppsECCPPoI nt* pPublic, |ppsECCPState* pECC);

Parameters

pPrivate Pointer to the private key privKey.

pPublic Pointer to the public key pubKey.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function computes the public key pubKey from the given private key privKey of the
elliptic cryptosystem over a finite field GF(p).

The private key privKey is a number that lies in the range of [1, n-1] where n is the order
of the elliptic curve base point. The public key pubKey is an elliptic curve point such that
pubKey = pri vKey -G, where G is the base point of the elliptic curve.

The context of the point pubKey as an elliptic curve point must be created by using the
functions i ppsECCPPoi nt Get Si ze and i ppsECCPPoi ntInit.

The elliptic curve domain parameters must be defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
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i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPrivate, pPublic, or pECCis not valid.

i ppSt sl val i dPrivat eKey Indicates an error condition if the value of the private
key falls outside the range of [1, n-1].

ECCPValidateKeyPair

Validates private and public keys of the elliptic
cryptosystem over GF(p).

Syntax

| ppSt at us | ppsECCPVal i dat eKeyPai r (const | ppsBi gNuntt at e* pPrivate, const
| ppsECCPPoIi nt* pPublic, |ppECResult* pResult, |ppsECCPState* pECC);

Parameters

pPrivate Pointer to the private key privKey.

pPublic Pointer to the public key pubKey.

pResul t Pointer to the validation result.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function validates the private key privKey and public key pubKey of the elliptic
cryptosystem over a finite field GF(p) and allocates the result of the validation in
accordance with the pointer pResul t .

The private key privKey is a number that lies in the range of [1, n-1], where n is the order
of the elliptic curve base point. The public key pubKey is an elliptic curve point such that
pubKey = pri vKey -G where G is the base point of the elliptic curve.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d.

The result of the cryptosystem keys validation for correctness can take one of the following

values:
i ppECVal i d Keys are valid.
i ppECI nval i dKeyPai r Keys are not valid because pri vKey  -G# pubKey
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i ppECI nval i dPri vat eKey
i ppECPoi nt1sAtInfinite
i ppECI nval i dPubl i cKey

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

i ppSt sCont ext Mat chErr

Key privKey falls outside the range of [1, n-1].
Key pubKey is the point at infinity.

Key pubKey is not valid because n-pubKey =0,
where O is the point at infinity.

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if one of the contexts
pointed by pPrivate, pPublic, or pECCis not valid.

ECCPSetKeyPair

Sets private and/or public keys of the elliptic

cryptosystem over GF(p).

Syntax

| ppSt at us | ppsECCPSet KeyPai r (const | ppsBi gNuntt at e* pPrivate, const

| ppsECCPPoI nt * pPubl i c,

| ppBool regul ar, | ppsECCPSt at e* pECC);

Parameters

pPrivate Pointer to the private key privKey.

pPublic Pointer to the public key pubKey.

regul ar Key status flag.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function sets a private key privKey and/or public key pubKey in the elliptic
cryptosystem defined over a prime finite field GF(p).

The private key privKey is a number that lies in the range of [1, n-1], where n is the order
of the elliptic curve base point. The public key pubKey is an elliptic curve point such that
pubKey = pri vKey -G, where G is the base point of the elliptic curve.

The two possible values of the parameter r egul ar define the key timeliness status:
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i ppTrue Keys are regular.
i ppFal se Keys are ephemeral.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppsECCPSet or i ppsECCPSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPrivate, pPublic, or pECCis not valid.

ECCPSharedSecretDH

Computes a shared secret field element by using
the Diffie-Hellman scheme.

Syntax

| ppSt at us | ppsECCPShar edSecr et DH( const | ppsBi gNunfst at e* pPrivate, const
| ppsECCPPoI nt St at e* pPublic, | ppsBi gNunttate* pShare,
| ppsECCPSt at e* pECC) ;

Parameters

pPrivate Pointer to your own public key pubKey.

pPublic Pointer to the public key pubKey.

pShar e Pointer to the secret number bnShare.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function computes a secret number bnShar e, which is a secret key shared between
two participants of the cryptosystem.

In cryptography, metasyntactic names such as Alice as Bob are normally used as examples
and in discussions and stand for participant A and participant B.
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Both participants (Alice and Bob) use the cryptosystem for receiving a common secret
point on the elliptic curve called a secret key. To receive a secret key, participants apply the
Diffie-Hellman key-agreement scheme involving public key exchange. The value of the
secret key entirely depends on participants.

According to the scheme, Alice and Bob perform the following operations:

1. Alice calculates her own public key pubKeyA by using her private key privKeyA:
pubKeyA = pri vKeyA-G where G is a base point of the elliptic curve. Alice passes
the public key to Bob.

2. Bob calculates his own public key pubKeyB by using his private key privKeyB:
pubKeyB = pri vKeyB-G where G is a base point of the elliptic curve. Bob passes the
public key to Alice.

3. Alice gets Bob’s public key and calculates the secret point shareA. When calculating,
she uses her own private key and Bob’s public key and applies the following formula:
shareA = privKeyA-pubKeyB = pri vkeyA-privKeyB-G

4. Bob gets Alice’s public key and calculates the secret point shareB. When calculating, he
uses his own private key and Alice’s public key and applies the following formula:
shareB = pri vKeyB-pubKeyA = pri vKeyB:pri vKeyA-G

Because the following equation is true

privKeyA-privKeyB-G = privKeyB-privKeyA-G , the result of both calculations is
the same, that is, the equation shar eA = shar eB is true. The secret point serves as a
secret key.

Shared secret bnShar e is a x-coordinate of the secret point on the elliptic curve.
The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPubl i c, pPShar e, or pECC is not valid.

i ppSt sRangeErr Indicates an error condition if the memory size of
bnShar e pointed by pShar e is less than the value of
feBitSize in the function i ppsECCPI ni t .

i ppSt sShar eKeyEr r Indicates an error condition if the shared secret key is
not valid. (For example, the shared secret key is invalid
if the result of the secret point calculation is the point
at infinity.
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ECCPSharedSecretDHC

Computes a shared secret field element by using
the Diffie-Hellman scheme and the elliptic curve

cofactor.

| ppSt at

Syntax
us i ppsECCPShar edSecr et DHC( const | ppsBi gNunfst at e* pPrivate, const

| ppsECCPPoI nt St at e* pPublic, |ppsBi gNuntt ate* pShare, |ppsECCPState* pECO) ;
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Parameters

pPrivate Pointer to your own public key pubKey.

pPublic Pointer to the public key pubKey.

pShar e Pointer to the secret number bnShare.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function computes a secret number bnShar e which is a secret key shared between two
participants of the cryptosystem. Both participants (Alice and Bob) use the cryptosystem
for getting a common secret point on the elliptic curve by using the Diffie-Hellman scheme
and elliptic curve cofactor h.

Alice and Bob perform the following operations:

1. Alice calculates her own public key pubKeyA by using her private key privKeyA:
pubKeyA = pri vKeyA-G where G is a base point of the elliptic curve. Alice passes
the public key to Bob.

2. Bob calculates his own public key pubKeyB by using his private key privKeyB:
pubKeyB = pri vKeyB-G where G is a base point of the elliptic curve. Bob passes the
public key to Alice.

3. Alice gets Bob’s public key and calculates the secret point shareA. When calculating,
she uses her own private key and Bob’s public key and applies the following formula:
shareA = h-pri vKeyA-pubKeyB = h-privKeyA-privKeyB-G where h is the
elliptic curve cofactor.
4. Bob gets Alice’s public key and calculates the secret point shareB. When calculating, he
uses his own private key and Alice’s public key and applies the following formula:
shareB = h-pri vKeyB:-pubKeyA = h-privKeyB:-pri vkeyA-G where h is the
elliptic curve cofactor.

Shared secret bnShar e is a x-coordinate of the secret point on the elliptic curve.
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The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPubl i c, pPShar e, or pECC is not valid.

i ppSt sRangeEr r Indicates an error condition if the memory size of
bnShar e pointed by pShar e is less than the value of
feBitSize in the function i ppsECCPI ni t .

i ppSt sShar eKeyEr r Indicates an error condition if the shared secret key is
not valid. (For example, the shared secret key is invalid
if the result of the secret point calculation is the point

at infinity.
ECCPSignDSA
Computes a digital signature over a message
digest.
Syntax

| ppSt at us | ppsECCPSi gnDSA( const | ppsBi gNuntt at e* pMsgDi gest, const
| ppsBi gNunfSt at e* pPrivate, |ppsBi gNunttate* pSignX, |ppsBi gNuntt at e*
pSi gnY, | ppsECCPSt at e* pECC);

Parameters

pMsgDi gest Pointer to the message digest msg to be digitally signed, that is, to
be ecrypted with a private key.

pPrivate Pointer to the signer’s regular private key.

pSi gnX Pointer to the integer r of the digital signature.

pSi gnY Pointer to the integer s of the digital signature.

pECC Pointer to the context of the elliptic cryptosystem.
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Description

A message digest is a fixed size number derived from the original message with an applied
hash function over the binary code of the message. The signer’s private key and the
message digest are used to create a signature.

A digital signature over a message consists of a pair of large numbers r and s which the
given function computes.

The scheme used for computing a digital signature is analogue of the ECDSA scheme, an
elliptic curve analogue of the DSA scheme. ECDSA assumes that the following keys are
hitherto set by a message signer:

ephPrivKey Ephemeral private key.
ephPubKey Ephemeral public key.

The keys can be generated and set up by the unctions i ppsECCPGenKeyPai r and
i ppSECCPSet KeyPai r with only requirement that the key regPrivKey be different from the
key ephPrivKey.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d.

For more information on digital signatures, please refer to the [ANSI] standard.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pMsgDi gest, pSi gnX, pSi gnY, or ECCis
not valid.

i ppSt sMessageErr Indicates an error condition if the value of msg pointed

by pMsgDi gest falls outside the range of [1, 1-n]
where n is the order of the elliptic curve base point G.

i ppSt sRangeErr Indicates an error condition if one of the parameters
pointed by pSi gnX or pSi gnY has a less memory size
than the order n of the elliptic curve base point G.

i ppSt sEphener al KeyErr Indicates an error condition if the values of the
ephemeral keys ephPrivKey and ephPubKey are not
valid. (Either r = 0 or s = O is received as a result of
the digital signature calculation).
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ECCPVerifyDSA

Verifies authenticity of the digital signature over a
message digest (ECDSA).

Syntax

| ppSt at us | ppsECCPVeri f yDSA(const | ppsBi gNuntSt at e* pMsgDi gest, const
| ppsBi gNunfst at e*  pSi gnX, const | ppsBi gNunttate* pSigny,
| ppECResul t * pResult, | ppsECCPSt ate* pECC);

Parameters

pMsgDi gest Pointer to the message digest msg.

pSi gnX Pointer to the integer r of the digital signature.
pSi gnY Pointer to the integer s of the digital signature.
pResul t Pointer to the digital signature verification result.
pECC Pointer to the context of the elliptic cryptosystem.
Description

The function verifies authenticity of the digital signature over a message digest msg. The
signature consists of two large integers: r and s.

The scheme used to verify the signature is an elliptic curve analogue of the DSA scheme
and assumes that the following cryptosystem key be hitherto set:

regPubKey Message sender’s regular public key.

The regPubKey is set by the function i ppsECCPSet KeyPai r.

The result of the digital signature verification can take one of two possible values:
i ppECval i d Digital signature is valid.

i ppECI nval i dSi gnat ure Digital signature is not valid.

The call to the i ppsECCPVer i f yDSA function must be preceded by the call to the
i ppSECCPSi gnDSA function which computes the digital signature over the message digest
msg and represents the signature with two numbers: r and s.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d.

For more information on digital signatures, please refer to the [ANSI] standard.
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pMsgDi gest, pSi gnX, pSi gnY, or ECCis
not valid.

i ppSt sMessageErr Indicates an error condition if the value of msg pointed

by pMsgDi gest falls outside the range of [1, 1-n]
where n is the order of the elliptic curve base base
point G.

ECCPSignNR

Computes the digital signature over a message
digest (the Nyberg-Rueppel scheme).
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Syntax

| ppSt at us | ppsECCPSi gnNR( const | ppsBi gNuntst at e* pMsgDi gest,
| ppsBi gNuntst at e* pSi gnX, | ppsBi gNunfst at e* pSi gnY, | ppsECCPSt at e*
PECC) ;

Parameters

pMsgDi gest Pointer to the message digest msg.

pSi gnX Pointer to the integer r of the digital signature.
pSi gnY Pointer to the integer s of the digital signature.
pECC Pointer to the context of the elliptic cryptosystem.
Description

The function computes two large numbers r and s which form the digital signature over a
message digest msg.

The scheme used to compute the digital signature is an elliptic curve analogue of the
El-Gamal Digital Signature scheme with the message recovery (the Nyberg-Rueppel
signature scheme). The scheme that the given function uses assumes that the following
cryptosystem keys are hitherto set up by the message sender:
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regPrivKey Regular private key.
ephPrivKey Ephemeral private key.
ephPubKey Ephemeral public key.

The keys can be generated and set up by the functions i ppsECCPGenKeyPai r and
i ppSECCPSet KeyPai r with only requirement that the key regPrivKey be different from the
key ephPrivKey.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d.

For more information on digital signatures, please refer to the [ANSI] standard.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pMsgDi gest, pSi gnX, pSi gnY, or ECCis
not valid.

i ppSt sMessageErr Indicates an error condition if the value of msg pointed

by pMsgDi gest falls outside the range of [1, 1-n]
where n is the order of the elliptic curve base point G.

i ppSt sRangeEr r Indicates an error condition if one of the parameters
pointed by pSi gnX or pSi gnY has a less memory size
than the order n of the elliptic curve base point G.

i ppSt sEphener al KeyErr Indicates an error condition if the values of the
ephemeral keys ephPrivKey and ephPubKey are not
valid. (Either r = 0 or s = O is received as a result of
the digital signature calculation).
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ECCPVerifyNR

Verifies authenticity of the digital signature over a
message digest (the Nyberg-Rueppel scheme).
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Syntax

| ppSt at us i ppsECCPVeri f yNR(const | ppsBi gNuntt at e* pMsgDi gest, const
| ppsBi gNunfst at e*  pSi gnX, const | ppsBi gNunttate* pSigny,
| ppECResul t * pResult, | ppsECCPSt ate* pECC);

Parameters

pMsgDi gest Pointer to the message digest msg.

pSi gnX Pointer to the integer r of the digital signature.
pSi gnY Pointer to the integer s of the digital signature.
pResul t Pointer to the digital signature verification result.
pECC Pointer to the context of the elliptic cryptosystem.
Description

The function verifies authenticity of the digital signature over a message digest msg. The
signature is presented with two large integers r and s.

The scheme used to compute the digital signature is an elliptic curve analogue of the
El-Gamal Digital Signature scheme with the message recovery (the Nyberg-Rueppel
signature scheme). The scheme that the given function uses assumes that the following
cryptosystem keys be hitherto set up by the message sender:

regPubKey Message sender’s regular private key.

The key can be generated and set up by the function i ppsECCPGenKeyPai r.

The result of the digital signature verification can take one of two possible values:
i ppECVal i d The digital signature is valid.

i ppECI nval i dSi gnat ure The digital signature is not valid.

The call to the i ppsECCPVer i f yNR function must be preceded by the call to the
i ppSECCPSi gnNR function which computes the digital signature over the message digest
msg and represents the signature with two numbers: r and s.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCPSet or i ppsECCPSet St d.

For more information on digital signatures, please refer to the [ANSI] standard.
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Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pMsgDi gest, pSi gnX, pSi gnY, or ECCis
not valid.

i ppSt sMessageErr Indicates an error condition if the value of msg pointed

by pMsgDi gest falls outside the range of [1, 1-n]
where n is the order of the elliptic curve base point G.

Functions Based on GF(2™)

This section describes functions designed to specify the elliptic curve cryptosystem and
perform various operations on the elliptic curve defined over a binary finite field. The
examples of the operations are illustrated below:

Setting up operations
ECCBSet sets up elliptic curve domain parameters. ECCBSet KeyPai r sets a pair of
public and private keys for the given cryptosystem.

Computation operations

ECCBAddPoi nt adds two points on the elliptic curve. ECCBMUI Poi nt Scal ar performs
the scalar multiplication of a point on the elliptic curve. ECCBSi gnDSA computes the
digital signature of a message.

Validation operations
ECCBVal i dat e checks validity of the elliptic curve domain parameters.
ECCBVal i dat eKeyPai r validates correctness of the public and private keys.

Generation operations
ECCBGenKeyPai r generates a private key and computes a public key for the given
elliptic cryptosystem.

Retrieval operations
ECCBGet retrieves elliptic curve domain parameters. ECCBCGet Or der Bi t Si ze retrieves
the size of a base point in bytes.

All functions described in this section employ a context | ppsECCBSt at e that catches

several auxiliary components specifying operations performed on the elliptic curve or entire
elliptic cryptosystem. ECCB stands for Elliptic Curve Cryptography Binary and means that
all functions whose name include this abbreviation perform operations over a binary finite

field GF(2m).
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ECCBGetSize

Gets the size of the | ppsECCBSt at e context.
Syntax
| ppSt at us | ppsECCBCet Si ze(int feBitSize, int *pSize);
Parameters
feBitSize Size (in bits) of the field element.
pSi ze Pointer to the size of the context (in bytes).
Description

The function computes the size of the context in bytes for the elliptic cryptosystem over a
binary finite field GF (2™M).

Context is a structure | ppsECCBSt at e designed to store information about the
cryptosystem status.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sSi zeErr Indicates an error condition if the value of the parameter

feBitSize is less than 1.

ECCBInit

Initializes context for the elliptic curve
cryptosystem over GF(2™M).
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Syntax

| ppStatus i ppseECCBInit(int feBitSize, |ppsECCBState* pECC)
Parameters

feBitSize Size (in bits) of a field element.

pECC Pointer to the cryptosystem context.
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Description

The function initializes the context of the elliptic curve cryptosystem over a binary finite

field GF (2™M).

Context is a structure | ppsECCBSt at e designed to store information about the

cryptosystem status.

Return Values

i ppSt sNoEr r

i ppStsNul | PtrErr
i ppSt sSi zeErr

Indicates no error. Any other value indicates an error or warning.
Indicates an error condition if any of the specified pointers is NULL.

Indicates an error condition if the value of the parameter
feBitSize is less than 1.

ECCBSet

Sets up elliptic curve domain parameters over

GF(2™.

Syntax

| ppSt at us i ppsECCBSet (const | ppsBi gNuntt at e* pPrine, const
| ppsBi gNunfst at e* pA, const | ppsBi gNunfst at e* pB, const
| ppsBi gNunfst at e* pGX, const | ppsBi gNuntt at e* pGY, const
| ppsBi gNuntt at e* pOrder, int cofactor, |ppsECCBState* pECC);

Parameters

pPri me

pA

pB

pGX

pGY

pOr der
cof act or
pECC

Pointer to the irreducible binary polynomial f ( x) of degree m
which specifies the presentation of the field GF(2™M).

Pointer to the coefficient A of the equation defining the elliptic
curve.

Pointer to the coefficient B of the equation defining the elliptic
curve.

Pointer to the x-coordinate of the elliptic curve base point.
Pointer to the y-coordinate of the elliptic curve base point.
Pointer to the order of the elliptic curve base point.
Cofactor.

Pointer to the context of the cryptosystem.
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Description

The function sets up the elliptic curve domain parameters over a binary finite field GF(2™.
These are as follows:

pPri me sets up the the irreducible binary polynomial f ( x) of degree m which
specifies the presentation of the field GF(2™).

pA, pB set up the coefficients A and B of the equation defining the elliptic
curve: 5 )

Yy +x-y = x“+A-x"+B in GF(2M.
pGX, pGY set up coordinates of the elliptic curve base point G.
pOr der sets up the order n of the elliptic curve base point G such that
n-G = O where O is the point at infinity and n is a prime number.

cof act or sets up the ratio h of a general number of points #E on the elliptic
curve (including the point at infinity) to the order n of the base point :

h = #E
n

The domain parameters are set in the cryptosystem context which must be already created
by the i ppsECCBGet Si ze and i ppsECCBI ni t functions.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts

pointed by pPri ne, pA, pB, pGX, pGY, pOr der, and
pECC is not valid.

i ppSt sRangeEr r Indicates an error condition if the memory size of one
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of the parameters pointed by pPri ne, pA, pB, pGX,
pGY, pOr der, and pECC is more than the value of
feBitSize inthei ppsECCBI nit function or the value
of cof act or is less than or equal to zero.
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ECCBSetStd

Sets up a recommended set of elliptic curve domain
parameters over GF(2™M).

Syntax

| ppSt at us | ppsECCBSet St d( | ppECCType fl ag, | ppsECCBSt at e* pECC);
Parameters

flag Set specifier.

pECC Pointer to the cryptosystem context.

Description

The function sets a recommended set of elliptic curve domain parameters over a binary

finite field GF(2™M).

The set is defined by the value of the parameter f | ag. Possible values of the parameter are

as follows:

| ppECCBSt d113r 1 For the cryptosystem context where feBi t Si ze==113
| ppECCBSt d113r 2 For the cryptosystem context where feBi t Si ze==113
| ppECCBSt d131r 1 For the cryptosystem context where f eBi t Si ze==131
| ppECCBSt d131r 2 For the cryptosystem context where feBi t Si ze==131
| ppECCBSt d163k1 For the cryptosystem context where f eBi t Si ze==163
| ppECCBSt d163r 1 For the cryptosystem context where f eBi t Si ze==163
| ppECCBSt d163r 2 For the cryptosystem context where f eBi t Si ze==163
| ppECCBSt d193r 1 For the cryptosystem context where feBi t Si ze==193
| ppECCBSt d193r 2 For the cryptosystem context where f eBi t Si ze==193
| ppECCBSt d233k1 For the cryptosystem context where f eBi t Si ze==233
| ppECCBSt d233r 1 For the cryptosystem context where f eBi t Si ze==233
| ppECCBSt d239k1 For the cryptosystem context where f eBi t Si ze==239
| ppECCBSt d283k1 For the cryptosystem context where f eBi t Si ze==283
| ppECCBSt d283r 1 For the cryptosystem context where f eBi t Si ze==283
| ppECCBSt d409k1 For the cryptosystem context where f eBi t Si ze==4009.
| ppECCBSt d409r 1 For the cryptosystem context where f eBi t Si ze==4009.
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| ppECCBSt d571k1 For the cryptosystem context where f eBi t Si ze==571.
| ppECCBSt d571r 1 For the cryptosystem context where f eBi t Si ze==571.

For more information on parameter values for the recommended elliptic curves, see

[SEC2].

The cryptosystem context must be already created by the i ppsECCBGet Si ze and
i ppSECCBI ni t functions. The value of f eBi t Si ze is applied when these function are
called and predetermines the possible choice of the f | ag value.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the cryptosystem
context is not valid.

i ppSt seCCI nval i dFl agErr Indicates an error condition if the value of the
parameter f | ag is not valid.

ECCBGet

Retrieves elliptic curve domain parameters over
GF(2M).

Syntax

| ppSt at us | ppsECCBCet (| ppsBi gNuntt at e* pPrine, | ppsBi gNuntt at e* pA,
| ppsBi gNuntst at e* pB, | ppsBi gNuntt at e* pGX, | ppsBi gNuntt at e* pGyY,
| ppsBi gNuntst at e* pOrder, int* cofactor, |ppsECCBState* pECC);

Parameters

pPri me Pointer to the irreducible binary polynomial f ( x) of degree m
which specifies the presentation of the field GF(2™M).

pA Pointer to the coefficient A of the equation defining the elliptic
curve.

pB Pointer to the coefficient B of the equation defining the elliptic
curve.

pGX Pointer to the x-coordinate of the elliptic curve base point.
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pGY Pointer to the y-coordinate of the elliptic curve base point.
pOr der Pointer to the order n of the elliptic curve base point.

cof act or Pointer to the cofactor h.

pECC Pointer to the context of the cryptosystem.

Description

The function retrieves elliptic curve domain parameters from the context of the elliptic
cryptosystem over a binary finite field GF(2™ and allocates them in accordance with the
pointers pPri e, pA, pB, pGX, pGY, pOrder, and cof act or.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppsECCBSet or i ppsECCBSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPri e, pA, pB, pGX, pGY, pOr der, or pECC
is not valid.

i ppSt sRangeErr Indicates an error condition if the memory size of one

of the parameters pointed by pPri ne, pA, pB, pGX,
pGY, pOr der, and pECC is less than the value of
feBitSize in the i ppsECCBI ni t function.

ECCBGetOrderBitSize

Retrieves order size of the elliptic curve base point
over GF(2™) in bits.

Syntax

| ppSt at us | ppsECCBGet OrderBi t Si ze(int* pBitSize, |ppsECCBState* pECO);
Parameters

pBitSize Pointer to the size of the base point (in bits).

pECC Pointer to the cryptosystem context.
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Description

The function retrieves the order size (in bits) of the elliptic curve base point G from the
context of elliptic cryptosystem over a binary finite field GF(2™ and allocates it in
accordance with the pointer pBi t sSi ze.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if the cryptosystem
context is not valid.

ECCBValidate

Checks validity of the elliptic curve domain
parameters over GF(2™M).
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Syntax

| ppSt at us i ppseECCBVal i date(int nTrials, |ppECResult* pResult,
| ppsECCBSt at e* pECC, | ppBit Supplier rndFunc, void* pRndParan;

Parameters

nTrials A number of attempts made to check the number for primality.

pResul t Pointer to the result received upon the check of the elliptic curve
domain parameters.

pECC Pointer to the cryptosystem context.

rndFunc Specified Random Generator.

pRndPar am Pointer to the Random Generator context.

Description

The function checks validity of the elliptic curve domain parameters over a binary finite
field GF(2™ and stores the result of the check in accordance with the pointer pResul t .



Public Key Cryptography Functions 5

Elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d. The purpose of the parameters r ndFunc, pRndPar am
and nTri al s is analogous to that of the parameters r ndFunc, pRndPar am and nTri al s in

the i ppsPri meTest function.

The result of the elliptic curve domain parameters check can take one of the following

values:
i ppECVal i d
i ppECConpl i cat edBase

i ppECConposi t eBase

i ppECI sSuper si ngul ar
i ppECPoi nt AtInfinite
i ppECPoi nt |1 sNot Val i d
i ppECConposi t eOr der

i ppECI nval i dOr der

i ppECI sWWeak SSSA

i ppECI sWeak MOV

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

i ppSt sCont ext Mat chErr

i ppSt sBadAr gErr

The parameters are valid.

The irreducible binary polynomial f (x) of degree m
which specifies the presentation of the field GF(2™) is
not valid because the set of polynomials consists of
more than five elements.

The binary polynomial f ( x) is not irreducible.

The coefficient in the elliptic curve equation is NULL.
The elliptic curve base point G is the point at infinity.
Base point G is not on the elliptic curve.

The order n of the base point G is a composite number.

The order n of the base point G is not valid because the
requirement that n-G = O where O is the point at
infinity is not met.

h-n = 2™ where h is a cofactor and n is the order n of
the base point.

The curve is excluded because it is subject to the MOV
reduction attack.

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if one of the contexts
pointed by ¢ or pECC is not valid.

Indicates an error condition if the memory size of the
parameter seed is less than five words (32 bytes in
each) or the value of the parameter nTrail s is less
than 1.
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ECCBPointGetSize

Gets the size of the | ppsECCBPoi nt context in
bytes for a point on the elliptic curve point defined
over GF(2™.

Syntax

| ppSt at us | ppsECCBPoi nt Get Si ze(int feBitSize, int* pSize);
Parameters

feBitSize Size (in bits) of the field element.

pSi ze Pointer to the context size.

Description

The function computes the context size in bytes for a point on the elliptic curve defined
over a binary finite field GF(2™).

Context is a structure | ppsECCBPoi nt intended for storing the information about a point
on the elliptic curve defined over GF(2™.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sSi zeErr Indicates an error condition if the value of the parameter

feBitSize is less than 1.

ECCBPointinit

Initializes the context for a point on the elliptic
curve defined over GF(2™).

Syntax
| ppSt atus i ppsECCBPointlnit(int feBitSize, |ppsECCBPoint* pPoint);
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Parameters

feBitSize Size (in bits) of the field element.

pECC Pointer to the context of the elliptic curve point.
Description

The function initializes the context for a point on the elliptic curve defined over a binary
finite field GF(2™).

Context is a structure | ppsECCBPoi nt intended for storing the information about a point
on the elliptic curve defined over GF(2™.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
i ppSt sSi zeErr Indicates an error condition if the value of the parameter

feBitSize is less than 1.

ECCBSetPoint

Sets coordinates of a point on the elliptic curve
defined over GF(2™).

Syntax

| ppSt at us | ppsECCBSet Poi nt (const | ppsBi gNunst at e* pX, const
| ppsBi gNunfst at e* pY, | ppsECCBPoi nt* pPoint, |ppsECCBState* pECC);

Parameters

pX Pointer to the x-coordinate of the point on the elliptic curve.
pY Pointer to the y-coordinate of the point on the elliptic curve.
pPoi nt Pointer to the context of the elliptic curve point.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function sets the coordinates of a point on the elliptic curve defined over a binary finite
field GF(2™.
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The context of the point on the elliptic curve must be already created by functions:
i ppSECCBPoI nt Get Si ze and i ppsECCBPoi nt | ni t . The elliptic curve domain parameters
must be hitherto defined by one of the functions: i ppsECCBSet or i ppsECCBSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pX, pY, pPoi nt, or pECC is not valid.

ECCBSetPointAtInfinity

Sets the point at infinity.
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Syntax

| ppSt at us | ppsECCBSet Poi nt At I nfinity(lppsECCBPoi nt* pPoint,
| ppsECCBSt at e* pECC) ;

Parameters

pPoi nt Pointer to the context of the elliptic curve point.
pECC Pointer to the context of the elliptic cryptosystem.
Description

The function sets the point at infinity. The context of the elliptic curve point must be
already created by functions: i ppsECCBPoi nt Get Si ze and i ppsECCBPoi ntlnit. The
elliptic curve domain parameters must be hitherto defined by one of the functions:

i ppSECCBSet or i ppsECCBSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPoi nt or pECC is not valid.
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ECCBGetPoint

Retrieves coordinates of the point on the elliptic
curve defined over GF(2™M).

Syntax

| ppSt at us | ppsECCBCet Poi nt (| ppsBi gNunst at e* pX, | ppsBi gNuntt at e* pY,
const | ppsECCBPoi nt* pPoi nt, |ppsECCBState* pECC);

Parameters

pX Pointer to the x-coordinate of the point on the elliptic curve.
pY Pointer to the y-coordinate of the point on the elliptic curve.
pPoi nt Pointer to the context of the elliptic curve point.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function retrieves the coordinates of the point on the elliptic curve defined over a
binary finite field GF(2™ from the point context and allocates them in accordance with the
set pointers pX and pY.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppsECCBSet or i ppsECCBSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pX, pY, pPoi nt, or pECC is not valid.
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ECCBCheckPoint

Checks correctness of the point on the elliptic curve
defined over GF(2™).
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Syntax

| ppSt at us i ppsECCBCheckPoi nt (const | ppsECCBPoi nt* pP, | ppECResul t*
pResul t, | ppsECCBSt ate* pECC);

Parameters

pP Pointer to the elliptic curve point.

pResul t Pointer to the result of the check.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function checks the correctness of the point on the elliptic curve defined over a binary
finite field GF(2™ and allocates the result of the check in accordance with the pointer
pResul t.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

The result of the check for the correctness of the point can take one of the following
values:

i ppECval i d Point is on the elliptic curve.

i ppECPoi nt |1 sNot Val i d Point is not on the elliptic curve and is not the point at
infinity.

i ppECPoi ntIsAtInfinite Point is the point at infinity.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppSt sNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pP or pECC is not valid.
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ECCBComparePoint

Compares two points on the elliptic curve defined

over GF(2M.

Syntax

| ppSt at us i ppsECCBConpar ePoi nt (const | ppsECCBPoi nt* pP, const

| ppsECCBPoI nt* pQ

| ppECResul t* pResult, | ppsECCBState* pECC);

Parameters

pP Pointer to the elliptic curve point P.

pQ Pointer to the elliptic curve point Q.

pResul t Pointer to the comparison result of two points: P and Q.
pECC Pointer to the context of the elliptic cryptosystem.
Description

The function compares two points P and Q on the elliptic curve defined over a binary finite
field GF(2™ and allocates the comparison result in accordance with the pointer pResul t .

The elliptic curve domain parameters must be hitherto defined by one of the functions:

i ppSECCBSet or i ppsECCBSet St d.

The comparison result of two points P and Q can take one of the following values:

i ppECPoI nt | sEqual
i ppECPoi nt | sNot Equal

Return Values
i ppSt sNoEr r

i ppStsNul | PtrErr

i ppSt sCont ext Mat chErr

Points P and Q are equal.

Points P and Q are different.

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if one of the contexts
pointed by pP or pECC is not valid.
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ECCBNegativePoint

Finds the elliptic curve point which is an additive
inverse for the given point over GF(2™M).

Syntax

| ppSt at us | ppsECCBNegat i vePoi nt (const | ppsECCBPoi nt* pP, | ppsECCBPoi nt *
pR, | ppsECCBSt at e* pECCO);

Parameters

pP Pointer to the elliptic curve point P.

pR Pointer to the elliptic curve point R.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function finds an elliptic curve point R over a binary finite field GF(2™ which is an
additive inverse of the given point P, i.e., P = —P.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pP, pR, or pECC is not valid.
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ECCBAddPoint

Computes the addition of two elliptic curve points
over GF(2M.

Syntax

| ppSt at us i ppsECCBAddPoi nt (const | ppsECCBPoi nt* pP, const | ppsECCBPoi nt *
pQ | ppsECCBPoi nt* pR, | ppsECCBSt at e* pECC);

Parameters

pP Pointer to the elliptic curve point P.

pQ Pointer to the elliptic curve point Q.

pR Pointer to the elliptic curve point R.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function calculates the addition of two elliptic curve points P and Q over a binary finite
field GF(2™ with the result in a point R such that R = P+ Q.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pP, pQ pR, or pECC is not valid.

5-173



5 Intel Integrated Performance Primitives Reference Manual: Volume 4

ECCBMulPointScalar

Performs scalar multiplication of a point on the
elliptic curve defined over GF(2™).
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Syntax

| ppSt at us i ppsECCBMUI Poi nt Scal ar (const | ppsECCBPoi nt* pP, const
| ppsBi gNuntst at e* pK, | ppsECCBPoi nt* pR, | ppsECCBSt at e* pECC);

Parameters

pP Pointer to the elliptic curve point P.

pK Pointer to the scalar K.

pR Pointer to the elliptic curve point R.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function performs the K scalar multiplication of an elliptic curve point P over GF(2™)
with the result in a point R such that R=K-P .

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pP, pK, pR, or pECCis not valid.
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ECCBGenKeyPair

Generates a private key and computes public keys
of the elliptic cryptosystem over GF(2™).

Syntax

| ppSt at us | ppsECCBGenKeyPai r (| ppsBi gNuntt at e* pPri vat e,
| ppsECCBPoI nt St at e* pPublic, |ppsECCBState* pECC, |ppBitSupplier
rndFunc, voi d* pRndParam ;

Parameters

pPrivate Pointer to the private key privKey.

pPublic Pointer to the public key pubKey.

pECC Pointer to the context of the elliptic cryptosystem.
rndFunc Specified Random Generator.

pRndPar am Pointer to the Random Generator context.
Description

The function generates a private key privKey and computes a public key pubKey of the
elliptic cryptosystem over a binary finite field GF(2™. The generation process employs user
specified r ndFunc Random Generator.

The private key privKey is a number that lies in the range of [1, n-1] where n is the order
of the elliptic curve base point.

The public key pubKey is an elliptic curve point such that pubKey = pri vKey -G where G
is the base point of the elliptic curve.

The memory size of the parameter privKey pointed by pPri vat e must be less than that of
the base point which can also be defined by the function i ppsECCBGet Or der Bi t Si ze.

The context of the point pubKey as an elliptic curve point must be created by using the
functions i ppsECCBPoi nt Get Si ze and i ppsECCBPoi ntlnit.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

Return Values
i ppSt sNoEr r Indicates no error. Any other value indicates an error or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified pointers is NULL.
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i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPrivate, pPublic, or pECCis not valid.

i ppSt sSi zeErr Indicates an error condition if the memory size of the
parameter privKey pointed by pPri vat e is less than
that of the order of the elliptic curve base point.

ECCBPublicKey

Computes a public key from the given private key
of the elliptic cryptosystem over GF(2™M).
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Syntax

| ppSt at us i ppsECCBPubl i cKey(const | ppsBi gNunfSt ate* pPri vat e,
| ppsECCBPoi nt* pPublic, |ppsECCBState* pECO);

Parameters

pPrivate Pointer to the private key privKey.

pPublic Pointer to the public key pubKey.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function computes the public key pubKey from the given private key privKey of the
elliptic cryptosystem over a binary finite field GF(2™M).

The private key privKey is a number that lies in the range of [1, n-1] where n is the order
of the elliptic curve base point. The public key pubKey is an elliptic curve point such that
pubKey = pri vKey -G where G is the base point of the elliptic curve.

The context of the point pubKey as an elliptic curve point must be created by using the
functions i ppsECCBPoi nt Get Si ze and i ppsECCBPoi ntlnit.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.
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i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPrivate, pPublic, or pECCis not valid.

i ppSt sl val i dPrivat eKey Indicates an error condition if the value of the private
key falls outside the range of [1, n-1].

ECCBValidateKeyPair

Validates private and secret keys of the elliptic
cryptosystem over GF(2™M).

Syntax

| ppSt at us i ppsECCBVal i dat eKeyPai r (const | ppsBi gNuntSt at e* pPrivate, const
| ppsECCBPoi nt* pPublic, |ppECResult* pResult, |ppsECCBState* pECC);

Parameters

pPrivate Pointer to the private key privKey.

pPublic Pointer to the public key pubKey.

pResul t Pointer to the validation result.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function validates the private key privKey and public key pubKey of the elliptic
cryptosystem over a binary finite field GF(2™ and allocates the result of the validation in
accordance with the pointer pResul t .

The private key privKey is a number that lies in the range of [1, n-1] where n is the order
of the elliptic curve base point. The public key pubKey is an elliptic curve point such that
pubKey = pri vKey -G where G is the base point of the elliptic curve.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

The result of the cryptosystem keys validation for correctness can take one of the following

values:

i ppECVal i d Keys are valid.

i ppECI nval i dKeyPai r Keys are not valid because pri vKey - G= pubKey
i ppECI nval i dPri vat eKey Key privKey falls outside the range of [1, n-1].

i ppECPoi ntIsAtInfinite Key pubKey is the point at infinity.
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i ppECI nval i dPubl i cKey Key pubKey is not valid because n-pubKey #O where
O is the point at infinity.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPrivate, pPublic, or pECCis not valid.

ECCBSetKeyPair

Sets private and/or public keys in the elliptic
cryptosystem over GF(2™M).
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Syntax

| ppSt at us i ppSECCBSet KeyPai r (const | ppsBi gNuntst at e* pPrivate, const
| ppsECCBPoi nt* pPublic, |ppBool regular, |ppsECCBState* pECC);

Parameters

pPrivate Pointer to the private key privKey.

pPublic Pointer to the public key pubKey.

regul ar Key status flag.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function sets the private key privKey and/or public key pubKey in the elliptic
cryptosystem defined over a binary finite field GF(2™M.

The private key privKey is a number that lies in the range of [1, n-1] where n is the order
of the elliptic curve base point. The public key pubKey is an elliptic curve point such that
pubKey = privKey -G where G is the base point of the elliptic curve.

The two possible values of the parameter r egul ar define the key timeliness status:
i ppTrue Keys are regular.

i ppFal se Keys are ephemeral.
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The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPrivate, pPublic, or pECCis not valid.

ECCBSharedSecretDH

Computes a shared secret field element by using
the Diffie-Hellman scheme.

Syntax

| ppSt at us i ppsECCBShar edSecr et DH( const | ppsBi gNunftt at e* pPrivate, const
| ppsECCBPoi nt St at e* pPublic, |ppsBi gNunttate* pShare, |ppsECCBSt ate* pECC);

Parameters

pPrivate Pointer to your own public key pubKey.

pPublic Pointer to the public key pubKey.

pShar e Pointer to the secret number bnShare.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function computes a secret number bnShar e, which is a secret key shared between
two participants of the cryptosystem.

In cryptography, metasyntactic names such as Alice as Bob are normally used as examples
and in discussions and stand for participant A and participant B.

Both participants (Alice and Bob) use the cryptosystem for receiving a common secret
point on the elliptic curve called a secret key. To receive a secret key, participants apply the
Diffie-Hellman key-agreement scheme involving public key exchange. The value of the
secret key entirely depends on participants.

According to the scheme, Alice and Bob perform the following operations:
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1. Alice calculates her own public key pubKeyA by using her private key privKeyA:
pubKeyA = pri vKeyA-G where G is a base point of the elliptic curve. Alice passes
the public key to Bob.

2. Bob calculates his own public key pubKeyB by using his private key privKeyB:
pubKeyB = pri vKeyB-G where G is a base point of the elliptic curve. Bob passes the
public key to Alice.

3. Alice gets Bob’s public key and calculates the secret point shareA. When calculating,
she uses her own private key and Bob’s public key and applies the following formula:
shareA = privKeyA-pubKeyB = pri vkeyA-privKeyB-G

4. Bob gets Alice’s public key and calculates the secret point shareB. When calculating, he
uses his own private key and Alice’s public key and applies the following formula:
shareB = pri vKeyB-pubKeyA = pri vKeyB:pri vKeyA-G

Because the following equation is true

privKeyA-privKeyB-G = privKeyB-privKeyA-G , the result of both calculations is
the same, that is, the equation shar eA = shar eB is true. The secret point serves as a
secret key.

Shared secret bnShar e is a x-coordinate of the secret point on the elliptic curve.
The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPubl i c, pPShar e, or pECC is not valid.

i ppSt sRangeErr Indicates an error condition if the memory size of
bnShar e pointed by pShar e is less than the value of
feBitSize in the function i ppsECCBI ni t .

i ppSt sShar eKeyEr r Indicates an error condition if the shared secret key is
not valid. (For example, the shared secret key is invalid
if the result of the secret point calculation is the point
at infinity.
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ECCBSharedSecretDHC

Computes a shared secret field element by using
the Diffie-Hellman scheme and the elliptic curve
cofactor.

Syntax

| ppSt at us | ppsECCBShar edSecr et DHC( const | ppsBi gNunfst at e* pPrivate, const
| ppsECCBPoI nt St at e* pPublic, |ppsBi gNuntt ate* pShare, |ppsECCBState* pECO) ;

Parameters

pPrivate Pointer to your own public key pubKey.

pPublic Pointer to the public key pubKey.

pShar e Pointer to the secret number bnShare.

pECC Pointer to the context of the elliptic cryptosystem.
Description

The function computes a secret number bnShar e which is a secret key shared between two
participants of the cryptosystem. Both participants (Alice and Bob) use the cryptosystem
for getting a common secret point on the elliptic curve by using the Diffie-Hellman scheme
and elliptic curve cofactor h.

Alice and Bob perform the following operations:

1. Alice calculates her own public key pubKeyA by using her private key privKeyA:
pubKeyA = pri vKeyA-G where G is a base point of the elliptic curve. Alice passes
the public key to Bob.

2. Bob calculates his own public key pubKeyB by using his private key privKeyB:
pubKeyB = pri vKeyB-G where G is a base point of the elliptic curve. Bob passes the
public key to Alice.

3. Alice gets Bob’s public key and calculates the secret point shareA. When calculating,
she uses her own private key and Bob’s public key and applies the following formula:
shareA = h-privKeyA-pubKeyB = h-privKeyA:-privKeyB-G where h is the
elliptic curve cofactor.

4. Bob gets Alice’s public key and calculates the secret point shareB. When calculating, he
uses his own private key and Alice’s public key and applies the following formula:
shareB = h-privKeyB:-pubKeyA = h-privKeyB:-pri vkeyA-G where h is the
elliptic curve cofactor.

Shared secret bnShar e is a x-coordinate of the secret point on the elliptic curve.
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To define a secret key, the call to the i ppsECCBShar edSecr et DH function must be
preceded by the call to the i ppsECCBSet KeyPai r function.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.
i ppStsNul | PtrErr Indicates an error condition if any of the specified

pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pPubl i c, pPShar e, or pECC is not valid.

i ppSt sRangeErr Indicates an error condition if the memory size of
bnShar e pointed by pShar e is less than the value of
feBitSize in the function i ppsECCBI ni t .

i ppSt sShar eKeyEr r Indicates an error condition if the shared secret key is
not valid. (For example, the shared secret key is invalid
if the result of the secret point calculation is the point
at infinity.

ECCBSignDSA

Computes a digital signature over a message

digest.
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Syntax

| ppSt at us i ppsECCBSi gnDSA( const | ppsBi gNuntt at e* pMsgDi gest, const
| ppsBi gNunfst at e* pPrivate, |ppsBi gNunttate* pSignX, |ppsBi gNuntt at e*
pSi gnY, | ppsECCBSt at e* pECC);

Parameters

pMsgDi gest Pointer to the message digest msg to be digitally signed, that is, to
be ecrypted with a private key.

pPrivate Pointer to the signer’s regular private key.

pSi gnX Pointer to the integer r of the digital signature.

pSi gnY Pointer to the integer s of the digital signature.

pECC Pointer to the context of the elliptic cryptosystem.
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Description

A message digest is a fixed size number derived from the original message with an applied
hash function over the binary code of the message. The signer’s private key and the
message digest are used to create a signature.

A digital signature over a message consists of a pair of large numbers r and s which the
given function computes.

The scheme used for computing a digital signature is analogue of the ECDSA scheme, an
elliptic curve analogue of the DSA scheme. ECDSA assumes that the following keys are
hitherto set by a message signer:

ephPrivKey Ephemeral private key.
ephPubKey Ephemeral public key.

The keys can be generated and set up by the functions i ppsECCBGenKeyPai r and
i ppSECCBSet KeyPai r with only requirement that the key regPrivKey be different from the
key ephPrivKey.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

For more information on digital signatures, please refer to the [ANSI] standard.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pMsgDi gest, pSi gnX, pSi gnY, or ECCis
not valid.

i ppSt sMessageErr Indicates an error condition if the value of msg pointed

by pMsgDi gest falls outside the range of [1, 1-n]
where n is the order of the elliptic curve base point G.

i ppSt sRangeEr r Indicates an error condition if one of the parameters
pointed by pSi gnX or pSi gnY has a less memory size
than the order n of the elliptic curve base point G.

i ppSt sEphener al KeyErr Indicates an error condition if the values of the
ephemeral keys ephPrivKey and ephPubKey are not
valid. (Either r = 0 or s = O is received as a result of
the digital signature calculation).
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ECCBVerifyDSA

Verifies authenticity of the digital signature over a
message digest (ECDSA).
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Syntax

| ppSt at us i ppsECCBVeri f yDSA(const | ppsBi gNuntSt at e*  pMsgDi gest, const
| ppsBi gNunfst at e*  pSi gnX, const | ppsBi gNunttate* pSigny,
| ppECResul t * pResult, |ppsECCBSt ate* pECC);

Parameters

pMsgDi gest Pointer to the message digest msg.

pSi gnX Pointer to the integer r of the digital signature.
pSi gnY Pointer to the integer s of the digital signature.
pResul t Pointer to the digital signature verification result.
pECC Pointer to the context of the elliptic cryptosystem.
Description

The function verifies authenticity of the digital signature over a message digest msg. The
signature consists of two large integers: r and s.

The scheme used to verify the signature is an elliptic curve analogue of the DSA scheme
and assumes that the following cryptosystem key be hitherto set:

regPubKey Message sender’s regular public key.

The regPubKey is set by the function i ppsECCBSet KeyPai r.

The result of the digital signature verification can take one of two possible values:
i ppECVal i d Digital signature is valid.

i ppECI nval i dSi gnat ure Digital signature is not valid.

The call to the i ppsECCBVer i f yDSA function must be preceded by the call to the
i ppSECCBSi gnDSA function which computes the digital signature over the message digest
msg and represents the signature with two numbers: r and s.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

For more information on digital signatures, please refer to the [ANSI] standard.
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Return Values
i ppSt sNoEr r

i ppSt sNul | PtrErr

i ppSt sCont ext Mat chErr

i ppSt sMessageErr

Indicates no error. Any other value indicates an error
or warning.

Indicates an error condition if any of the specified
pointers is NULL.

Indicates an error condition if one of the contexts
pointed by pMsgDi gest, pSi gnX, pSi gnY, or ECCis
not valid.

Indicates an error condition if the value of msg pointed
by pMsgDi gest falls outside the range of [1, 1-n]
where n is the order of the elliptic curve base base
point G.

ECCBSignNR

Computes the digital signature over a message

digest (the Nyberg-Rueppel scheme).

Syntax

| ppSt at us i ppsECCBSi gnNR( const
pSi gnX, | ppsBi gNuntt at e* pSi gny,

| ppsBi gNuntst at e* pMsgDi gest, | ppsBi gNuntt at e*

| ppsECCBSt at e* pECO) ;

Parameters

pMsgDi gest Pointer to the message digest msg.

pSi gnX Pointer to the integer r of the digital signature.
pSi gnY Pointer to the integer s of the digital signature.
pECC Pointer to the context of the elliptic cryptosystem.
Description

The function computes two large numbers r and s which form the digital signature over a

message digest msg.

The scheme used to compute the digital signature is an elliptic curve analogue of the
El-Gamal Digital Signature scheme with the message recovery (the Nyberg-Rueppel
sighature scheme). The scheme that the given function uses assumes that the following
cryptosystem keys are hitherto set up by the message sender:

regPrivKey Regular private key.
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ephPrivKey Ephemeral private key.
ephPubKey Ephemeral public key.

The keys can be generated and set up by the functions i ppsECCBGenKeyPai r and
i ppSECCBSet KeyPai r with only requirement that the key regPrivKey be different from the
key ephPrivKey.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

For more information on digital signatures, please refer to the [ANSI] standard.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppStsNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pMsgDi gest, pSi gnX, pSi gnY, or ECCis
not valid.

i ppSt sMessageErr Indicates an error condition if the value of msg pointed

by pMsgDi gest falls outside the range of [1, 1-n]
where n is the order of the elliptic curve base point G.

i ppSt sRangeErr Indicates an error condition if one of the parameters
pointed by pSi gnX or pSi gnY has a less memory size
than the order n of the elliptic curve base point G.

i ppSt sEphener al KeyErr Indicates an error condition if the values of the
ephemeral keys ephPrivKey and ephPubKey are not
valid. (Either r = 0 or s = O is received as a result of
the digital signature calculation).

ECCBVerifyNR

Computes authenticity of the digital signature over
a message digest (the Nyberg-Rueppel scheme).

Syntax

| ppSt at us i ppsECCBVeri f yNR(const | ppsBi gNuntst at e* pMsgDi gest, const
| ppsBi gNunfst at e*  pSi gnX, const | ppsBi gNunttate* pSigny,
| ppECResul t* pResult, | ppsECCBState* pECC) ;
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Parameters

pMsgDi gest Pointer to the message digest msg.

pSi gnX Pointer to the integer r of the digital signature.
pSi gnY Pointer to the integer s of the digital signature.
pResul t Pointer to the digital signature verification result.
pECC Pointer to the context of the elliptic cryptosystem.
Description

The function verifies authenticity of the digital signature over a message digest msg. The
signature is presented with two large integers r and s.

The scheme used to compute the digital signature is an elliptic curve analogue of the
El-Gamal Digital Signature scheme with the message recovery (the Nyberg-Rueppel
signature scheme). The scheme that the given function uses assumes that the following
cryptosystem keys be hitherto set up by the message sender:

regPubKey Message sender’s regular private key.

The key can be generated and set up by the function i ppsECCBGenKeyPai r.

The result of the digital signature verification can take one of two possible values:
i ppECVal i d The digital signature is valid.

i ppECI nval i dSi gnat ur e The digital signature is not valid.

The call to the i ppsECCBVer i f yNR function must be preceded by the call to the
i ppSECCBSi gnNR function which computes the digital signature over the message digest
msg and represents the signature with two numbers: r and s.

The elliptic curve domain parameters must be hitherto defined by one of the functions:
i ppSECCBSet or i ppsECCBSet St d.

For more information on digital signatures, please refer to the [ANSI] standard.

Return Values

i ppSt sNoEr r Indicates no error. Any other value indicates an error
or warning.

i ppSt sNul | PtrErr Indicates an error condition if any of the specified
pointers is NULL.

i ppSt sCont ext Mat chErr Indicates an error condition if one of the contexts
pointed by pMsgDi gest, pSi gnX, pSi gnY, or ECCis
not valid.

5-187



5 Intel Integrated Performance Primitives Reference Manual: Volume 4

i ppSt sMessageErr Indicates an error condition if the value of msg pointed
by pMsgDi gest falls outside the range of [1, 1-n]
where n is the order of the elliptic curve base point G.
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Functions Removed from
Intel® Integrated
Performance Primitives 5.0

The table below lists functions removed from Intel® Integrated Performance Primitives 5.0
(Intel® IPP 5.0) for cryptography and suggests Intel IPP 5.0 functions to be called instead.

Table A-1 Functions Removed from Intel IPP 5.0

Removed Function Function for Substitution or Workaround
i ppsBi gNunBufferSize i ppsBi gNuntzet Si ze

i ppsBl owfi shBufferSize i ppsBl owfi shGet Si ze

i ppsDAABI owf i shBuf fer Si ze i ppsDAABI owf i shCGet Si ze

i ppsDAADESBuUf f er Si ze i ppsDAADESCet Si ze

i ppsDAARi j ndael 128Buf fer Si ze i ppsDAARI j ndael 128Cet Si ze
i ppsDAARi j ndael 192Buf fer Si ze 1 ppsDAARI j ndael 192Cet Si ze
i ppsDAARi j ndael 256Buf fer Si ze i ppsDAARI j ndael 256Cet Si ze

i ppsDAATDESBuUf f er Si ze i ppsDAATDESCet Si ze

i ppsDAATwWof i shBuf f er Si ze i ppsDAATwWOf i shCet Si ze

i ppsDESBuf fer Si ze i ppsDESCet Si ze

i ppsDESDecr ypt i ppsDESDecrypt ECB(. ..l engt h==8...)
i ppsDESDecr ypt _| i ppsDESDecr ypt ECB(. ..l engt h==8...)
i ppsDESENncr ypt i ppsDESEncrypt ECB(. ..l engt h==8...)
i ppsDESENncrypt _| i ppsDESEncrypt ECB(. ..l ength==8...)
i ppsDSABuf f er Si zes i ppsDLPGet Si ze

i ppsDSAI ni t i ppsDLPI ni t

i ppsDSAKeyCheck i ppsDLPVal i dat eDSA

i ppsDSAKeyGen i ppsDLPGener at eDSA

i ppsDSAKey Get i ppsDLPGet
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Table A-1

Functions Removed from Intel IPP 5.0 (continued)

Removed Function

i ppsDSAKey Set

i ppsDSASI gn

i ppsDSAVeri fy

i ppsHVACVDSBUf f er Si ze

i ppsHVACSHALBuUf f er Si ze

i ppsHVACSHA256BuUf f er Si ze
i ppsHVACSHA384Buf f er Si ze
i ppsHVACSHAS12Buf f er Si ze
i ppsMD5BuUf f er Si ze

i ppsMont Buf f er Si ze

i ppsPri meBufferSize

i ppsPRNGAdd

i ppsPRNGBuf fer Si ze

i ppsPRNGGen

i ppsPRNGCGet Rand

i ppsPRNGSet Pri neQ

i ppsRi j ndael 128Buf fer Si ze
i ppsRi j ndael 192Buf fer Si ze
i ppsRi j ndael 256Buf f er Si ze
i ppsRSABuf f er Si zes

i ppsRSAKeyCheck

i ppsRSAKeyGen

i ppsRSAKey Get

i ppsRSAKey Set

i ppsSHA1Buf f er Si ze

i ppsSHA256Buffer Si ze

i ppsSHA384BufferSi ze

i ppsSHA512Buffer Si ze

i ppsTDESDecr ypt

i ppsTDESDecr ypt _|I

i ppsTDESENcr ypt

Function for Substitution or Workaround
i ppsDLPSet

i ppsDLPSi gnDSA

i ppsDLPVeri f yDSA

i ppsHVACVD5Get Si ze

i ppsHVACSHALGet Si ze

i ppsHVACSHA256Cet Si ze
i ppsHVACSHA384Cet Si ze
i ppsHVACSHA512Cet Si ze
i ppsMD5Get Si ze

i ppsMont Get Si ze

i ppsPrinmeCetSi ze

Functionality is not obvious, not needed, removed.
i ppsPRNGCet Si ze

i ppsPRNGen, i ppsPRNGen_BN

i ppsPRNGen, i ppsPRNGen_ BN

i ppsPRNGSet Modul us

i ppsRi j ndael 128Cet Si ze

i ppsRi j ndael 192Cet Si ze

i ppsRi j ndael 256Cet Si ze

i ppsRSACet Si ze

i ppsRSAval i dat e

i ppsRSACGener at e

i ppsRSACet Key

i ppsRSASet Key

i ppsSHAL1Cet Si ze

i ppsSHA256Cet Si ze

i ppsSHA384Cet Si ze

i ppsSHA512Cet Si ze

i ppsTDESDecr ypt ECB( ..l engt h==8...)
i ppsTDESDecr ypt ECB( ..l engt h==8...)
i ppsTDESEncr ypt ECB( ..L engt h==8...)




Table A-1 Functions Removed from Intel IPP 5.0 (continued)

Removed Function
i ppsTDESEncrypt _|I
i ppsTwofi shBufferSize

Function for Substitution or Workaround
i ppsTDESEncr ypt ECB( ..l engt h==8. . .)
i ppsTwofi shGet Si ze
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Support Functions and
Classes

This appendix contains miscellaneous information on support functions and classes that
may be helpful to users of Intel® Integrated Performance Primitives (Intel® IPP) for

cryptography.

The Version Information Function section describes an Intel IPP function that provides
version information for cryptography software.

The Classes and Functions Used in Examples section presents source code of classes and
functions needed for examples given in the manual chapters.

Version Information Function

GetLibVersion

Returns information about the active version of the
Intel IPP software for cryptography.

Syntax
const | ppLi braryVersion* ippcpGetLibVersion(void);

Description

The function i ppcpGet Li bVer si on is declared in the i ppcp. h file. This function returns a
pointer to a static data structure | ppLi br ar yVer si on that contains information about the
current version of the Intel IPP software for cryptography. There is no need for you to
release memory referenced by the returned pointer, as it points to a static variable. The
following fields of the | ppLi br ar yVer si on structure are available:
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maj or is the major number of the current library version.

m nor is the minor number of the current library version.

maj orBui |l d is the number of builds for the (maj or. mi ror) version.
build is the total number of IPP builds.

Name is the name of the current library version.

Ver si on is the library version string.

Bui | dDat e is the library version actual build date.

For example, if the library version is "5.2 gold", library name is "ippcppxl.lib", and build
date is "Nov 14 06", then the fields in this structure are set as follows:

maj or = 5, m nor = 2, Nane = “ippcppxl.lib",
Version = "5.2 gold", Buil dDate = "Nov 14 2006".

Example B-1 shows how to use the function i ppcpGet Li bVer si on.

Example B-1 Using the ippcpGetLibVersion Function

void libinfo(void) {
const | ppLibraryVersion* lib = ippcpGetLibVersion();

printf("% % %.%.%. %\ n", |ib->Nanme, |ib->Version,
l'ib->major, lib->minor, lib->mgjorBuild, |ib->build);
}

Output:

i ppcppxl.lib 5.2 gold 5.2.35.285
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Classes and Functions Used in Examples

This section presents source code of functions and classes used in Example 5-8 and
Example 5-9 given in the Public Key Cryptography Functions chapter.

BigNumber Class

The section presents source code of the Bi gNunber class.

Declarations

Contents of the header file (bi gnum h) declaring the Bi gNunber class are presented
below:

#i f

I'defi ned _BI GNUMBER_H_

#define _Bl GNUMBER H_

#i ncl ude "i ppcp. h"

#i ncl ude <i ostreane
#i ncl ude <vect or>
#i ncl ude <iterator>

usi

ng nanespace std;

cl ass Bi gNunber

{

publi c:

Bi gNunber (| pp32u val ue=0);

Bi gNunber (1 pp32s val ue);

Bi gNunber (const | ppsBi gNuntt at e* pBN) ;

Bi gNunber (const | pp32u* pData, int |ength=1, |ppsBi gNunSGN sgn=I ppsBi gNunPCS) ;
Bi gNunber (const Bi gNunber & bn) ;

Bi gNunber (const char *s);

virtual ~Bi gNunber();

/1 set value
voi d Set(const |pp32u* pData, int |ength=1, |ppsBi gNunSGN sgn=I ppsBi gNunPCs) ;

/'l conversion to | ppsBi gNuntt ate

friend | ppsBi gNuntst at e* BN(const Bi gNunber & bn) {return bn.m pBN;}
operator | ppsBigNunState* () const { return mpBN;, }
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/'l some useful constatns
static const Bi gNunber& Zero();
static const Bi gNunber& One();
static const Bi gNunber & Two();

/] arithmetic operators probably need
Bi gNunber & operator = (const Bi gNunber & bn);

Bi gNunber & operator += (const Bi gNunber & bn);
Bi gNunber & operator -= (const Bi gNunber & bn);
Bi gNunber & operator *= (1pp32u n);

Bi gNunber & operator *= (const Bi gNunber & bn);
Bi gNunber & operator /= (const Bi gNunber & bn);
Bi gNunber & operator % (const Bi gNunber & bn);

friend Bi gNunmber operator + (const Bi gNunber&
friend Bi gNunmber operator - (const Bi gNunber&
friend Bi gNumber operator * (const Bi gNunber&
friend Bi gNumber operator * (const Bi gNunber&
friend Bi gNumber operator % (const Bi gNunber &
friend Bi gNumber operator / (const Bi gNunber&

const Bi gNunber & b);
const Bi gNunmber & b);
const Bi gNunber & b);
I pp32u) ;

const Bi gNunber & b);
const Bi gNunber & b);

PO PEY

/1 modulo arithmetic

Bi gNumber Modul o(const Bi gNunber & a) const;

Bi gNumber ModAdd(const Bi gNumber & a, const Bi gNunber & b) const;
Bi gNumber ModSub(const Bi gNumber & a, const Bi gNunber & b) const;
Bi gNumber ModMul (const Bi gNumber & a, const Bi gNunber & b) const;
Bi gNunber | nverseAdd(const Bi gNurmber & a) const;

Bi gNunmber | nverseMil (const Bi gNurber & a) const;

/|l conparisons

friend bool operator < (const BigNunber& a, const Bi gNunber& b);

friend bool operator > (const BigNunber& a, const Bi gNunber& b);

friend bool operator == (const Bi gNunber& a, const Bi gNunber& b);

friend bool operator != (const BigNunber& a, const Bi gNunber& b);

friend bool operator <= (const Bi gNunber& a, const Bi gNunber & b)
{return !(a>b);}

friend bool operator >= (const Bi gNunmber& a, const Bi gNunber & b)

{return !(a<b);}
/'l easy tests
bool IsQdd() const;
bool IsEven() const { return !IsCdd(); }

/'l size of Bi gNunber
int MSB() const;
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int LSB() const;

int BitSize() const { return MSB()+1; }

int DwordSi ze() const { return (BitSize()+31)>>5;}
friend int Bit(const vector<|pp32u>& v, int n);

/1 conversion and out put
voi d nunRhex( string& s ) const; // convert to hex string
voi d nunRvec( vector<lpp32u>& v ) const; // convert to 32-bit word vector

friend ostrean& operator << (ostrean& 0s, const Bi gNunber & a);

pr ot ect ed:

bool create(const |pp32u* pData, int |ength, |ppsBi gNunSGN
sgn=I ppsBi gNunPCS) ;

i nt conpare(const Bi gNunber& ) const;

| ppsBi gNunftst at e* m _pBN,;
1

[/l convert bit size into 32-bit words
#define BI TSI ZE WORD(n) ((((n)+31)>>5))

#endif // _Bl GNUMBER H_

Definitions

C++ definitions for the Bi gNunber class methods are given below. For the declarations to
be included, see the preceding Declarations section.

#i ncl ude "bi gnum h"

FEEETTEEIT i bbb bbb
I

/'l Bi gNurber

I

FEEETEEEEE bbb bbb ingd

Bi gNurrber : : ~Bi gNunrber ()
{

}

delete [] (I pp8u*)m pBN;
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bool Bi gNunber::create(const |pp32u* pData, int |ength, |ppsBi gNunSGN
sgn)
{ . .
int size;
i ppsBi gNuntzet Si ze(l ength, &size);
m pBN = (| ppsBi gNuntt at e*) ( new | pp8u| si ze] );
i f(!mpBN
return fal se;
i ppsBi gNum nit (I ength, m pBN);
i f(pData)
i ppsSet _BN(sgn, length, pData, m pBN);
return true;

}
/1 constructors
/1
Bi gNurber : : Bi gNunber (| pp32u val ue)
{
create(&val ue, 1, |ppsBi gNunPOS);
}
Bi gNurber : : Bi gNunber (| pp32s val ue)
{
| pp32s aval ue = abs(val ue);
create( (I pp32u*) &aval ue, 1, (val ue<0)? | ppsBi gNUMNEG : | ppsBi gNunPCS) ;
}
Bi gNunber : : Bi gNunber (const | ppsBi gNunfst at e* pBN)
{
int bnLen;
i ppsGet Si ze_BN(pBN, &bnlLen);
| pp32u* bnData = new | pp32u[ bnLen];
| ppsBi gNunmSGN sgn;
i ppsGet _BN( &sgn, &bnLen, bnData, pBN);
I
create(bnbData, bnLen, sgn);
I
del et e bnDat a;
}
Bi gNurber : : Bi gNunber (const | pp32u* pData, int |ength, |ppsBi gNunSGN sgn)
{
create(pbData, length, sgn);
}
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static
char HexDigitList[] = "0123456789ABCDEF";

Bi gNurrber : : Bi gNunber (const char* s)
{

bool neg = '-' == s[0];
i f(neg) s++;
bool hex = (' 0'==s[0]) && (('x'==s[1]) || ("X ==s[1]));

int datalen;
| pp32u base;
i f(hex) {

s += 2;

base = 0x10;

dataLen = (strlen(s) + 7)/8;
}
el se {

base = 10

dataLen = (strlen(s) + 9)/10
}

create(0, datalLen);

*(this) = Zero();

while(*s) {
char tmp[2] = {s[O0],0};
| pp32u digit = strcspn(HexDigitList, tnp);
*this = (*this) * base + BigNunber( digit );

S++;
}
i f(neg)
(*this) = Zero()- (*this);
}
Bi gNurber : : Bi gNunber (const Bi gNunber & bn)
{

| ppsBi gNunSGN sgn

int |ength;

i ppsCet Si ze_BN(bn. m pBN, &l ength);

| pp32u* pData = new | pp32u[l ength];

i ppsGet _BN(&sgn, & ength, pData, bn.m pBN)
/1

create(pbData, length, sgn);
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11
del ete pData

/1l set val ue

I
voi d Bi gNunber: : Set (const | pp32u* pData, int length, |ppsBi gNunSGN sgn)
{
i ppsSet _BN(sgn, length, pData, BN(*this));
}

// constants

I
const Bi gNunber & Bi gNunber : : Zer o()
{
static const Bi gNunber zero(0)
return zero
}
const Bi gNunber & Bi gNurber: : One()
{
static const Bi gNunber one(1);
return one;
}
const Bi gNunber & Bi gNunber : : Two()
{
static const Bi gNunber two(2);
return two;
}

/1 arithmetic operators
I
Bi gNumber & Bi gNumber : : operat or =(const Bi gNunber & bn)
{
if(this I'= &bn) { /'l prevent self copy

int |ength;

i ppsCet Si ze_BN(bn. m pBN, &l ength);

| pp32u* pData = new | pp32u[l engt h];

| ppsBi gNunSGN sgn;

i ppsCGet _BN(&sgn, & ength, pData, bn.m pBN);
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}

11
delete (1 pp8u*)m pBN;
create(pData, |ength, sgn);
/1
del et e pDat a;

}

return *this;

Bi gNunmber & Bi gNunber : : operator += (const Bi gNunber & bn)

{

}

i nt alLengt h;

i ppsCGet Si ze_BN(BN(*t his), &alLength);

i nt bLengt h;

i ppsCGet Si ze_BN(BN(bn), &bLength);

int rLength = | PP_MAX(aLengt h, bLength) + 1;

Bi gNunber result (0, rlLength);

i ppsAdd_BN(BN(*t his), BN(bn), BN(result));
*this = result;

return *this;

Bi gNunber & Bi gNunber: : operator -= (const Bi gNunber & bn)

{

}

i nt alLengt h;

i ppsCet Si ze_ BN(BN(*t hi s), &alLength);

i nt bLength;

i ppsCGet Si ze_BN(BN(bn), &bLength);

int rLength = | PP_MAX(aLengt h, bLengt h);

Bi gNunber result (0, rlLength);

i ppsSub_BN(BN(*t his), BN(bn), BN(result));
*this = result;

return *this;

Bi gNunber & Bi gNunber: : operator *= (const Bi gNunber & bn)

{

i nt alLengt h;

i ppsCGet Si ze_BN(BN(*this), &alLength);
i nt bLength;

i ppsCGet Si ze_BN(BN(bn), &bLength);
int rLength = alLength+bLengt h;
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Bi gNurber result (0, rLength);

i ppsMul _BN(BN(*t his), BN(bn), BN(result));
*this = result;

return *this;

}
Bi gNunmber & Bi gNunber: : operator *= (I pp32u n)
{
i nt alLengt h;
i ppsGet Si ze_BN(BN(*t his), &alLength);
Bi gNunber bn(n);
Bi gNurber result (0, alLength+1);
i ppsMul _BN(BN(*t his), BN(bn), BN(result));
*this = result;
return *this;
}
Bi gNunmber & Bi gNunber: : operator % (const Bi gNunber & bn)
{
Bi gNunber renai nder (bn);
i ppsMbd_BN(BN(*t hi s), BN(bn), BN(remainder));
*this = renni nder;
return *this;
}
Bi gNunber & Bi gNunber: : operator /= (const Bi gNunber & bn)
{
Bi gNunber quotient(*this);
Bi gNunmber renai nder (bn);
i ppsDi v_BN(BN(*this), BN(bn), BN(quotient), BN(remainder));
*this = quotient;
return *this;
}
Bi gNunmber operator + (const Bi gNunber& a, const Bi gNunmber& b )
{
Bi gNunber r(a);
return r += b;
}
Bi gNunmber operator - (const Bi gNunber& a, const Bi gNunber& b )
{
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Bi gNunber r(a);
return r -= b;

}

Bi gNunmber oper at or

{
Bi gNunmber r(a);
return r *= b;

}

Bi gNunber oper at or

{
Bi gNunber r(a);
returnr *= n;

}

Bi gNunmber oper at or

{
Bi gNunmber q(a);
return q /= b;

}

Bi gNunber oper at or

{
Bi gNunmber r(b);

i ppsMod_BN(BN( a) ,

return r;

* (const

* (const

~

(const

% (const

BN( b),

// nodulo arithnetic

Bi gNunber : : Modul o( const Bi gNunber & a)

Bi gNunber: : I nver seAdd( const

Modul o( a) ;

:Zero())

/1
Bi gNunber
{
return a % *this;
}
Bi gNunber
{
Bi gNunber t =
i f(t==Bi gNunber:
return t;
el se

return *this - t;

Bi gNunber & a, const Bi gNunber& b )
Bi gNunber & a, | pp32u n)

Bi gNunber & a, const Bi gNunber& b )
Bi gNunber & a, const Bi gNunber& b )
BN(r));

const

Bi gNunber & a) const
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B-12

}

Bi gNuber Bi gNunber: : I nverseMul (const Bi gNunber & a) const

{
Bi gNunmber r(*this);
i ppsModl nv_BN(BN(a), BN(*this), BN(r));
return r;

}

Bi gNunmber Bi gNunber : : ModAdd( const Bi gNunber & a, const Bi gNunber & b) const

{
Bi gNumber r = t hi s->Modul o(a+b);
return r;

}

Bi gNurmber Bi gNunber: : ModSub( const Bi gNunber & a, const Bi gNunber & b) const

{
Bi gNunber r = this->Mdul o(a + this->InverseAdd(b));
return r;

}

Bi gNurmber Bi gNunber: : ModMul (const Bi gNunber & a, const Bi gNunber & b) const

{
Bi gNumber r = t hi s->Mdul o(a*b);
return r;

/| conparison

/1
i nt Bi gNunber: : conpare(const Bi gNunber &bn) const
{
| pp32u result;
Bi gNunber tnp = *this - bn;
i ppsCnpZero_BN(BN(tnp), &result);
return (result==1S ZERO ? 0 : (resul t==GREATER THAN ZERO)? 1 : -1;
}

bool operator < (const BigNunber &a, const BigNunber &) { return
a.conmpare(b) < 0; }

bool operator > (const Bi gNumber &a, const Bi gNunber &b) { return
a.conpare(b) > 0; }

bool operator == (const Bi gNumber &a, const Bi gNunber &b) { return ==
a.conpare(b);}



B

bool operator !'= (const Bi gNumber &a, const BigNumber &) { return 0 I=
a. conpare(b);}

/'l easy tests

/1
bool Bi gNunber::1sGdd() const
{
vect or <l pp32u> v;
nunvec(v);
return v[0] &1;
}
/'l size of Bi gNunber
/1

i nt Bi gNunber::LSB() const

if( *this == Bi gNunber:: Zero() )
return O;

vect or <l pp32u> v;
nunvec(v);

int |sb = 0;
vector<l pp32u>::iterator i;
for(i=v.begin(); il=v.end(); i++) {
I pp32u x = *i
i f(0==x)
| sb += 32;
el se {
whi | e(0==(x&1)) {
| sh++;
X >>=1;
}
br eak;
}
}

return | sb;

}

i nt Bi gNunber:: MSB() const

{
if( *this == Bi gNunber:: Zero() )
return O;
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vect or <l pp32u> v;
nunvec(v);

int meb = v.size()*32 -1;
vect or <l pp32u>::reverse_iterator i;

for(i=v.rbegin(); i!'=v.rend(); i++) {
| pp32u x = *i;
i f(0==x)
nmsb -=32;
el se {
whi | e(! (x&0x80000000)) {
nmsb--;
X <<= 1;
}
br eak;
}
}
return mnsb;
}
int Bit(const vector<lpp32u>& v, int n)
{
return O I'= ( v[n>>5] & (1<<(n&0x1F)) );
}

/1 conversions and out put

/1
voi d Bi gNunber: : nunRvec( vector<l pp32u>& v ) const
{
int |ength;
i ppsGet Si ze_BN(BN(*this), & ength);
| pp32u* pData = new | pp32u[l engt h];
| ppsBi gNunSGN sgn;
i ppsGet _BN(&sgn, &l ength, pData, BN(*this));
I
for(int n=0; n<length; n++)
v. push_back( pData[n] );
I
del et e pDat a;
}
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voi d Bi gNunber: : nunkhex( string& s ) const

{
int |ength;
i ppsGet Si ze_BN(BN(*this), & ength);
| pp32u* pData = new | pp32u[l ength];
| ppsBi gNunSGN sgn;
i ppsGet _BN(&sgn, & ength, pData, BN(*this));
s.append(1, (sgn==lppsBigNumMNEG? '-' : " ");
s.append(1, '0');
s.append(1, 'x');
for(int n=length; n>0; n--) {
| pp32u x = pData[n-1];
for(int nd=8; nd>0; nd--) {
char ¢ = HexDigitList[(x>>(nd-1)*4)&0xF];
s. append(1, c¢);
}
}
del ete pData;
}
ostream& operator << ( ostream &os, const Bi gNunber& a) {
string s;
a. nunmkhex(s);
0s << s.c_str();
return os;
}

Functions for Creation of Cryptographic Contexts
The section presents source code for creation of some cryptographic contexts.

Declarations

Contents of the header file (cpobj s. h) declaring functions for creation of some
cryptographic contexts are presented below:

#if ldefined _CPOBJS H_
#define _CPOBJS H_

I

/'l create new of sone ippCP 'objects’
I
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#i ncl ude "i ppcp. h"
#i ncl ude <stdlib. h>

#define BITS 2 _WORDS(n) (((n)+31)>>5)
int Bitsize2Wrdsize(int nBits);

| pp32u* rand32(| pp32u* pX, int size);

| ppsBi gNuntst at e* newBN(i nt |en, const |pp32u* pData=0);
| ppsBi gNunfst at e* newRandBN(int | en);
voi d del et eBN(| ppsBi gNuntt at e* pBN) ;

| ppsPRNGSt at e* newPRNG(i nt seedBitsize=160);
voi d del et ePRNG | ppsPRNGSt at e* pPRNG) ;

| ppsRSASt at e* newRSA(int lenN, int |enP, |ppRSAKeyType type);
voi d del et eRSA(| ppsRSASt at e* pRSA) ;

| ppsDLPSt at e* newDLP(int [enM int lenlL);
voi d del et eDLP(| ppsDLPSt at e* pDLP);

#endi f // _CPOBJS H_

Definitions

C++ definitions of functions creating cryptographic contexts are given below. For the
declarations to be included, see the preceding Declarations section.

#i ncl ude "cpobjs. h"

/1 convert bitsize into 32-bit wordsize
int Bitsize2Wrdsize(int nBits)
{ return (nBits+31)>>5; }

/1 new BN nunber
| ppsBi gNuntst at e* newBN(i nt |en, const |pp32u* pData)

int size;

i ppsBi gNuntzet Si ze(l en, &si ze);

| ppsBi gNuntt at e* pBN = (| ppsBi gNuntst at e*) ( new | pp8u [size] );
i ppsBi gNum nit (Il en, pBN);

i f(pData)
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i ppsSet _BN(I ppsBi gNunPGS, | en, pbData, pBN);
return pBN,
}

/! desrtoy BN
voi d del et eBN(| ppsBi gNuntt at e* pBN)
{ delete [] (Ipp8u*)pBN, }

/1 set up array of 32-bit itenms random
| pp32u* rand32(1 pp32u* pX, int size)

{
for(int n=0; n<size; n++)
pX[n] = (rand()<<16) + rand();
return pX;
}

| ppsBi gNuntst at e* newRandBN(i nt | en)

| pp32u* pBuffer = new | pp32u [len];

| ppsBi gNuntst at e* pBN = newBN(| en, rand32(pBuffer,|en));
delete [] pBuffer;

return pBN,

I

/1 "external' PRNG

/1

| ppsPRNGSt at e* newPRNG(i nt seedBitsi ze)

{
i nt seedSize Bi t si ze2Wir dsi ze(seedBi t si ze) ;
| pp32u* seed new | pp32u [ seedSi ze];
| pp32u* augm = new | pp32u [seedSi ze];

int size;

| ppsBi gNunfst at e* pTnp;

i ppsPRNGGet Si ze( &si ze) ;

| ppsPRNGSt at e* pCtx = (| ppsPRNGSt at e*) ( new | pp8u [size] );
i ppsPRNG ni t (seedBi tsize, pCtx);

i ppsPRNGSet Seed( pTnp=newBN( seedSi ze, rand32( seed, seedSi ze)), pCtx);

delete [] (I pp8u*)pTnp;
i ppsPRNGSet Augnent ( pTnp=newBN( seedSi ze, rand32( augm seedSi ze)), pCtx);
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delete [] (I pp8u*)pTnp;

delete [] seed;

delete [] augm

return pCtx;
}
voi d del et ePRNG | ppsPRNGSt at e* pPRNG)
{ delete [] (Ipp8u*)pPRNG }

/1
/1 RSA cont ext
/1
| ppsRSASt at e* newRSA(int |enN, int |lenP, |ppRSAKeyType type)
{
int size;
i ppsRSAGet Si ze(l enN, | enP, type, &size);
| ppsRSASt ate* pCtx = (Il ppsRSAState*)( new | pp8u [size] );
i ppsRSAI nit(lenN, |l enP, type, pCtx);

return pCtx;

voi d del et eRSA(| ppsRSASt at e* pRSA)
{ delete [] (Ipp8u*)pRSA; }

I
/1 DLP context
/1
| ppsDLPSt at e* newDLP(int [enM int |enl)
{
int size;
i ppsDLPGet Si ze(l enM | enL, &size);
| ppsDLPSt ate *pCtx= (| ppsDLPState *)new | pp8u[ size ];
i ppsDLPInit(lenM lenL, pCx);
return pCtx;
}

voi d del et eDLP(| ppsDLPSt at e* pDLP)
{ delete [] (!pp8u*)pDLP; }
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Calling the Cryptography
Functions from Fortran-90

The Intel® Integrated Performance Primitives (Intel® IPP) for cryptography basically
provide C interface. However, you can invoke Intel IPP cryptography functions directly from
other languages if you are familiar with the inter-language calling conventions of your
platforms. To promote portability, relieve you of having to deal with the calling convention
specifics, and provide an interface to the functions that looks natural in Fortran-90, the
Fortran-specific header file has been implemented.

The header file is available with the Intel IPP Samples, an extensive library of code samples
and codecs implemented using the Intel IPP functions to help demonstrate the use of Intel
IPP and accelerate the development of your application, components, and codecs. The
samples can be downloaded from
http://www.intel.com/software/products/ipp/samples.htm. The header file is a part of the
Fortran-90 Interface to Intel IPP for Cryptography sample, which can be found in the
\ipp_samples\language-interface\f90-crypto directory after downloading the code
samples.

The interface header file .\include\ippcp.f90 contains interfaces for direct calling Intel
IPP cryptography functions from Fortran-90 applications.

Along with the header file, the sample, in particular, provides Fortran-90 examples for all
Intel IPP cryptography functions.

The Fortran-90 Interface to Intel IPP for Cryptography sample demonstrates how to call
Intel IPP cryptography functions using Fortran-90 API. The structure of the sample is
designed so that each specific cryptographic algorithm, for example, an encryption in the
OFB mode according to DES algorithm, is represented by a module. Each module contains
the sequence of operations that an application code must perform to complete the
algorithm. So, from the module you can get to know how to carry out the algorithmic
chain, define parameters, set data, and call the cryptography functions in a Fortran-90
application. Modules related to a certain cryptographic algorithm, for example, TDES block
cipher, make up a file with the corresponding name, crypto_tdes_samples.f90, in this
case. Names of modules inside the files are also self-explanatory. For example, in the
above file, the module TDES_CBC_SAMPLE implements a typical TDES encryption in the
CBC mode.


http://www.intel.com/software/products/ipp/samples.htm
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The file \ i pp_sanpl es\ | anguage-i nt er f ace\ f 90- cr ypt o\ doc\ crypt o- f 90. pdf
contains the detailed description of the Fortran-90 cryptography APl and the sample usage.

In Example C-1, modules are fragments of the definition module | PPCP_DEFS and interface
module | PPCP_F90 from the header file i ppcp. f 90 and the DES_ECB_SAMPLE program
demonstrates a Fortran-90 implementation of Example 2-1.

Example C-1 Fortran-90 Implementation of DES Encryption and Decryption

MODULE | PPCP_DEFS

! Codes for paraneter PADDI NG
| NTEGER(4), PARAMETER :: | ppsCPPaddi ngNONE = 0

! DES/ TDES DEFI NI TI ONS
| NTEGER(4), PARAMETER :: DES_BLOCKSI ZE
| NTEGER(4), PARAMETER :: DES_KEYSIZE

ci pher bl ocksi ze (bytes)

8 !
8 ! cipher keysize (bytes)

END MODULE | PPCP_DEFS
MODULE | PPCP_F90

USE | PPCP_DEFS
| NTERFACE
I'l ppStatus i ppsDESGet Si ze(int* pSize)
I NTEGER(4) FUNCTI ON i ppsDESGet Si ze(si ze)

| NTEGER(4), |NTENT(OUT) :: size
| DECSATTRI BUTES STDCALL, DECORATE, ALIAS : 'ippsDESGetSize':: ippsDESGetSize
I MB$SATTRI BUTES REFERENCE :: size
END FUNCTI ON i ppsDESCet Si ze
END | NTERFACE

| NTERFACE
Il ppStatus i ppsDESInit(const |pp8u* pKey, |ppsDESSpec* pCtx);
| NTEGER(4) FUNCTI ON i ppsDESI ni t (Key, SPEC_CONTEXT)
USE | PPCP_DEFS
CHARACTER( LEN=DES_KEYSI ZE), INTENT(IN) :: Key
CHARACTER(LEN=1), | NTENT(INQUT) :: SPEC CONTEXT(*)

| DECSATTRI BUTES STDCALL, DECORATE, ALIAS : 'ippsDESInit'::ippsDESInit
I MSSATTRI BUTES REFERENCE :: Key
I MSSATTRI BUTES REFERENCE :: SPEC_CONTEXT

END FUNCTI ON i ppsDESI ni t
END | NTERFACE
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| NTERFACE
'l ppSt atus i ppsDESEncrypt ECB(const | pp8u* pSrc, |pp8u* pDst, int Ien,

! const | ppsDESSpec* pCtx, |ppsCPPaddi ng paddi ng);
I NTEGER(4) FUNCTI ON i ppsDESEncrypt ECB(Src, Dst, |en, SPEC CONTEXT, PADDI NG

CHARACTER(LEN=*), INTENT(IN) :: Src
CHARACTER(LEN=*), | NTENT(OUT) :: Dst
| NTEGER(4), INTENT(IN) :: len

CHARACTER(LEN=1), INTENT(IN) :: SPEC CONTEXT(*)
| NTEGER(4), INTENT(IN) :: PADDI NG

| DECSATTRI BUTES STDCALL, DECORATE, ALIAS : 'ippsDESEncrypt ECB ::i ppsDESEncrypt ECB

I MSSATTRI BUTES REFERENCE :: Src
I MSSATTRI BUTES REFERENCE :: Dst
I MSSATTRI BUTES REFERENCE :: SPEC_CONTEXT

END FUNCTI ON i ppsDESEncr ypt ECB
END | NTERFACE

| NTERFACE
'l ppSt atus i ppsDESDecrypt ECB(const | pp8u* pSrc, |pp8u* pDst, int |en,

! const | ppsDESSpec* pCtx, | ppsCPPaddi ng paddi ng);
| NTEGER(4) FUNCTI ON i ppsDESDecrypt ECB(Src, Dst, |en, SPEC CONTEXT, PADDI NG

CHARACTER(LEN=*), INTENT(IN) :: Src
CHARACTER( LEN=*), | NTENT(OUT) :: Dst
| NTEGER(4), INTENT(IN) :: len

CHARACTER(LEN=1), INTENT(IN) :: SPEC CONTEXT(*)
| NTEGER(4), INTENT(IN) :: PADDI NG

| DECSATTRI BUTES STDCALL, DECORATE, ALIAS : 'ippsDESDecrypt ECB' ::i ppsDESDecrypt ECB

I MSSATTRI BUTES REFERENCE :: Src
I MSSATTRI BUTES REFERENCE :: Dst
I MSSATTRI BUTES REFERENCE :: SPEC_CONTEXT

END FUNCTI ON i ppsDESDecr ypt ECB
END | NTERFACE

END MODULE | PPCP_F90
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Example C-1 Fortran-90 Implementation of DES Encryption and Decryption

PROGRAM DES_ECB_SAMPLE
USE | PPCP_F90

| NTEGER(4) :: size
| NTEGER(4) status

CHARACTER( LEN=DES_KEYSI ZE) Key
| NTEGER(1), DI MENSI ON( DES_KEYSI ZE) :: Key_int
| NTEGER(4) textSize

I context description
CHARACTER(LEN=1), ALLOCATABLE :: SPEC _CONTEXT(:)

CHARACTER( LEN=40) pt ext
CHARACTER( LEN=40) rt ext
CHARACTER( LEN=40) ct ext

I the size of text is always multiple of cipher block size
I (DES_DES _BLOCKSI ZE =8 byt es)
textSize = 40

I define the nessage to be encrypted
ptext = 'quick brown fox jupmover |azy dog

I define the Key

Key_int = (/201,202,203 ,2 04,205,272 06,2 07,2 08'/)

Key = TRANSFER(Key_i nt, Key)

I get size of the context needed for the encryption/decryption operation

status = i ppsDESCet Si ze(si ze)

I allocate context
ALLOCATE ( SPEC_CONTEXT( si ze))

I prepare the context for the DES usage
status = i ppsDESI nit (Key, SPEC CONTEXT)

I encrypt (ECB npde) ptext nessage

status = i ppsDESEncrypt ECB(ptext, ctext, textSize, SPEC CONTEXT,

| ppsCPPaddi ngNONE)
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I decrypt (ECB npde) ctext nessage
status = i ppsDESDecrypt ECB(ctext, rtext, textSize, SPEC CONTEXT, |ppsCPPaddi ngNONE)

I deal | ocat e cont ext
DEALLOCATE ( SPEC_CONTEXT)

END PROGRAM
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TDESEnNncryptCTR, 2-25
TDESEnNncryptECB, 2-16
TDESEnNcryptOFB, 2-23
Discrete Logarithm Based Functions
DLPGenerateDH, 5-120
DLPGenerateDSA, 5-112
DLPGenKeyPair, 5-108
DLPGet, 5-105
DLPGetDP, 5-107
DLPGetSize, 5-103
DLPInit, 5-103
DLPPublicKey, 5-109
DLPSet, 5-104
DLPSetDP, 5-106
DLPSetKeyPair, 5-111
DLPSharedSecretDH, 5-122
DLPSignDSA, 5-114
DLPValidateDH, 5-121
DLPValidateDSA, 5-113
DLPValidateKeyPair, 5-110
DLPVerifyDSA, 5-115

E

Elliptic Curve Cryptographic Functions
ECCBAddPoint, 5-173
ECCBCheckPoint, 5-170
ECCBComparePoint, 5-171
ECCBGenKeyPair, 5-175
ECCBGet, 5-162
ECCBGetOrderBitSize, 5-163
ECCBGetPoint, 5-169
ECCBGetSize, 5-158
ECCBInit, 5-158
ECCBMulPointScalar, 5-174
ECCBNegativePoint, 5-172
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ECCBPointGetSize, 5-166
ECCBPointlInit, 5-166
ECCBPublicKey, 5-176
ECCBSet, 5-159
ECCBSetKeyPair, 5-178
ECCBSetPoint, 5-167
ECCBSetPointAtInfinity, 5-168
ECCBSetStd, 5-161
ECCBSharedSecretDH, 5-179
ECCBSharedSecretDHC, 5-181
ECCBSignDSA, 5-182
ECCBSignNR, 5-185
ECCBValidate, 5-164
ECCBValidateKeyPair, 5-177
ECCBVerifyDSA, 5-184
ECCBVerifyNR, 5-186
ECCPAddPoint, 5-142
ECCPCheckPoint, 5-139
ECCPComparePoint, 5-140
ECCPGenKeyPair, 5-144
ECCPGet, 5-131
ECCPGetOrderBitSize, 5-132
ECCPGetPoint, 5-138
ECCPGetSize, 5-127
ECCPInit, 5-128
ECCPMulPointScalar, 5-143
ECCPNegativePoint, 5-141
ECCPPointGetSize, 5-135
ECCPPointlInit, 5-135
ECCPPublicKey, 5-145
ECCPSet, 5-128
ECCPSetKeyPair, 5-147
ECCPSetPoint, 5-136
ECCPSetPointAtInfinity, 5-137
ECCPSetStd, 5-130
ECCPSharedSecretDH, 5-148
ECCPSharedSecretDHC, 5-150
ECCPSIignDSA, 5-151
ECCPSignNR, 5-154
ECCPValidate, 5-133
ECCPValidateKeyPair, 5-146
ECCPVerifyDSA, 5-153
ECCPVerifyNR, 5-156

encryption, decryption, and encryption (E-D-E)

sequence, 2-3

F

font conventions, 1-7

Fortran-90 interface to cryptography functions, C-1

function descriptions, in manual sections, 1-6

G

GetLibVersion, B-1

H

hardware and software requirements, 1-2
hash function, 3-1

Hash Functions for Non-Streaming Messages, 3-25

general definition, 3-26
MD5MessageDigest, 3-26
SHA1MessageDigest, 3-27
SHA224MessageDigest, 3-29
SHA256MessageDigest, 3-30
SHA384MessageDigest, 3-31
SHA512MessageDigest, 3-32
user-implemented, 3-25
HMAC, 4-1

I

initialization vector iv, 2-4

Intel Performance Library Suite, 1-1
IPP software, 1-2
ippcpGetLibVersion, B-1
ippsAdd_BN, 5-22

ippsAdd_BNU, 5-3
ippsARCFivel128DecryptCBC, 2-120
ippsARCFivel128DecryptCFB, 2-122
ippsARCFivel28DecryptCTR, 2-126
ippsARCFivel28DecryptECB, 2-118
ippsARCFivel28DecryptOFB, 2-124
ippsARCFivel128EncryptCBC, 2-119
ippSARCFivel28EncryptCFB, 2-121
ippSARCFivel28EncryptCTR, 2-125
ippsARCFivel28EncryptECB, 2-117
ippsARCFivel128EncryptOFB, 2-123
ippsARCFivel28GetSize, 2-116
ippsARCFivel28Init, 2-116
ippsARCFive64DecryptCBC, 2-109
ippsARCFive64DecryptCFB, 2-111
ippsARCFive64DecryptCTR, 2-115
ippsARCFive64DecryptECB, 2-107
ippsARCFive64DecryptOFB, 2-113
ippsARCFive64EncryptCBC, 2-108
ippsARCFive64EncryptCFB, 2-110
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ippsARCFive64EncryptCTR, 2-114
ippsARCFive64EncryptECB, 2-106
ippsARCFive64EncryptOFB, 2-112
ippsARCFive64GetSize, 2-104
ippsARCFive64Init, 2-105
ippsARCFourCheckKey, 2-128
ippsARCFourDecrypt, 2-131
ippsARCFourEncrypt, 2-130
ippsARCFourGetSize, 2-128
ippsARCFourlnit, 2-129
ippsARCFourReset, 2-132
ippsBigNumGetSize, 5-13
ippsBigNumlInit, 5-13
ippsBlowfishDecryptCBC, 2-78
ippsBlowfishDecryptCFB, 2-80
ippsBlowfishDecryptCTR, 2-84
ippsBlowfishDecryptECB, 2-76
ippsBlowfishDecryptOFB, 2-82
ippsBlowfishEncryptCBC, 2-77
ippsBlowfishEncryptCFB, 2-79
ippsBlowfishEncryptCTR, 2-83
ippsBlowfishEncryptECB, 2-75
ippsBlowfishEncryptOFB, 2-81
ippsBlowfishGetSize, 2-74
ippsBlowfishlnit, 2-75
ippsCMACRijndaell128Final, 4-37
ippsCMACRIjndael128GetSize, 4-34
ippsCMACRijndael128lInit, 4-35
ippsCMACRijndael128MessageDigest, 4-37
ippsCMACRijndael128Update, 4-36
ippsCmp_BN, 5-20
ippsCmpZero_BN, 5-21
ippsDAABIowfishFinal, 4-62
ippsDAABIlowfishGetSize, 4-60
ippsDAABIlowfishinit, 4-61
ippsDAABlowfishMessageDigest, 4-63
ippsDAABIowfishUpdate, 4-61
ippsDAADESFinal, 4-43
ippsDAADESGetSize, 4-41
ippsDAADESInit, 4-41
ippsDAADESMessageDigest, 4-44
ippsDAADESUpdate, 4-42
ippsDAARIijndael128Final, 4-51
ippsDAARIjndael128GetSize, 4-48
ippsDAARIijndael128Init, 4-49
ippsDAARijndaell28MessageDigest, 4-51
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ippsDAARIijndaell28Update, 4-50
ippsDAARIijndael192Final, 4-55
ippsDAARIjndael192GetSize, 4-52
ippsDAARIjndaell92MessageDigest, 4-55
ippsDAARIijndaell92Update, 4-54
ippsDAARIijndael256Final, 4-59
ippsDAARIjndael256GetSize, 4-56
ippsDAARIijndael256MessageDigest, 4-59
ippsDAARIjndael256Update, 4-58
ippsDAATDESFinal, 4-47
ippsDAATDESGetSize, 4-44
ippsDAATDESInit, 4-45
ippsDAATDESMessageDigest, 4-47
ippsDAATDESUpdate, 4-46
ippsDAATwofishFinal, 4-66
ippsDAATwofishGetSize, 4-64
ippsDAATwofishinit, 4-64
ippsDAATwofishMessageDigest, 4-67
ippsDAATwofishUpdate, 4-65
ippsDESDecryptCBC, 2-9
ippsDESDecryptCFB, 2-11
ippsDESDecryptCTR, 2-15
ippsDESDecryptECB, 2-7
ippsDESDecryptOFB, 2-13
ippsDESEncryptCBC, 2-8
ippsDESEncryptCFB, 2-10
ippsDESEnNncryptCTR, 2-14
ippsDESEncryptECB, 2-6
ippsDESEncryptOFB, 2-12
ippsDESGetSize, 2-5

ippsDESInit, 2-6
ippsDiv_64u32u, 5-8
ippsDiv_BN, 5-27
IppsDLPGenerateDH, 5-120
ippsDLPGenerateDSA, 5-112
ippsDLPGenKeyPair, 5-108
ippsDLPGet, 5-105
ippsDLPGetDP, 5-107
ippsDLPGetSize, 5-103
IppsDLPInit, 5-103
ippsDLPPublickey, 5-109
ippsDLPSet, 5-104
ippsDLPSetDP, 5-106
ippsDLPSetKeyPair, 5-111
ippsDLPSharedSecretDH, 5-122
ippsDLPSignDSA, 5-114
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ippsDLPValidateDH, 5-121
ippsDLPValidateDSA, 5-113
ippsDLPValidateKeyPair, 5-110
ippsDLPVerifyDSA, 5-115
ippsECCBAddPoint, 5-173
ippsECCBCheckPoint, 5-170
ippseCCBComparePoint, 5-171
ippsECCBGenKeyPair, 5-175
ippsECCBGet, 5-162
ippsECCBGetOrderBitSize, 5-163
ippsECCBGetPoint, 5-169
ippsECCBGetSize, 5-158
ippsECCBInit, 5-158
ippseCCBMulPointScalar, 5-174
ippseCCBNegativePoint, 5-172
ippsECCBPointGetSize, 5-166
ippsECCBPointlInit, 5-166
ippsECCBPublicKey, 5-176
ippsECCBSet, 5-159
ippsECCBSetKeyPair, 5-178
ippseCCBSetPoint, 5-167
ippsECCBSetPointAtInfinity, 5-168
ippsECCBSetStd, 5-161
ippsECCBSharedSecretDH, 5-179
ippsECCBSharedSecretDHC, 5-181
ippsECCBSignDSA, 5-182
ippseCCBSignNR, 5-185
ippsECCBValidate, 5-164
ippsECCBValidateKeyPair, 5-177
ippsECCBVerifyDSA, 5-184
ippsECCBVerifyNR, 5-186
ippseCCPAddPoint, 5-142
ippseCCPCheckPoint, 5-139
ippsECCPComparePoint, 5-140
ippsECCPGenKeyPair, 5-144
ippsECCPGet, 5-131
ippsECCPGetOrderBitSize, 5-132
ippseECCPGetPoint, 5-138
ippseECCPGetSize, 5-127
ippsECCPInit, 5-128
ippsECCPMulPointScalar, 5-143
ippsECCPNegativePoint, 5-141
ippsECCPPointGetSize, 5-135
ippseCCPPointInit, 5-135
ippseCCPPublicKey, 5-145
ippsECCPSet, 5-128

ippSECCPSetKeyPair, 5-147
ippsECCPSetPoint, 5-136
ippsECCPSetPointAtiInfinity, 5-137
ippsECCPSetStd, 5-130
ippsECCPSharedSecretDH, 5-148
ippsECCPSharedSecretDHC, 5-150
ippSECCPSignDSA, 5-151
ippsECCPSIignNR, 5-154
ippsECCPValidate, 5-133
ippsECCPValidateKeyPair, 5-146
ippSECCPVerifyDSA, 5-153
ippsECCPVerifyNR, 5-156
ippsGced_BN, 5-29

ippsGet_BN, 5-18
ippsGetOctString_BN, 5-19
ippsGetOctString_BNU, 5-12
ippsGetSize_BN, 5-17
ippsHMACMDS5Duplicate, 4-30
ippsHMACMDS5Final, 4-32
ippsHMACMD5GetSize, 4-29
ippsHMACMDSInit, 4-29
ippsHMACMD5MessageDigest, 4-32
ippsHMACMD5Update, 4-31
ippsHMACSHA1Duplicate, 4-5
ippsHMACSHA1Final, 4-7
ippsHMACSHA1GetSize, 4-4
ippsHMACSHAL1Init, 4-5
ippsHMACSHA1MessageDigest, 4-8
ippsHMACSHA1Update, 4-6
ippsHMACSHA224Final, 4-12
ippsHMACSHA224GetSize, 4-9
ippsHMACSHA224Init, 4-9
ippsHMACSHA224MessageDigest, 4-12
ippsHMACSHA224Update, 4-11
ippsHMACSHA256Duplicate, 4-15
ippsHMACSHA256Final, 4-16
ippsHMACSHA2561nit, 4-14
ippsHMACSHA256MessageDigest, 4-17
ippsHMACSHA256Update, 4-15
ippsHMACSHA384Duplicate, 4-21
ippsHMACSHA384Final, 4-23
ippsHMACSHA384GetSize, 4-20
ippsHMACSHA384Init, 4-20
ippsHMACSHA384MessageDigest, 4-23
ippsHMACSHA384Update, 4-22
ippsHMACSHA512Duplicate, 4-26
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ippsHMACSHAS512Final, 4-27 ippsPRNGSetModulus, 5-46
ippsHMACSHA512GetSize, 4-24 ippsPRNGSetSeed, 5-44
ippsHMACSHA5121nit, 4-25 ippsRijndael128DecryptCBC, 2-36
ippsHMACSHA512MessageDigest, 4-28 ippsRijndael128DecryptCCM, 2-44
ippsHMACSHA512Update, 4-26 ippsRijndael128DecryptCCM_u8, 2-47

ippsMAC_BN_I, 5-26
ippsMACOne_BNU_I, 5-6
ippsMD5Duplicate, 3-6
ippsMD5Final, 3-7
ippsMD5GetSize, 3-4
ippsMD5Init, 3-5

ippsMD5MessageDigest, 3-26

ippsMD5Update, 3-6
ippsMGF_MD5, 3-34
ippsMGF_SHA1, 3-34
ippsMGF_SHA224, 3-35
ippsMGF_SHA256, 3-36
ippsMGF_SHA384, 3-37
ippsMGF_SHA512, 3-37
ippsMod_BN, 5-28
ippsModinv_BN, 5-30
ippsMontExp, 5-40
ippsMontForm, 5-36
ippsMontGet, 5-36
ippsMontGetSize, 5-33
ippsMontinit, 5-34
ippsMontMul, 5-37
ippsMontSet, 5-35
ippsMul_BN, 5-25
ippsMul_BNU4, 5-7
ippsMul_BNU8, 5-7
ippsMulOne_BNU, 5-5
ippsPrimeGen, 5-54
ippsPrimeGet, 5-57
IppsPrimeGet_BN, 5-58
ippsPrimeGetSize, 5-52
ippsPrimelnit, 5-53
ippsPrimeSet, 5-56
ippsPrimeSet_BN, 5-56
ippsPrimeTest, 5-55
ippsPRNGen, 5-47
ippsPRNGen_BN, 5-48
ippsPRNGGetSize, 5-43
ippsPRNGInit, 5-43

ippsPRNGSetAugment, 5-45

ippsPRNGSetHO, 5-47
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ippsRijndaell28EncryptCFB, 2-37
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ippsRijndaell28EncryptOFB, 2-39
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ippsRijndael128Init, 2-33
ippsRijndaell92DecryptCBC, 2-52
ippsRijndaell92DecryptCFB, 2-54
ippsRijndaell92DecryptCTR, 2-58
ippsRijndael192DecryptECB, 2-50
ippsRijndael1l92DecryptOFB, 2-56
ippsRijndael192EncryptCBC, 2-51
ippsRijndaell92EncryptCFB, 2-53
ippsRijndaell92EncryptCTR, 2-57
ippsRijndaell92EncryptECB, 2-49
ippsRijndaell92EncryptOFB, 2-55
ippsRijndael192GetSize, 2-48
ippsRijndael192Init, 2-49, 4-53
ippsRijndael256DecryptCBC, 2-63
ippsRijndael256DecryptCFB, 2-65
ippsRijndael256DecryptCTR, 2-69
ippsRijndael256DecryptECB, 2-61
ippsRijndael256DecryptOFB, 2-67
ippsRijndael256EncryptCBC, 2-62
ippsRijndael256EncryptCFB, 2-64
ippsRijndael256EncryptCTR, 2-68
ippsRijndael256EncryptECB, 2-60
ippsRijndael256EncryptOFB, 2-66
ippsRijndael256GetSize, 2-59
ippsRijndael2561nit, 2-60, 4-57
ippsRSADecrypt, 5-70
ippsRSAEnNcrypt, 5-69
ippsRSAGenerate, 5-66
ippsRSAGetKey, 5-65
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ippsRSAGetSize, 5-62

ippsRSAInit, 5-63
ippsRSAOAEPDecrypt, 5-82
ippsRSAOAEPDecrypt_MD5, 5-83
ippsRSAOAEPDecrypt_SHA1, 5-84
ippsRSAOAEPDecrypt_SHA224, 5-84
ippsRSAOAEPDecrypt_SHA256, 5-85
ippsRSAOAEPDecrypt_SHA384, 5-86
ippsRSAOAEPDecrypt_SHA512, 5-87
ippsRSAOAEPENcrypt, 5-75
ippsRSAOAEPENcrypt_MD5, 5-76
ippsRSAOAEPENcrypt_SHA1, 5-77
ippsRSAOAEPENcrypt_SHA224, 5-78
ippsRSAOAEPENcrypt_SHA256, 5-79
ippsRSAOAEPENcrypt_SHA384, 5-80
ippsRSAOAEPENcrypt_SHA512, 5-81
ippsRSASetKey, 5-64
ippsRSASSASIgn, 5-88
ippsRSASSASign_MD5, 5-90
ippsRSASSASign_SHA1, 5-91
ippsRSASSASign_SHA224, 5-92
ippsRSASSASign_SHA256, 5-93
ippsRSASSASign_SHA384, 5-94
ippsRSASSASign_SHA512, 5-95
ippsRSASSAVerify, 5-96
ippsRSASSAVerify_MD5, 5-97
ippsRSASSAVerify_SHA1, 5-98
ippsRSASSAVerify SHA224, 5-98
ippsRSASSAVerify SHA256, 5-99
ippsRSASSAVerify _SHA384, 5-100
ippsRSASSAVerify_SHA512, 5-100
ippsRSAValidate, 5-67

ippsSet_BN, 5-14
ippsSetOctString_BN, 5-15
ippsSetOctString_BNU, 5-11
ippsSHA1Duplicate, 3-9
ippsSHALFinal, 3-11
ippsSHA1GetSize, 3-8

ippsSHA1Init, 3-8
ippsSHA1MessageDigest, 3-27
ippsSHA1Update, 3-10
ippsSHA224Duplicate, 3-12
ippsSHA224Final, 3-14
ippsSHA224GetSize, 3-11
ippsSHA224Init, 3-12
ippsSHA224MessageDigest, 3-29

ippsSHA224Update, 3-13
ippsSHA256Duplicate, 3-16
ippsSHA256Final, 3-18
ippsSHA256GetSize, 3-15
ippsSHA2561nit, 3-15
ippsSHA256MessageDigest, 3-30
ippsSHA256Update, 3-17
ippsSHA384Duplicate, 3-19
ippsSHA384Final, 3-21
ippsSHA384GetSize, 3-18
ippsSHA384Init, 3-19
ippsSHA384MessageDigest, 3-31
ippsSHA384Update, 3-20
ippsSHA512Duplicate, 3-23
ippsSHA512Final, 3-25
ippsSHA512GetSize, 3-22
ippsSHA512Init, 3-22
ippsSHA512MessageDigest, 3-32
ippsSHA512Updat, 3-24
ippsSqgr_32u64u, 5-9
ippsSqgr_BNU4, 5-10
ippsSqgr_BNUS8, 5-10
ippsSub_BN, 5-24
ippsSub_BNU, 5-4
ippsTDESDecryptCBC, 2-19
ippsTDESDecryptCFB, 2-21
ippsTDESDecryptCTR, 2-26
ippsTDESDecryptECB, 2-17
ippsTDESDecryptOFB, 2-24
ippsTDESEncryptCBC, 2-18
ippsTDESEncryptCFB, 2-20
ippsTDESEncryptCTR, 2-25
ippsTDESEncryptECB, 2-16
ippsTDESEncryptOFB, 2-23
ippsTwofishDecryptCBC, 2-92
ippsTwofishDecryptCFB, 2-94
ippsTwofishDecryptCTR, 2-98
ippsTwofishDecryptECB, 2-90
ippsTwofishDecryptOFB, 2-96
ippsTwofishEncryptCBC, 2-91
ippsTwofishEncryptCFB, 2-93
ippsTwofishEncryptCTR, 2-97
ippsTwofishEncryptECB, 2-89
ippsTwofishEncryptOFB, 2-95
ippsTwofishGetSize, 2-88
ippsTwofishlnit, 2-89
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K user-implemented, 3-33
MD5 and SHA Algorithms, 3-4

Keyed Hash Functions, 4-1 .
MD5Duplicate, 3-6

HMACMDS5Duplicate, 4-30

HMACMDSFinal, 4-32 MD5FinaI,_ 3-7
HMACMD5GetSize, 4-29 MD5GetSize, 3-4
MD5lInit, 3-5

HMACMDSInit, 4-29
HMACMD5MessageDigest, 4-32
HMACMD5Update, 4-31
HMACSHA1Duplicate, 4-5
HMACSHA1Final, 4-7
HMACSHA1GetSize, 4-4
HMACSHAL1Init, 4-5
HMACSHA1MessageDigest, 4-8
HMACSHA1Update, 4-6
HMACSHA224Duplicate, 4-10
HMACSHA224Final, 4-12
HMACSHA224GetSize, 4-9
HMACSHA2241nit, 4-9
HMACSHA224MessageDigest, 4-12
HMACSHA224Update, 4-11
HMACSHA256BufferSize, 4-14
HMACSHA256Duplicate, 4-15
HMACSHA256Final, 4-16
HMACSHA256Init, 4-14
HMACSHA256MessageDigest, 4-17
HMACSHA256Update, 4-15
HMACSHA384Duplicate, 4-21
HMACSHA384Final, 4-23
HMACSHA384GetSize, 4-20
HMACSHA384Init, 4-20
HMACSHA384MessageDigest, 4-23
HMACSHA384Update, 4-22
HMACSHAS512Duplicate, 4-26
HMACSHAS512Final, 4-27 ;
HMACSHA512GetSize, 4-24 SHAS12Init, 3-22
HMACSHA512Init, 4-25 SHA512Update, 3-24
HMACSHA512MessageDigest, 4-28 Message Authentication Functions, 4-1

HMACSHAS512Update, 4-26 CMAC Functions, 4-3
Keyed Hash Functions, 4-1

MGF, 3-32
M modes of operation for block ciphers

MD5MessageDigest, 3-8
MD5Update, 3-6
SHA1Duplicate, 3-9
SHA1Final, 3-11
SHA1GetSize, 3-8
SHALlInit, 3-8
SHA1MessageDigest, 3-11
SHA1Update, 3-10
SHA224Duplicate, 3-12
SHA224Final, 3-14
SHA224GetSize, 3-11
SHA2241nit, 3-12
SHA224Update, 3-13
SHA256Duplicate, 3-16
SHA256Final, 3-18
SHA256GetSize, 3-15
SHA2561nit, 3-15
SHA256MessageDigest, 3-18
SHA256Update, 3-17
SHA384Duplicate, 3-19
SHA384Final, 3-21
SHA384GetSize, 3-18
SHA384Init, 3-19
SHA384MessageDigest, 3-22
SHA384Update, 3-20
SHA512Duplicate, 3-23
SHA512Final, 3-25
SHA512GetSize, 3-22

manual organization, 1-5 CBC, 2-2
mask generation function, 3-32 CCM™, 2-44

Mask Generation Functions, 3-32 CFB, 2-2
MGF_MDS5, 3-34 CTR, 2-2
MGF_SHAL, 3-34 ECB, 2-2
MGF_SHA224, 3-35 OFB, 2-2
MGF_SHA256, 3-36 Montgomery Reduction Scheme Functions, 5-31
MGF_SHA384, 3-37 MontExp, 5-40
MGF_SHA512, 3-37 MontForm, 5-36
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MontGet, 5-36 ARCFivel28EncryptECB, 2-117
MontGetSize, 5-33 ARCFive128EncryptOFB, 2-123
MontlInit, 5-34 ARCFivel28GetSize, 2-116
MontMul, 5-37 ARCFivel28Init, 2-116
MontSet, 5-35 ARCFive64DecryptCBC, 2-109

ARCFive64DecryptCFB, 2-111
ARCFive64DecryptCTR, 2-115
N ARCFive64DecryptECB, 2-107
naming conventions, 1-7 ARCFive64DecryptOFB, 2-113
ARCFive64EncryptCBC, 2-108
ARCFive64EncryptCFB, 2-110
ARCFive64EncryptCTR, 2-114
o ARCFive64EncryptECB, 2-106
ARCFive64EncryptOFB, 2-112
ARCFive64GetSize, 2-104
ARCFive64Init, 2-105
P reference code, 1-2
Rijndael Functions, 2-29
Rijndael128DecryptCBC, 2-36
Rijndael128DecryptCCM, 2-44
Rijndaell28DecryptCCM_u8, 2-47
Rijndael128DecryptCFB, 2-38
Rijndael128DecryptCTR, 2-42
Rijndaell28DecryptECB, 2-34
Rijndaell128DecryptOFB, 2-40
Rijndaell28EncryptCBC, 2-35
Rijndael128EncryptCCM, 2-43
Rijndaell28EncryptCCM_u8, 2-45
Rijndaell28EncryptCFB, 2-37
Rijndael128EncryptCTR, 2-41
Rijndaell28EncryptECB, 2-33
Rijndaell28EncryptOFB, 2-39
Rijndael128GetSize, 2-32
Rijndael128Init, 2-33
Rijndaell92DecryptCBC, 2-52
Rijndael192DecryptCFB, 2-54
Rijndaell92DecryptCTR, 2-58
Rijndael192DecryptECB, 2-50
Rijndaell92DecryptOFB, 2-56
R Rijndael192EncryptCBC, 2-51
Rijndael192EncryptCFB, 2-53
Rijndael192EncryptCTR, 2-57

notational conventions, 1-7

online version, 1-7

platforms supported, 1-3
Prime Number Generation Functions, 5-51
PrimeGen, 5-54
PrimeGet, 5-57
PrimeGet_BN, 5-58
PrimeGetSize, 5-52
Primelnit, 5-53
PrimeSet, 5-56
PrimeSet_BN, 5-56
PrimeTest, 5-55
Pseudorandom Number Generation Functions, 5-41
PRNGen, 5-47
PRNGen_BN, 5-48
PRNGGetSize, 5-43
PRNGInit, 5-43
PRNGSetAugment, 5-45
PRNGSetHO, 5-47
PRNGSetModulus, 5-46
PRNGSetSeed, 5-44
user-implemented, 5-42

RC4 stream cipher, 2-127

RCS Functions, 2-102 Rijndael192EncryptECB, 2-49
ARCFive128DecryptCBC, 2-120 Rijndael192EncryptOFB, 2-55
ARCFive128DecryptCFB, 2-122 Rijndael192GetSize, 2-48
ARCF!ve128DecryptCTR, 2-126 Rijndael192Init, 2-49
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